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Abstract

Programmable logic controllers (PLCs) are increasingly being used to realize modern
safety-critical instrumentation and control (I&C) applications. Examples of these
applications are industrial automation and control systems, plant process safety
protection systems, and digital I&C systems embedded in nuclear power plants (NPPs)
that require high levels of performance, reliability, and flexibility. PLC technology
serves as the nervous system of the 1&C application and bridge between the operators
and the executed critical runtime functions. This paper proposes a PLC-based home
security controller based on the ladder logic programming model. The design, analysis,
and hardware implementation of this controller are presented. The designed system
consists of three basic modules which are a sensing module used for reading the data
of the input field devices, a computation-based decisional module used for executing
the programming model, and an actuating module used for sending the control
commands to the output field devices. This designed system is implemented on the
Allen-Bradley CompactLogix PLC controller and Human Machine Interface (HMI)
panel programmed as the graphical user interface. The experimental simulation results
of the real hardware connection demonstrate that the proposed system is reliable, safe,
and feasible for smart home security applications.

1. INFORMATION

Instrumentation and control systems (I&Cs) are heterogenous and complex integrated
devices composed of a diverse set of embedded computer-based systems [1], [2], [3]. These
embedded systems include hardware components, programming software models, cabling,
power supplies and communication networks that are tightly integrated in such a way that
allow interaction between the operator and the plant [4], [S]. [6]. Examples of the safety-
critical applications for these types of systems are industrial automation-based control
devices, smart manufacturing, automotive and transportation systems, and healthcare cyber-
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physical systems (CPSs) (see Fig. 1) [4], [7], [8], [9]. To ensure the safety of the public and
the environment, and prevent a catastrophe before taking an action, all of these I&C
applications must operate reliably and generate output signals in a predictable, reliable, and
safe behavior especially in environments where hazardous conditions may occur [4], [10].
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Fig. 1. The applications of safety-critical instrumentation and conirol systems, [4], [7].

PLCs and field programmable gate arrays (FPGAs) have gained popularity as software-
based digital control platforms in the last two decades [11], [12]. They have been used in the
realization of complex tasks embedding arithmetic, logic, and comparison functions of the
safety and security I&C application [13], [14]. [15], [16]. Additionally, PLC programmable
device uses the standard IEC 61508 with its functional safety to control systematic and
hardware failures [17]. PLCs are typically programmed using one of the specific
programming languages defined by the International Electrotechnical Commission standard
[EC 6113. The standard specifies the semantics of two textual programming languages
which are structured text (ST) and instruction list (IL), and the syntax of three graphical
programming languages which are ladder diagram (LD). function block diagram (FBD), and
sequential function chart (SFC) [18]. [19]. These programming languages can be used to
realize different set of computer-based digital applications and perform combinational-based
Boolean logic and bit-shift operations (AND, OR, XOR, SR, Inverter gate, etc.), and
decoding, encoding and multiplexing circuits [20], [17]. Furthermore, these programming
languages are used in the implementation of sequential logic devices as D-type flip-flop (D-
FF) used in shift registers [21], counters timers, proportional integral derivative (PID)
controllers, and supervisory control and data acquisition (SCADA) systems [5], [22], [23],
[24], [25], [26]. [27].

Basically, a PLC consists of a simple architecture built based on a microprocessor
hardware architecture that reads the input data values through sensing units at the beginning
of a scan cycle, performs the required computation based on the decision logic, and writes
the output commands through actuating units [28], [29]. The scan cycle typically consumes
time which depends on the size of the programming model written by the designer and the
manufacturing technology of the PLC device [18]. [30].

Several researchers have focused on this research field. In [31], a new PLC design was
proposed based on FPGA technology with parallel execution. They have converted the




ladder diagram programming language to equivalent very high-speed integrated circuit
hardware description language programs (VHDL) using two steps. The first step was
converting the LD program to a VHDL code by a state machine process. The second step
was optimizing the state machine process to assure independent operations can be executed
in parallel.

The design prototype implementation of a PLC by means of an FPGA was presented in
ref. [32]. All the arithmetic and logic operations were implemented fully in hardware using
VHDL programming models. In [33], hardware architecture inspired by biological processes
and fault tolerance techniques was developed to achieve high levels of resiliency and
automation in industry. This architecture was aimed to use the programmable design in next
generation nuclear power plants (NPPs) digital applications. Jee et al. [34] described a new
formal verification technique for functional block diagram used in industrial PLC
programming. The FBD model was translated into a Verilog coding model that has been
checked against errors and different failure modes.

Kim et al. [35] presented an integrated system that can verify the correct operation of
process automation systems developed using IEC 61131-3 through 3D simulations. The PL.C
controller communicated with external simulator in real time to exchange and to verify the
program. Economakos etc al. [36] proposed a design environment that utilizes program-
based and model-based for the development of PLC applications. The presented tool flow
was used in the design of new digital control algorithms with offering performance
improvements compared to software capabilities. Alemzadeh et al. [37] presented an
approach for assessment the safety of robotic telesurgical systems using system theory and
software-based fault injection. Open-source robotic surgical platform was used as a hazard
analysis technique. Food and drug administration database were used to demonstrate the
feasibility of the proposed approach for safety-based design of robotic tele surgical systems.

The main contribution of the current paper is designing a safe home security system using
PLC technology. In addition, the field input and output digital devices are designed by using
the concept of state transition diagram in building the programming ladder diagram as
decision module. The real experiments are carried out and the performance of the proposed
controller is investigated.

The rest of this paper is organized as follows. Section 2 presents the design and
implementation of the hardware-based abstract model for the proposed home security
system. Section 3 describes the operation of the ladder logic programming model of the
designed system. In section 4, the experimental work and its results are discussed. Section 5
summarizes the main important points of this paper and gives some future works.

2. THE PROPOSED RELIABLE CONTROLLER DESIGN

This section describes the design of the proposed PLC-based home security system, as
shown in Fig. 2 and Fig. 3. The proposed system is designed and implemented using the
Allen-Bradley CompactLogix PLC controller hardware, Human Machine Interface (HMI)
panel and Rockwell Automation Studio 5000 software. Ladder logic diagram (LLD)




programming language is used to control the operation of the home security application
consisting of three sensors, a locking mechanism, and a control user interface.

PLC-based home security system

Fig. 2. The abstract model for the proposed home security system.
2.1.Hardware

The proposed security system. as shown in Fig. 3. consists of three basic modules: sensing,
computation-based decisional, and actuating. The system includes a laser photoelectric
sensor, a motion or proximity sensor, a limit switch, a siren speaker, HMI panel, two
mushroom two-position push-pull switches, two momentary push button switches, and three
lights (red, yellow, and green) inside the light tower. This design provides a visual picture
of how power flow occurs and how the HMI panel is interacted with the PLC system using
the same tags that are created in the studio 5000 software. The ladder logic program includes
twelve rungs connected in parallel between two power rails.

Input field devices Cusrrent sinking imput Current sinking output
module ping

PC for PLC
programming

Fig. 3. Block diagram of the hardware modules for PLC and field device interface for the proposed home
security system.




2.2. Software

A PLC ladder logic program is executed repeatedly as long as the processor is in the run
mode, in which the processor reads the status of the input values through the input modules
and stores these values in an area of the memory called the input image table. The processor
is then run from the first instruction on the first rung to evaluate the conditions of the input
instructions and update the status of the output image table to control the action of the
actuators through the output modules and the Ethernet modules, as presented in Fig. 3.

The process of evaluating the input image table and updating the output image table takes
few milliseconds depending on the scan time of the PLC device. In addition, the design
process of the PLC controller using the ladder logic diagram requires from the control
engineer to understand the application requirements and specifications. For example, PLC
input rung instructions must be selected using a process that looks at the input field device
contact type Normal Open (NO) or Normal Close (NC) and its operational condition
(activated or not activated). Ultimately, the input rung instruction selected, XIC or XIO, is
affected by the requirement for the output field device to be either on or off. Furthermore,
the operation of the reliable system is modeled in a state diagram using six different states,
as presented in Fig. 4 and TABLE 1. The operation is described according to the following
specifications:

1) When the system is powered on, the system is rendered inactive or in the OFF state. The
OFF state can be engaged at any time by pressing the “SYSTEM OFF” button on the
HMI panel. Note, when the system is off, a message will appear displaying that the
system is in fact OFF.

2) Ifthe “SYSTEM ON” button is pressed, the systemis rendered ON thus, allowing sensors
and system functionality to proceed. A message will appear, displaying that the system
is ON.

System initialization

R1 R2, R3, R4, RS
Alert
— 1)
RO state

R6, R7

Lock R8 "
down Alert
state Iy 2
Alert state
3
state

Fig. 4. The state transition diagram that describes the operation of the reliable controller.




Tab. 1. The states that describe the operational model of the reliable coniroller for the home security
system.

State Description

OFF When the “SYSTEM OFF” button is pressed on the HMI panel, a message
“SYSTEM OFF” will appear

ON Allowing sensors and system functionality to proceed by pressing the “SYSTEM
RESET” button

Alert_1 When there is a movement on the porch, system alert the homeowner with a

message “PERSON ON PORCH" displayed on HNI panel AND the green light of
the tower is turned on

Alert_2 When the limit switch is tripped, a message “DOOR IS BREACHED” is displayed
AND the yellow light of the tower is turned on

Alert_3 When the through beam photoelectric sensor is tripped, a flashing message
“INTRUDED IN HOUSE” will appear AND a siren will sound in case of the
control panel is out of sight

Lockdown | If the “LOCKDOWN?” button is pressed, this state locks the designated safe room
automatically

3) When the system is ON and there is movement on the porch, the system will alert the
homeowner with a message displayed on the HMI panel stating, “PERSON ON
PORCH.” The background of the indicator is green, which matches the green light in
the light tower. This state is known as the ALERT 1 state. Note, the sensor must be
active for at least 5 seconds before notifying the homeowner. Additionally, the sensor is
checked 10 seconds after engaging the ALERT 1 state. If the sensor is still active after
10 seconds, the ALERT 1 state remains true. If the sensor is inactive after 10 seconds,
the state returns to false.

4) When the limit switch is tripped once, the ALERT 2 state becomes true. The ALERT 2
state consists of displaying the message: “DOOR IS BREACHED” on the HMI panel.
The background of the display is yellow, which matches the yellow light turned on in
the light tower.

5) When the through beam photoelectric sensor is tripped, the alert 3 state is engaged
causing the highest alert for the homeowner. A flashing message will appear on the
HMI panel, which states: “INTRUDED IN HOUSE”. Furthermore, a siren will sound
notifying the homeowner in case the control panel is out of sight.

6) If the ALERT 3 state is active, the lockdown state will also become active. This state
locks the master bedroom or designated safe room automatically. Additionally, if the
“LOCKDOWN?” button is pressed by the user on the HMI panel, the system will enter
the lockdown state.

7) The only way to reset the system while keeping the system ON is by pressing the
“SYSTEM RESET” button.




3. THE OPERATION OF SYSTEM SOFTWARE

This section describes the operation of the ladder logic programming model of the
designed system to produce the required control for implementing the state diagram of home
security system. The ladder logic program is divided into four parts as discussed in the
following subsections.

3.1.Partl: ON state & OFF state

The first two rungs of the ladder logic are designed to implement the first state (ON state)
and the second state (OFF state) of the controller state diagram, as shown in Fig. 5. Rung 0
has three input instructions type (XIC) and one input instruction type (XI0). The (XIC) input
instructions are connected as OR logic using a branch and used to evaluate the condition of
the “SYSTEM ON" button on the HMI panel, the “SYSTEM ON?” state, which is used as a
sealing instruction, and the green button. In addition, this rung has one output instructions
type (OTE) used to activate the “SYSTEM ON" Boolean expression that enables the
sensing process of the security system to be started. Rung 1 has three input instructions type
(XIC) and one input instruction type (XIO). These three (XIC) inputs instructions are
connected as an OR logic using a branch and used to evaluate the conditions of the
“SYSTEM OFF” button on the HMI panel, the “SYSTEM OFF” state, which is used as a
sealing instruction, and the red button. Furthermore, this rung has one output instructions
type (OTE) used to activate the “SYSTEM OFF” Boolean expression that stops the
functionality of the system.

i logie for turming OM the system and ma
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Fig. 5. The first part of ladder logic program for the PL.C and field device interface for the controller of
the home security system.

3.2. Part2: proximity sensor, timer, ALERT1

Three rungs are designed to control the operation of the porch sensor, as presented in Fig.
6. Rung 2 of the ladder logic, senses any movement on the porch using two input instructions
type (XIO) connected as AND logic and used to evaluate the condition of the proximity
sensor and the “SYSTEM OFF” button. In addition, rung 2 and rung 3 include two timers
that are designed as logic to control the operation of alertl. The first timer, which is “timer”
timer, as shown on rung 2, is used to start accumulating for five seconds whenever the




proximity sensor is activated. On rung 3, the second timer, which is “thirtysec tim” timer,
starts timing for ten second as soon as the first timer completes its timing process and
activates the “Done” bit signal. On this rung, four input instructions type (XIO) and one
input instruction type (XIC) are used as AND logic to evaluate the conditions of the five
alert states: ALERT1, ALERT2, ALERT3, ALERTI_STAYON, and RESET. These five
input instructions are connected as OR logic with the “timer. DN hit signal.

{1'logic for the porch sensor. if the sensor is active for more than 5 seconds
projamty_Sensor

<Local:1:| Data 3> SYSTEM_OFF TON
2 1/ ! Timer On Delay EN_}
Timer timer
Preset 5000 DN
Accum 0

i starts tmer preset to 10 seconds when the 5 second timer |s done. The ten second timer will check the state of the porch sensor and
maintain or turn off the ALERT 1 state

timer. DN SYSTEM_OFF

ALERT_1 ALERT_2 ALERT_3 ALERT_1_STAYON  reset

TOM ALERT_1
Timer On Delay EMN
Timer  thirtysec_tim
Presel 10000 DN
Accum [i]

iV state for maintaining or tuming off the ALERT 1 state
proximty_sensor
thirtysec_tim DN <Local:1:| Data 3= ALERT_1_STAYON
4 | — — ;

I turns on green light and ALERT 1 notification on the HMI panel
green_light
ALERT_1 ALERT_2 ALERT_3 fimer HMI_alert!  <Local:2:0 Data 0=
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Fig. 6. The second part of ladder logic program for the PLC and field device interface for the controller
of the home security system.

The fifth rung, which is rung 4, includes two input instructions type (XIC) connected as
AND logic and one output instruction type (OTE). This rung is used for maintaining or
turning off the ALERT | state. Whenever the “thirtysec” timer completes its timing process
for ten seconds activates its “Done” bit signal, and the proximity sensor is still tripped for
more than five seconds, the ALERT 1 state stays on. The sixth rung, which is rung 5, includes
two input instructions type (XI0O) and one input instruction type (XIC) connected as AND
logic to evaluate the conditions of the three alert states: ALERT1, ALERT2, and ALERT3.
Also, this rung contains three output instructions type (OTE) to reset the “timer” timer on
rung 2, activate the ALERT1 notification on the HMI panel, and turn the green light on.




3.3.Part3: ALERT2

Two rungs are used to implement the ALERT?2 state, as shown in Fig. 7. The first rung,
which is rung 6, includes six input instructions: two of them are type (XIC) used to evaluate
the condition of the limit switch and the ALERT?2 state and four of them are type (XIO) used
to evaluate the condition of ALERT1, ALERT2, ALERT3, RESET, and SYSTEM_OFF
states. If the limit switch is tripped simulating the case study (door breached), the ALERT2
state is activated. As long as the ALERT?2 state is true, the ALERT2 notification on the HMI
panel is activated, and the yellow light becomes on as shown on rung 7 which includes three
input instructions and two output instructions.

1 f the limit switch is fripped |door breached) the ALERT 2 stale is active
limit_switch
<Local:1-|.Data 4> SYSTEM_OFF ALERT_ 2

ALERT_2 ALERT_1 ALERT_3  resel

[ ALERT 2 HMI and yellow light become active if ALERT 2 state is TRUE
yellow_light
ALERT_2 ALERT_1 ALERT_3 HMI_glert2 <Local:2:0.Data.1>
! I = N { .

Fig. 7. The third part of ladder logic program for the PLC and field device interface for the controller of
the home security system.

34.Part4: ALERT3 & RESET

Finally, four rungs are used to implement the ALERT3 and RESET states as shown in Fig.
8. The first rung, rung 8, includes four input instructions: two of them are type (XIC) used
to evaluate the condition of the laser photoelectric sensor and the ALERT3 state and two of
them are type (XIO) used to evaluate the condition of RESET, and SYSTEM_OFF states. If
the hallway beam laser sensor is tripped simulating the case study (intruder in house), the
ALERT?3 state is active. As long as the ALERT?3 state is true, a master bedroom door
automatically locks, the ALERT3 notification on the HMI panel is activated, a speaker
outputs a loud siren, and the yellow light becomes on as shown on rung 9 and rung 10. Rung
9 has three input instructions type (XIC) connected as OR logic and used to evaluate the
conditions of the “HMI LOCKDOWN ALERT” state as a sealing instruction, ALER3
state, and the “LOCKDOWN” button on the HMI panel. Rung 11 includes one input
instruction type (XIC), used to evaluate the condition of the “RESET SYSTEM” button on
the HMI panel, and one output instruction type (OTE), used to reset the entire system. During
any of the ALERT states and LOCKDOWN state, if the “RESET SYSTEM” button is
pressed. the entire system will be reset and then transition to the safe and reliable state.
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Fig. 8. The fourth part of ladder logic program for the PL.C and field device interface for the controller
of the home security system.

4. EXPERIMENTAL WORK

This section presents the real experimental work that is carried out. A schematic hardware
layout is presented in Fig. 9 in which the input and output field devices are connected in the
research laboratory to the /O modules and the Ethernet module of the Allen-Bradley
CompactLogix PLC controller through a set of terminal modules. The green push button
switch is connected as a normally open (NO) connection to the input terminal module, where
the green button goes to input 1, the red button goes to input 2, and the emergency push-pull
button goes to input 0. Furthermore, the input module is connected as current sourcing
module, so the 24V DC power supply, which is turned off by using a circuit breaker, is
connected to the common terminal of this module. The emergency push-pull button switch
is connected as a normally close (NC) connection to the input terminal module. In addition,
the green light of the light-tower is connected to output (0 of the output terminal module, the
yellow light is connected to output 1, and the red emergency light is connected to output 2.
The output terminal module itself is not supplying 24V DC so the positive 24V DC has been
connected to the terminal module.




Personal computer Programmable logic controller

Human
machine
| interface |

Input &
output
field
devices

Actuator

[ Sensors
Fig. 9. The real hardware connection of PLC and field device interface for the home security system.

The ladder logic program is downloaded to the PLC memory through the USB 3.0
Gigabit Ethernet adapter. The processor is putted in Run mode to continue running read
input status, solve the control program and turn output registers ON/OFF, and update
outputs.

The Graphical User Interface (GUI) of the proposed design including eleven global
objects is presented in Fig. 10. The proposed design uses the “SYSTEM ON” object to start
the functionality and activate the sensing process of the home security system. The
“SYSTEM OFF” object is used to stop the functionality of the designed system and disable
the sensing process.

The executed experiments prove that the proposed designed system is reliable and
feasible for home security applications.

LOCKDOWN SYSTEM OFF

BEDROOM LOCKED SYSTEM ON

DOOR IS BREACHED

Fig. 10. Human Machine Interface (HMI) Panel including the proposed design.




5. CONCLUSION AND FUTUTRE WORK

In this paper, we develop and implement a PLC-based home security system. The state of
the diagram-based controller is presented using the ladder programming model. In addition,
the robust and deterministic operation of the proposed system is discussed and analyzed. The
design process of these types of embedded systems gives the [&C control engineers and
operators of the physical plant the ability to deal with different applications in real time.
Also, using these different modules such as analog and digital modules for input and output
applications enable the engineer to connect the PLC to different types of sensors and
actuators.

Future work can focus on various topical areas, including analyzing the dependability
and security levels of the PLC-based controller using Markov chains and fault trees.
Furthermore, the formal methods can be used to verify the correct operation of the runtime
programming model. In final, we could attempt to make the designed system operate against
any potential permanent failure mode by proposing a hybrid fault-tolerant mechanism for
the decision model of the state diagram-based controller.
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