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Abstract—In the era of interconnected digital ecosystems, 

the security of Wireless Sensor Networks (WSN) emerges as a 

pivotal concern, especially within the domains of the Internet of 

Things (IoT) and the Industrial Internet of Things (IIoT). 

However, the very nature of WSNs—being distributed, 

resource-constrained, and often deployed in unattended 

environments—poses unique cybersecurity challenges.  A main 

issue and challenge remains their Cybersecurity in 

communication. In this paper, we provide a systematic review 

focused on three themes including 1) techniques for secure 

communication in WSN; 2) algorithms and methods for 

intrusion detection in WSN; and 3) IoT and IIoT security 

concerning WSN. It has provided the results of its own for the 

publications made in the data analysis of three themes. The 

paper also has a simulation experiment to investigate the 

behavior of WSNs under sinkhole attacks—one of the prevalent 

threats to network integrity. Utilizing the Contiki OS Cooja 

simulator, the experiment carefully evaluates the performance 

of existing detection algorithms and introduces a novel method 

for identifying and neutralizing malicious nodes. Our simulation 

discloses unconventional communication patterns during 

sinkhole attacks running RPL protocol, emphasizing the 

effectiveness of our detection mechanisms against cyber threats. 

Particularly, the introduction of a malicious node (Node 13) 

significantly disrupted network communication, with 

traditional security mechanisms failing to immediately detect 

and isolate the threat. The scope of future research work will 

include the broader spectrum of cyber threats beyond sinkhole 

attacks, exploring advanced detection mechanisms, and 

machine learning-based security protocols for enhanced trust 

and transparency in WSN communications. 

Keywords—Wireless Sensor Network; Cybersecurity; 

Sinkhole Attack Detection; Real-Time Attack Identification; IoT. 

I. INTRODUCTION 

Wireless Sensor Networks (WSN) have become an 

essential factor in technological infrastructure developments, 

enabling innovative applications in diverse fields of industry, 

environmentalism, healthcare, smart cities, and industrial 

automation. As these networks of sensors remain and lead us 

forward, their Cybersecurity and security, in general, is a 

fundamental need. Threats and cyber-attacks on WSNs can 

cause disruption of industry operations, data theft, and even 

physical consequences in some areas where they are applied.  

Recent studies have gone further into the analysis of 

complexity that tries to identify and provide countermeasures 

to cyber-attacks on WSNs. Research has examined the 

potential, and the role of fuzzy set logic based on advancing 

the detection in accuracy and stability in the identification of 

cyber-attacks in these networks [1]. Another research 

examination, on the importance of network security, 

underlines the complexity of providing privacy and security 

at a time when the great growth of connected devices has 

brought many challenges for researchers [2]. The research 

contribution of our study foundation has a particular focus on 

sinkhole attacks in the domain of WSN security.  This study 

employs a dual-method approach: a thorough literature 

review coupled with simulation experiments. First, it 

provides a view of the current cybersecurity measures 

employed in WSN, identifying limitations and areas for 

enhancement. Second, through simulation-based 

experimentation, it provides valuable results in the practical 

application and potential enhancement of detection 

techniques, serving as the foundation for future studies at 

strengthening protection against various cyber threats. 

Moreover, the application of the Internet of Things (IoT) and 

Industrial IoT (IIoT) in the industry brought focus to the 

investigation of actual Cybersecurity countermeasures. An 

evaluation case study of Cybersecurity enhancements needed 

for Industrial IoT systems provides information on potential 

vulnerabilities and countermeasures that can be applied to 

WSNs, given the interconnectedness of these domains [3]. In 

the continuity of the elaboration of studies, we can state that 

the evolution of threats and cyber-attacks has scaled up in the 

advancement of the methods and techniques employed. In 

addressing the critical cybersecurity challenges facing 

Wireless Sensor Networks (WSN) within IoT and IIoT 

ecosystems, this study presents a thorough analysis and 

empirical investigation into the effectiveness of adaptive 

intrusion detection mechanisms against sinkhole attacks. 

II. PROBLEM DEFINITION AND RESEARCH QUESTIONS 

Continuous works have focused on improving various 

components such as encryption techniques, developing 

intrusion detection systems, and establishing trust-based 

mechanisms to defend sensor data. Regardless of the 

advances that have been made, the focus on security remains 

a challenge. While the distribution of WSNs has increased in 

size and complexity, in various application areas, the 

challenge of maintaining security as a single-package 

solution remains. The dominant gap is the constant challenge 

to provide security if we do not interfere with or disrupt the 

operations of these networks and sensors that are there. 

Additionally, we need to comprehend the new vectors of 
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WSNs vulnerabilities that are being introduced in every 

emerging technological development, and more broadly in 

IoT. More specifically, there is a need to address these 

challenges, and further research into countermeasures to 

protect WSNs and IoT. 

Said that, we want this research to answer two main 

questions: 

1) How is enhancing the Cybersecurity of WSN relevant to 

the overall security of IoT and IIoT? 

2) How can the techniques for secure communication and 

algorithms for intrusion detection in WSN nodes 

illuminate security issues? 

III. METHODOLOGY 

Having two different types of questions to answer implies 

two different methodologies to be used, and we can say we 

will divide the research into two parts. The first part of the 

research will focus on a literature review, from where we will 

discover if securing WSN is indeed relevant to IoT and IIoT 

security. We will use systematic review also to identify 

different techniques and algorithms, which will later serve as 

a basis for the second part of the research, which is the 

experimental simulation of the identified techniques and 

algorithms to be able to answer the second question of how 

those techniques and methods can illuminate any security 

issue at all. Further down in this paper, the reader will find all 

the discussions and results divided into two parts, followed 

by the summarized conclusion on the research results at the 

end. 

IV. RESEARCH PART I –LITERATURE REVIEW 

This section describes in detail the systematic review 

conducted focused on 1) techniques for secure 

communication in WSN; 2) algorithms and methods for 

intrusion detection in WSN; and 3) IoT and IIoT security 

concerning WSN. It has provided the results of its own for 

the publications made in the data analysis of three themes. By 

utilizing systematic review, the research contributes to 

findings on the manifestation of technologies and shows the 

common relation between them.  

The research work conducted is based on the methods of 

literature review following the preferred items for systematic 

reviews, which have been selected properly to examine and 

analyze the selected literature about Wireless Sensor 

Networks (WSN) and techniques for identifying attacks and 

assessing their security. The articles, and studies which were 

required to be examined were those related to WSNs and 

techniques for identifying attacks and assessing their 

security. These techniques, or new approach models include 

identifying attacks and assessing the security of WSNs as 

well as IoT infrastructure. The sources of information in the 

articles were found by searching on the Internet. As a 

complete landscape, and further, the idea was established by 

examining actual examples as well as focusing on relevant 

articles from scientific sources. We searched databases like 

IEEE, Elsevier, and ACM DL for articles on WSNs and 

techniques for identifying attacks and assessing their 

security. The aim is to assess and further analyze the need for 

enhancement of the attack identification approach for WSN’s 

security posture to improve. This research is based on a 

systematic review, where the articles concerning the WSNs, 

IoT, Industrial IoT, Cybersecurity, attack identification, and 

assessment are identified, examined, and explained. The 

research question remains on WSNs and techniques for 

identifying attacks and assessing their security. To reinforce 

industrial safety for any event of cyber-attacks occurring. We 

conducted a detailed search across leading databases: IEEE 

Xplore, Elsevier ScienceDirect, and ACM Digital Library. 

To operationalize the search, we looked for various keywords 

related to Wireless Sensor Networks (WSN) and techniques 

for identifying attacks and assessing their security. Keywords 

used were (WSN OR security OR attacks OR identification 

OR assessment). Our initial search found many articles, of 

which 200 were selected for checking based on title and 

abstract relevancy. These selected papers were then passingly 

evaluated for eligibility for the study. We applied a series of 

inclusion/exclusion criteria. Articles were considered if they 

were if they were (1) published in the last five years, aligning 

with the emergence of new technologies for Industry 4.0, (2) 

written in English, and (3) focused on WSN security, attack 

identification, and IoT/IIoT security measures. Thus, 

irrelevant articles are excluded if they (1) were review articles 

without comparative data analysis, (2) did not directly 

address WSN security in the context of IoT or IIoT, or (3) 

lacked a focus on attack identification techniques and security 

assessments. For this selection, after applying 

inclusion/exclusion criteria we were left with a total of 60 

articles that fulfilled the criteria and were included in the final 

study. Additionally, for the selected papers systematic review 

records are kept written which supports and shows why they 

were chosen and further used in data extraction and analysis. 

A. Data Extraction and Analysis 

The data extraction process was supervised based on the 

findings of 60 articles that met our inclusion criteria. To 

extract the data from the study articles and check the 

suitability of the data, the process of extracting data is 

accomplished in the full examination of each article. Key 

information extracted included study authors, year of 

publication, research themes, methods employed, 

technologies used, metrics evaluated, key findings, and 

identified gaps. To analyze the extracted data, we employed 

a mixed-methods approach that combined quantitative and 

qualitative analysis techniques. We conducted a statistical 

analysis of the year of publication data to identify trends over 

time, assessing the growing interest and research output in 

WSN security. For the qualitative component, we used 

thematic analysis to synthesize and interpret the findings 

from the selected articles. This involved coding the extracted 

data for recurring themes related to secure communication 

techniques, intrusion detection methods, and IoT/IIoT 

security challenges. The findings from our data analysis were 

interpreted within the broader context of WSN security's role 

in safeguarding IoT and IIoT ecosystems.  

Below Table I presents a comprehensive summary of the 

studies included in the review, focusing on WSN security 

techniques and algorithms. The table categorizes the studies 

based on their year of publication, allowing for an 

examination of trends over time in research output related to 

WSN security. The distribution between years reveals a 
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highlighted increase in publications from 2018 to 2021, with 

the highest number of publications recorded in 2021. This 

trend suggests a growing interest and emphasis on addressing 

security challenges in WSNs, particularly in the context of 

emerging technologies such as IoT and IIoT. By 

systematically organizing the data in this manner, our 

analysis aims to provide insights into the evolving landscape 

of WSN security research and highlight areas of focus within 

different periods.  

TABLE I.  SUMMARY OF THE STUDIES INCLUDED IN THE SYSTEMATIC 

REVIEW 

Year of publication Number of publications 

2018 4 

2019 10 

2020 13 

2021 19 

2022 11 

2023 4 

Total 60 

 

A systematic review found data corresponding to the key-

extracted data. Further to assess the quality and validity of 

these data we took the articles to thematic analysis. By taking 

this into account, the article analysis we have papers that 

align with each constructed theme. This decreased the 

number of qualitative papers. 

It appears that no papers were found that directly align 

with the approach of attack identification. We further conduct 

a methodological analysis to analyze the methods used across 

the papers. We have discovered the most frequently 

mentioned methods in the papers, by extracting and analyzing 

the research method from the systematic review written 

records. Based on the systematic review, research from the 

selected papers important findings and discussion will be 

provided in the following section 

B. Findings and Discussion 

WSN is considered a component of the communication 

infrastructure of Internet of Things (IoT) sensors, but 

Cybersecurity remains a challenge to maintain at the proper 

level. WSN composition includes nodes, routers, and a 

gateway. These sensor networks are used for monitoring and 

collecting data from diverse physical locations. The 

relationship or common point of IoT with Wireless Sensor 

Networks (WSN) refers to the distributed group of sensors in 

a geographical space for monitoring, and collecting data, and 

automatically passing them through the wireless network to 

the central location. The major highlight found on WSN’s 

close relation to IoT and IIoT in all 60 selected papers, 

explicitly answers our first research question, that securing 

WSN will highly affect the IoT and IIoT overall 

Cybersecurity. As we have presented in the sections above, 

the articles papers were selected for research, further analysis, 

and the production of results in the categorization of the 

themes. Furthermore, in this section, we will present the 

findings, and discuss each theme using the point evidence 

explanation method and use these findings as a basis for our 

second part of the research where we perform the simulation 

experiment and aim to answer the second research question. 

C. Theme 1: Techniques for Secure Communication in WSN 

Paper [2] indicates the need to ensure sustainable network 

security and privacy protection in this evolving environment 

of the electricity Internet of Things (IoT). More precisely, [2] 

goes further into the challenges and vulnerabilities that exist 

in electricity IoT, stressing the importance of addressing 

these issues to provide efficient operation of modern energy 

systems. The finding of these vulnerabilities not only presents 

the existing security gap in electricity IoT but also underlines 

the potential risk of them being exploited by malicious actors, 

which would harm the power network. It uses a shared 

security key and random numbers for mutual authentication, 

ensuring secure and efficient operation against common 

cyber threats example man-in-the-middle attacks (MiTM). 

The protocol application consumes less network bandwidth, 

reduces complexity, and is specifically designed to meet the 

needs of smart grids, exhibiting improvement in encryption 

and decryption times compared to traditional algorithms like 

DES and RSA The Internet of Things (IoT) has brought 

innovative chances, but with them come risks and security 

threats, and the need for Cybersecurity in communication is 

necessary.  

The study [4], is a comprehensive study of novel Intrusion 

Detection Systems (IDS) and Intrusion Prevention Systems 

(IPS) for Internet of Things (IoT) networks. Outlines various 

methodologies and mechanisms for attack detection and 

prevention in IoT networks It emphasizes advanced 

techniques like anomaly detection based on machine learning 

algorithms, signature-based detection for known threats, and 

hybrid systems that combine multiple approaches for 

enhanced accuracy. The following machine learning 

algorithms are used for intrusion detection and prevention in 

IoT networks: Random Forest (RF), Extreme Gradient 

Boosting (XGBoost), Parallel Deep Auto-Encoder (PDAE), 

K-Nearest Neighbors (KNN), Deep Neural Network (DNN), 

etc. The top two methodologies based on their effectiveness 

in intrusion detection and prevention within IoT networks are 

Distributed IDS Using Fog Computing and ML-IDS for IoT 

Network attack identification. These two methodologies 

demonstrate cutting-edge approaches in the field of IoT 

security, offering high levels of accuracy, efficiency, and 

applicability in real-world scenarios. The paper is related to 

the focus of this theme of secure communication techniques 

in WSN, as it highlights the importance of sustainable 

systems that can predict, detect, and neutralize potential 

threats, and attacks. An essential aspect of secure 

communication is trust, especially in infrastructures 

integrated with WSN and IoT.  

The paper [5] discusses secure communication techniques 

through the lens of information trust models in WSN-assisted 

IoT, focusing on the utilization of Data Fusion Trust (DFT) 

models and their results in enhancing the security and 

reliability of data communication. The study focuses on the 

analysis of different levels of trust information, especially the 

importance of trustworthiness to provide solid and secure 

communication in these networks. The integration of WSN 

with IoT brings serious challenges in terms of security and 

trust. By understanding and implementing sustainable trust 

models, and a multi-level approach, it becomes clear that 

improved security of communication ensures that the 
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exchanged data is not only efficient but also protected from 

potential threats. The detection of malicious nodes in WSN is 

vital for preserving the integrity and efficiency of 

communication.  

In this study [5] empirical evaluation focused on 

malicious node detection within a WSN environment is 

provided. The research is based on experimental evaluation, 

providing methodology and results to show the effectiveness 

of certain detection mechanisms. It is very important to detect 

malicious nodes, which can damage the security and stability 

of the WSN, causing data breaches. Thoroughly the 

approaches of this study are deterministic and non-

deterministic for DFT assurance. The deterministic 

approaches focus on securing the integrity and validity of 

data fusion processes through witness verification and voting 

mechanisms. These methods aim to tackle false data injection 

and message alteration attacks effectively. Non-deterministic 

approaches leverage probabilistic models and reputation 

systems to secure data aggregation against malicious 

activities, enhancing the trustworthiness of fusion results. At 

a time when the use of IoT devices is exponentially higher, 

providing secure communication is a challenge, especially 

knowing that their application in different industry sectors 

has occurred.  

Paper [6] looks at the complexity of proving a security 

framework for IoT devices specifically using Physical 

Unclonable Functions (PUFs). The authors of the study 

notice with special emphasis and provide information about 

vulnerabilities that are often overlooked by traditional 

security methodologies when applied to IoT. Focusing on the 

low-cost approach, the study shed the light that security does 

not often have to have a high cost. The security of the 

proposed PUF-based schemes in next-generation IoT 

networks focuses on two main security protocols based on 

PUF implementation. These protocols aim to influence 

providing secure communications and authenticate devices 

within IoT networks. Rather, with the right strategies and 

understanding of the IoT environment, it is possible to 

achieve the most unbreakable security against attempts to 

compromise. The paper addresses the critical challenges for 

providing secure communication and presents the Metric-

based RPL Trustworthiness Scheme (MRTS) for enhancing 

IoT security through trust-aware routing in the WSN [7]. The 

study continues in-depth on the complexities of routing 

protocols, focusing on the integration of the trust mechanism 

to increase the security of the data transmitted through the 

WSN. By making such integrations, the authors specify the 

importance of reliable evaluations to decide which path is 

more secure for data transmission. It highlights the evolution 

towards trust-based protocols that effectively manage the 

cluster-based structure of WSNs, combining trust-based 

routing with multipath logic for improved security and 

network performance. MRTS leverages trust, energy, and 

link quality metrics for routing decisions, aiming to isolate 

malicious nodes and ensure secure data transmission. 

Increasing security in wireless medical sensor network 

systems is significant, knowing the sensitivity of medical data 

and the threats, and attacks that constantly target them. [7] 

studies in detail the security aspect of three-factor 

authentication, which leads further toward tighter security for 

wireless medical sensor networks. Such mechanisms in WSN 

are necessary, more precisely in the field of medicine where 

the confidentiality and integrity component must be 

protected.  

In [8] a comprehensive survey examines vulnerabilities 

related to Advanced Metering Infrastructure (AMI) within 

smart grids, provides information on potential attacks, and 

proposes countermeasures for the protection of these 

systems. The study recalls the urgent need to address 

communication security in the WSN domain. The study 

highlights the importance of data encryption, authentication 

mechanisms as prevention, and intrusion detection systems as 

key countermeasures to safeguard AMI systems against 

various cyber threats. Effectiveness is assessed based on 

resilience to cyber threats, enhancement of data 

confidentiality, integrity, and system availability.  

Paper [9] handles ensuring secure communication in IoT 

infrastructure, which is a subset of WSN; and focuses on the 

development and analysis of the trust-aware routing protocol 

for IoT, with the aim that this protocol increases the level of 

security and reliability in data transmission between devices 

using WSN. The paper introduces the Metric-based RPL 

Trustworthiness Scheme (MRTS), to advance IoT security by 

avoiding malicious nodes and selecting the most trusted path 

for data routing. Results indicate improved packet delivery 

ratio, reduced energy consumption, stabilized node rank, and 

increased throughput, demonstrating MRTS's capability to 

secure routing in IoT networks against vulnerabilities and 

attacks, thereby ensuring reliable and efficient 

communication. MRTS uses trust evaluation for secure 

routing topology construction, effectively addressing 

vulnerabilities in the Routing Protocol for Low-Power and 

Lossy Networks (RPL) to attacks. It utilizes game theory 

concepts to formalize cooperation enforcement among nodes. 

This approach combines detailed network modeling, 

mathematical analysis of routing metrics, and game theory to 

address IoT security challenges.  

Paper [10] sees an in-depth analysis of the clustering 

protocols of WSN, noticing their role in the advancement of 

network efficiency and long living; but the energy constraints 

in WSN, clustering, and data aggregation are highlighted as 

important techniques. It discusses varied protocols like 

LEACH and its variants, TEEN for reactive networks, and 

energy-efficient clustering protocols. LEACH significantly 

contributes to security in Wireless Sensor Networks (WSNs) 

by employing dynamic cluster head rotation, which enhances 

network resilience against node capture attacks and 

eavesdropping. Additionally, techniques range from LEACH 

and its variants, focusing on self-organizing and adaptive 

clustering, to TEEN and APTEEN, designed for time-

sensitive data delivery. Amongst mathematical modeling, 

such as probability-based cluster head selection and energy-

efficient routing algorithms, these protocols achieve a 

balance between energy conservation and effective data 

transmission, significantly impacting the performance and 

sustainability of wireless sensor networks. The key 

mathematical models and algorithms detailed in this study 

include the Bellman-Ford Algorithm, ERNT, and Isotonicity 

and Monotonicity Properties.  
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The focus [11] is on influencing lightweight and efficient 

security mechanisms to defend data integrity and authenticate 

nodes, crucial in the context of resource-constrained 

environments. Digital watermarking emerges as a core 

technique, embedding unique markers in sensory data to 

verify its authenticity and integrity. These techniques 

illustrate a strategic balance between enhancing security 

measures and managing the limited computational and 

energy resources inherent to WSNs.  

Paper [12] provides a comprehensive overview of 

security concerns in UWSNs, detailing various security 

attacks and their countermeasures. It scales different layers of 

network architecture, offering insights into passive and active 

attacks, node capture, jamming, and DoS attacks, among 

others.  

Ref. [13] defines a comprehensive classification of 

security attacks and corresponding security solutions across 

the different layers of IoT, including the perception, network, 

and application layers. Through all layers, a mix of 

symmetric and public key encryption, hash-function-based 

encryption, IP Security, and both intrusion prevention and 

detection mechanisms are illuminated as critical to defending 

IoT environments against a wide range of threats.  

Ref. [14] examines the use of genetic algorithms (GAs) 

for optimizing the distribution of cluster heads within a 

wireless sensor network (WSN) to enhance connectivity and 

energy efficiency. The results demonstrate the effectiveness 

of GAs in optimizing WSN configurations, leading to more 

efficient and reliable network operations.  

Ref. [15] a novel hybrid model for secure data 

transmission in Wireless Sensor Networks (WSNs) that 

integrates RSA encryption with the Efficient Data Collection 

and Dissemination (EDCD) algorithm to significantly reduce 

energy consumption. By selectively encrypting data based on 

the significance of changes, the model optimizes energy use, 

crucial for extending the operational lifespan of sensor nodes.  

Ref. [16] enhance IoT network security by combining 

lightweight encryption protocols, specifically enhancing the 

Datagram Transport Layer Security (DTLS) protocol and 

incorporating an overhearing mechanism. The study exhibits 

using simulation the effectiveness of this solution in 

enhancing security while managing resource consumption 

challenges inherent to IoT environments.  

Ref. [17] evaluates various communication protocols, 

primarily ZigBee, for their energy efficiency, routing 

topologies, and security challenges in IoT applications. The 

study highlights ZigBee's role in low-power, low-cost IoT 

solutions, addressing security vulnerabilities to active and 

passive attacks. Ref. [18] systematic literature review on 

trust-based security for Wireless Sensor Networks (WSNs), 

assessing designs, applications, protocols, and trust factors 

across 140 publications. The findings underscore the 

importance of designing efficient trust management systems 

to ensure the reliability and security of WSNs. Ref. [19] 

introduces a consensus-based secure and efficient 

compressive sensing (CSCS) model for wireless sensor 

networks (WSNs), designed to enhance network security and 

data transmission efficiency. Utilizing this approach, the 

performance evaluation of the CSCS model demonstrated 

improvements in energy utilization, correct node 

identification, and reduced misidentification of nodes 

compared to existing models. Ref. [20] suggests an adaptive 

security approach for WSNs using RSA algorithms, 

distinguishing between light and heavy RSA versions based 

on node power levels to optimize energy use and maintain 

security. This way selectively employs either a heavy or a 

light version of the RSA algorithm based on the residual 

power of the sensor nodes, optimizing for energy efficiency 

without compromising security. Ref. [21] a three-stage 

consensus-based security model for IoT networks, focusing 

on secure data sharing. It features an innovative approach that 

includes an initial setup for sensor thresholds, efficient data 

packet transmission, and secure routing to discard unsecured 

nodes. This model is valued based on energy consumption, 

malicious packet detection, and throughput, demonstrating 

superior performance over existing models. Ref. [22] a 

comprehensive analysis of security threats in WSNs and IoT, 

categorizing attacks into passive and active types, and 

detailing defense solutions such as encryption, anomaly 

detection, and multi-path routing. It emphasizes the 

importance of incorporating defense mechanisms like the 

geographic routing protocol to mitigate sinkhole and 

wormhole attacks. Ref. [23] addressing the critical aspect of 

securing these networks through effective key management 

protocols. The study underscores the importance of adapting 

key management strategies to the unique constraints and 

requirements of WSNs, such as limited computational 

resources, energy constraints, and the need for secure 

communication channels. Ref. [24] deep dive into a privacy-

preserving technique utilizing multi-hop dynamic clustering 

and elliptic curve cryptosystem for Wireless Sensor 

Networks (WSN) in IoT environments. It introduces the 

Optimal Privacy-Multihop Dynamic Clustering Routing 

Protocol (OP-MDCRP) to enhance data privacy and energy-

efficient routing. It also introduces a high data privacy 

method using the Elliptic Curve Integrated Encryption-Key 

Provisioning Method (ECIES-KPM), focusing on security 

against data-based attacks with minimal computational 

overhead. 

Proposes a dynamic strategy to prevent node capture 

attacks by frequently updating authentication information 

among sensors and gateways. The scheme utilizes 

cryptographic methods to ensure secure exchanges, thus 

addressing potential security vulnerabilities in WSNs [25]. 

Ref. [26] discusses secure communication techniques within 

the context of Wireless Sensor Networks (WSNs), 

particularly focusing on a novel privacy-preserving approach 

utilizing multi-hop dynamic clustering and elliptic curve 

cryptography. This approach is designed to enhance both the 

privacy and energy efficiency of WSN communications. 

D. Theme 2: Algorithms and methods for intrusion 

detection in WSN 

Algorithms and methods for intrusion detection are key, 

particularly while devices are connected in a multi-service 

environment. Ref. [27] studies IoT by proposing a trust 

management framework utilizing the Probabilistic 

Neighbourhood Overlap (P-NO) for assessing and managing 

trust in Social Internet of Things (IoT) networks. The 
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framework supports multi-service environments, enabling 

dynamic and static trust assessments to ensure reliable 

service provider selection. It employs a mix of direct and 

indirect opinions, utilizing a hybrid approach that balances 

the benefits of interaction-based and graph-based trust 

assessment methods. This model is designed to evaluate the 

trustworthiness of nodes within an IoT network by 

considering both direct and indirect interactions, leveraging 

data from social networks and IoT device behaviors. At the 

moment in the IoT infrastructure, the device evaluates and 

decides on the trustworthiness of its peers, thus creating a 

security layer that can identify the potential threat - the study 

presents. The challenge for intrusion detection in WSN 

remains the one caused by selective forwarding attacks in 

scale-free networks.  

Ref. [28] explores this issue by introducing a security 

routing algorithm named MPSR (Multiple Paths Secure 

Routing), aimed at countering selective forwarding attacks in 

scale-free networks; the study contributes to the theme, 

recalling the critical need for the development of algorithms 

for securing networks against targeted forwarding attacks. 

This algorithm engages a multi-attribute decision-making 

model, incorporating node attributes like load, energy 

transmission efficiency, and packet loss rate, to improve 

network security and energy efficiency. Based on its 

decision-making model algorithm employs a multi-attribute 

decision-making model that uses these attributes to evaluate 

and select the optimal routing paths. Simulations demonstrate 

MPSR's effectiveness in avoiding malicious nodes and 

improving both the security and energy efficiency of network 

routing.  

Ref. [29] studies the complexity of threats and attacks 

targeting sensors, smart devices, and applications; and 

presents a broad outline of the various threats and 

vulnerabilities that appear concerning IoT. The survey 

highlights the lack of adequate security mechanisms to 

control sensor access by installed apps, making smart devices 

vulnerable to these attacks. The paper contributes to the 

aligned theme, in the identification, and classification of 

threat-related sensors; to develop and improve intrusion 

detection algorithms dedicated to WSN. It provides a 

comprehensive overview of existing threats and outlines 

countermeasures against sensor-based threats on smart 

devices, emphasizing enhancements in sensor management, 

intrusion detection systems, data protection, and app security 

analysis.  

Ref. [30] deep dive into the IIoT environment, the 

diversity of devices and the complexity of data exchange, the 

need for a sustainable security standard; comprehensive 

exploration of current standards, highlighting vulnerabilities, 

and potential threats, and proposing countermeasures as a 

fortification against attacks. The study systematically reviews 

various Cybersecurity standards for the Industrial IoT, 

emphasizing the integration of advanced technologies like 

AI, machine learning, blockchain, and 5G/6G networks to 

combat security threats. The review concerns the importance 

of developing thorough security measures including the use 

of machine learning for threat detection, the application of 

blockchain for decentralized security, and the integration of 

5G networks to improve connectivity and resilience. 

Furthermore, it considers the development of tailored 

cybersecurity frameworks for IIoT environments, the 

implementation of intelligent DoS detection frameworks, and 

the enhancement of secure MQTT communication protocols. 

The increase in the use of IoT in different industry sectors has 

brought challenges, in data errors from the sensitiveness of 

sensors and environmental interference.  

Ref. [31] represents the need for effective anomaly 

detection methods for IoT; the idea of the edge-based 

approach, the methodology used has given detection 

accuracy from 93% to 100%. The approach involves two 

phases: data clustering using the Gaussian Mixture Model 

(GMM) to separate normal from anomalous data and 

credibility calculation using fuzzy measures to evaluate the 

reliability of the data clusters. By clustering data based on 

statistical distributions and assessing cluster credibility 

through fuzzy measures, this method effectively 

distinguishes between normal and anomalous behaviors 

without requiring extensive training datasets.  

Ref. [3] investigates cyber threats for Industrial IoT 

systems and sensors and presents a comprehensive model for 

Cybersecurity standards in the Industrial IoT sensors; the 

study provides an experimental assessment of attacks and 

vulnerabilities in Industrial IoT. It defines the model 

approach into four-phased starting with extensive penetration 

testing to identify vulnerabilities, it proceeds to filter and sort 

these findings based on severity. Recommendations for 

cybersecurity countermeasures are then developed, informed 

by the analysis of vulnerabilities and best practices. The 

model concludes with a cost-benefit analysis of these 

recommendations, which come in a final report that guides 

organizations in implementing the most effective security 

solutions and baseline.  

Ref. [1] shows us the role of fuzzy set theory in 

identifying cyber-attacks in WSN; the study highlights the 

importance of algorithms and methods, to distinguish threats 

to WSN. It presents a method that leverages fuzzy and 

linguistic variables to process knowledge about potential 

attacks, aiming to enhance the reliability of security control 

in modern systems and networks.  

The paper [32] investigates higher methodologies for 

detecting malicious nodes in WSN, focusing on combating 

false data injection (FDI) attacks; the study proposes 

correlation detection methods to find malicious activities in 

WSN nodes; Correlation as a method of detection works on 

the principle of finding patterns and connections between 

data points or events. Experimental results demonstrate 

enhanced recall and reduced false-positive and false-negative 

rates compared to traditional models, showcasing the 

effectiveness of this method in improving the security and 

reliability of WSNs. Ref. [33] presents a new approach 

related to the use of a full host-based attack graph to assess 

vulnerabilities and threats in WSN; it constructs a host-based 

attack graph model, utilizes splitting algorithms for weakly 

connected components, and assesses network security and 

key nodes using degree centrality and betweenness centrality; 

the study proposes focusing on host-based metrics gives us a 

better understanding and mitigation of threats. In [34] 

explores the possibilities of prediction related to spoofed 
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ACK packet attacks that target WSN nodes; the study 

proposes the prediction of Distributed Denial of Service 

(DDOS) attacks on WSN nodes, enabling taking proactive 

measures to protect the network with more advanced 

algorithms and methods. It emphasizes an experimental 

approach that involves various transmission behaviors to 

identify DDoS activities with high accuracy. The study 

emphasizes the importance of a 23-millisecond delay 

between transmissions to prevent overwhelming the network, 

showcasing the method's effectiveness in enhancing WSN 

security against DDoS attacks by accurately distinguishing 

malicious traffic patterns.  

At [35] research presents a technique that detects face 

spoofing attacks by integrating Local Binary Patterns (LBP) 

using a colour-texture-based deep neural network technique. 

It integrates Local Binary Patterns (LBP) with convolutional 

neural network-based transfer learning models to analyze 

color spaces (RGB, HSV, YCrCb) for distinguishing between 

real and spoofed faces. This method demonstrates superior 

effectiveness over existing techniques, with extensive 

experiments conducted on the NUAA benchmark dataset 

showing high accuracy in identifying spoofing attempts.  

In [36] analysis of the integration of Wireless Sensor 

Networks (WSN) within the Internet of Things (IoT) 

ecosystem. Furthermore, it addresses the challenges of 

securing WSN-IoT systems and proposes future directions 

for research, focusing on multi-hosted network transmission, 

low-power systems design, and enhancing security protocols. 

Ref. [37] introduces an innovative security system designed 

for WSNs, focusing on adaptive and intelligent alarm 

mechanisms to enhance security. This approach combines 

practical component selection with reliability, integrating 

automatic switchovers in power supply units for 

uninterrupted operation. The effectiveness is exhibited 

through comprehensive testing, aiming to offer an affordable 

and robust method to monitor and deter unauthorized access.  

Ref. [38] examines the effectiveness of data mining 

techniques for detecting Denial of Service (DoS) attacks in 

WSNs. It examines several algorithms, including KNN, 

SVM, Logistic Regression, and ANN, for their ability to 

identify various DoS attacks such as Blackhole, Grayhole, 

Flooding, and TDMA. The study found ANN and Logistic 

Regression to be highly effective in detecting DoS attacks in 

WSNs, with ANN showing remarkable accuracy in real-time 

applications. In [39] surveys various countermeasures against 

Sybil attacks in IoT-based WSNs, emphasizing encryption, 

trust mechanisms, RSSI-based methods, and artificial 

intelligence. It critically evaluates each strategy's 

effectiveness, exhibiting encryption and RSSI as the most 

prevalent solutions, each constituting 29% of the approaches 

reviewed.  

In [40] deep dive into a variety of algorithms and methods 

for intrusion detection in Wireless Sensor Networks (WSNs), 

presenting a broad spectrum of approaches designed to 

protect these networks from unauthorized access and 

malicious attacks. analysis reveals IDS techniques for WSNs 

and IoT with high detection rates of up to 99.87% and low 

false positive rates as minimal as 0.13%, showcasing their 

efficacy and specificity across various network types. 

E. Theme 3: IoT and IIoT security concerning WSN 

In [41] provides a deeper exploration of Cybersecurity 

standards for Industrial IoT; the study provides information 

on security and existing protocols used by IIoT systems, 

which includes WSN; furthermore, the study provides 

findings from the aspect of effective security measures that 

can be applied to protect against potential threats. In [42] 

provides a comprehensive exploration of current WSN 

security, highlighting their role in IoT and IIoT devices; this 

study presents the threats that succeed in targeting and notes 

some areas that need security improvement in WSNs in IoT 

and IIoT.  

The paper [43] studies in detail the layers of security, 

privacy, and trust issues that each one faces, in connection 

with WSN; the study mentions the importance of an integral 

approach, recognizing vulnerabilities in a layer that can 

compromise the entire system. In [44] the paper presents the 

analysis of vulnerabilities related to IoT edge devices, 

mentioning risk assessment and countermeasures; edge 

devices serve as the first point of entry between the physical 

and digital parts, and spotting these vulnerabilities first, gives 

you an advantage in protection and a proactive approach to 

threats and attacks.  

The paper [45] looks to analyze the existing literature 

which is more on the privacy requirements and security 

defense at the application layer of IoT systems. This research 

work is a comprehensive exploration of security obstacles in 

the IoT domain. The [46] presents an innovative approach to 

advance security in Industrial Internet of Things (IIoT) 

environments through a three-factor authentication 

mechanism. This approach integrates biometrics, smart card 

technology, and user passwords to provide a robust layer of 

security that is both lightweight and efficient. Through 

security analysis using the Real-or-Random model and 

verification with tools like ProVerif, the scheme exhibits 

strong resilience against common security threats, 

positioning it as a viable solution for secure communication 

within IIoT frameworks.  

Ref. [47] it proposes a hash-based mechanism that aims 

to preserve privacy while ensuring lightweight and efficient 

authentication and key exchange. This approach includes 

impersonation and key-offset attacks, without imposing 

significant computational overhead on the network entities. 

In [48] outlines the approach that aims to address privacy and 

security challenges inherent in the IIoT by leveraging 

blockchain's decentralized and tamper-resistant properties to 

ensure secure, transparent, and reliable data exchange among 

sensors. By encapsulating data into blocks, the proposed 

blockchain mechanism provides a robust defense against 

common cybersecurity threats, including falsification attacks 

and unauthorized access, while simultaneously facilitating 

efficient and transparent verification processes.  

The paper [49] scheme leverages blockchain technology 

to advance the security and trustworthiness of key 

management processes in dynamic wireless sensor networks 

(DWSNs). By constructing a stake blockchain on a hybrid 

sensor network and implementing secure cluster formation 

and node movement algorithms, BC-EKM replaces 

traditional base station functions with a decentralized trust 
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mechanism. Ref. [50] deep dive into the integration of 

artificial and computational intelligence within IoT and 

WSNs, highlighting their potential to revolutionize these 

networks through enhanced decision-making, predictive 

analytics, and automation. It examines varied computational 

intelligence techniques such as neural networks, fuzzy 

systems, and machine learning algorithms, and their 

applications in improving IoT and WSN functionalities. The 

study lists machine learning algorithms including Neural 

Networks, Fuzzy Systems, CNN, SVM, KNN, PSO, GA, 

ACO, FFA, ANFIS, Random Forest, LSTM, DTMC, and 

SNN, showcasing their applications in IoT and WSN for tasks 

ranging from decision-making and classification to 

optimization and predictive analytics. In ref. [51] presents a 

comprehensive overview of low-power wireless technologies 

for smart healthcare applications, focusing on their 

standardization, frequency bands, data rates, energy 

efficiency, transmission range, and reliability. It inspects 

various protocols such as RFID, Bluetooth/BLE, ZigBee, 

TSCH, and Wi-Fi HaLow, outlining their typical applications 

in healthcare monitoring, data acquisition, and environmental 

sensing.  

The paper [52] gives a comprehensive analysis of 

cybersecurity threats and countermeasures in the Industrial 

Internet of Things (IIoT), covering phishing, ransomware, 

protocol attacks, supply chain, and system attacks. It 

highlights the need for robust security mechanisms, including 

intrusion detection systems, encryption standards, and secure 

communication protocols. In [53] reviews IoT security 

trends, seeing on protocols like CoAP, MQTT, BLE, DDS, 

EnOcean, and SigFOX, which bolster secure communication 

through mechanisms like DTLS, TLS/SSL, GAP, and 

hardware security modules. While each protocol has its 

benefits, such as energy efficiency and reliable message 

distribution, they also face limitations like vulnerability to 

specific attacks and privacy concerns. Ref. [54] examines the 

junction of the Internet of Things (IoT) and robotics, termed 

the Internet of Robotic Things (IoT), focusing on the 

convergence of sensing, actuation, artificial intelligence, and 

IoT platforms. It delves into emerging IoRT technologies, 

including sensors and actuators, communication 

technologies, and data fusion methods.  

Ref. [55] analysis of design accounts for building credible 

Industrial Control Systems (ICS) security testbeds. The 

findings suggest a framework for enhancing confidence, 

trustworthiness, and acceptance of ICS security testbeds 

through well-defined design and evaluation processes. Ref. 

[56] an analysis of cyber risk assessment frameworks, risk 

vectors, and risk ranking processes specifically for IoT 

systems, including the Internet of Medical Things (IoMT). It 

critically reviews various cybersecurity risk frameworks like 

NIST, OCTAVE, ISO, and TARA, detailing their 

applications, benefits, and limitations within the IoT domain. 

Emphasize the importance of adapting existing risk 

assessment frameworks to address the specific vulnerabilities 

and threats inherent to IoT technologies. Ref. [57] steps in the 

integration of IoT for crop monitoring, disease prevention, 

irrigation control, soil management, chemical control, and 

machinery management, highlighting the use of sensors, 

network protocols, and data processing technologies. The 

highlight on network protocols and data processing for IoT in 

agriculture reviews IoT solutions, devices, platforms, and 

their applications in agriculture without a focused 

examination of security measures for communication within 

WSNs. In [58] discusses the differences and similarities in 

security challenges faced by IoT and WSN. It highlights the 

unique requirements of each for secure operation, focusing 

on aspects like encryption, authentication, and intrusion 

detection.  

The paper [59] it addresses security requirements like data 

confidentiality, integrity, freshness, and authentication, and 

explores defense mechanisms against common threats such 

as DoS attacks, eavesdropping, and spoofing. The study 

introduces several defense mechanisms against common 

attacks in IoT and WSN environments including mechanisms 

like Spread Spectrum and JAM are proposed for mitigating 

jamming attacks, while REWARD routing and Secure 

backpressure algorithms are suggested for defending against 

black-hole attacks. In [60] introduces a secure and efficient 

three-factor authentication protocol for IoT environments, 

focusing on sensing devices. It leverages Physical 

Unclonable Functions (PUFs) and honey list techniques to 

defend against various attacks, including ID/password pair 

guessing, brute-force, and device capture attacks. The 

protocol aims to enhance IoT security through a combination 

of user biometrics, passwords, and device-specific PUF 

responses. 

V. RESEARCH PART II – SIMULATION EXPERIMENT 

To further show the research results for the attack 

identification approach, a WSN simulation experiment with 

nodes has been performed. Our experimental simulation was 

carried out designed to replicate a typical WSN environment 

and evaluate the effectiveness of attack identification 

approaches. Conducted on a robust PC environment with an 

i5 8th Gen CPU, 16 GB RAM, and Ubuntu OS, we leveraged 

the Contiki operating system and utilized the Cooja network 

simulator and Wireshark for packet analysis. Contiki OS, 

renowned for its lightweight, efficient, and highly 

configurable nature, offers an ideal operating system for 

simulating the complex dynamics of Wireless Sensor 

Networks (WSN), particularly in IoT and IIoT contexts. The 

purpose of this simulation is to evaluate the effectiveness of 

the attack identification approach in WSN nodes. With this 

section of the paper, we want to contribute to WSN nodes in 

IoT networks, whose main challenge remains the 

identification and handling of attacks on these nodes. Perhaps 

and surely, it will not be the last simulation, but a starting 

point for advancing the approach of identifying these attacks 

in WSN nodes. 

Methodology - initially, the simulation incorporated a 

realistic WSN topology with the following specific elements: 

• Nodes: A total of 12 nodes (Sky mote) sensors were 

deployed with random distribution across a predefined 

area. Node 1 served as the main node or gateway, with the 

remaining 11 functioning as standard network nodes. 

• Scenario I: Simulated normal network operation without 

attacks, providing a baseline for network behavior. 
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• Scenario II: Built upon Scenario I by introducing Node 13 

as a malicious entity programmed with sinkhole attack 

code, and Node 14 equipped with intrusion detection 

capabilities. 

Metrics used for evaluation: 

• Network Traffic: Quantity and patterns of messages 

transmitted by the malicious Node 13 versus the normal 

behavior observed in the baseline scenario. 

• Node Attractiveness: The success rate of Node 13 in 

diverting traffic away from the main Node 1, as measured 

by the number of connections and messages rerouted. 

• Detection Efficiency: The capability of Node 14 to 

identify and isolate the malicious node, is evaluated by 

time to detection and the subsequent change in network 

traffic patterns. 

Considering the limits of hardware resources, the number 

of sensor nodes has been set at 14 nodes in total. Now 

scenario I includes the simulation under normal network 

operation conditions, then further introduces the sensor Node 

13 malicious one, and then observes the result. Scenario II 

also includes normal operation, malicious node, and 

introducing sensor Node 14 the attack identification 

approach, in networks with all other nodes. 

Malicious sensor node 13 uses compiled code for sinkhole 

attacks on nodes in the network, always trying to become 

more attractive to be chosen by nodes and reducing the role 

of main node 1. Fig. 1 shows the simulated network topology 

and the spatial arrangement of nodes within the network 

environment. The figure illustrates the layout of sensor nodes 

in the network, with each node represented by a distinct 

symbol. The main node is denoted by a specific identifier, 

while the remaining nodes are positioned relative to it. The 

spatial distribution of nodes is crucial for understanding the 

network configuration and the potential impact of malicious 

nodes on communication patterns. This figure serves as a 

visual aid to complement the detailed description provided in 

the preceding sections, offering readers a clear understanding 

of the experimental setup and the positioning of nodes within 

the simulated environment. 

 

Fig. 1. Overview of nodes within the network on the simulator 

Since the network with nodes is ready to conduct 

simulations for both scenarios, we will also adjust the 

configuration to collect log results from the simulations 

which will serve further in the next section results for 

analyzing and comparing among scenarios. 

VI. RESULTS 

Based on the research objectives simulate a WSN node 

that would perform normal operation, introducing a 

malicious node as a sinkhole attack, and identification 

detection node of such malicious activities within the 

network. In this section a series of results will be given, to 

enforce the effectiveness of the attack identification 

approach. 

Our simulation was done using the Contiki OS Cooja 

simulator, and we spotted the behavior of Wireless Sensor 

Network (WSN) nodes, referred to as "Motes" within this 

environment. Our focus was on the differencing of the 

patterns in radio messages and mote results during normal 

operation and the introduction of a malicious node in a 

sinkhole attack. The simulation provided pivotal insights, 

revealing that: Malicious Node 13 successfully altered 

network traffic, increasing its attractiveness to neighboring 

nodes, as indicated by the number of messages directed 

towards it, and diminishing the role of the main Node 1; The 

introduction of Node 14 showcased a marked improvement 

in the network's ability to identify and mitigate the sinkhole 

attack, as evidenced by changes in traffic routing and 

message patterns post-detection. 

Throughout the normal operation, motes manifest a 

standard communication pattern, maintaining the network's 

integrity and ensuring consistent data transmission. However, 

from the introduction of a sinkhole attack by Mote 13, 

anomalies start to be noticed. Mote 13's interactivity with 

other motes deviated from the expected behavior, showing a 

higher message volume and increased communication with 

multiple motes. This high-volume activity is typical of 

sinkhole attacks, where the malicious node tries to divert 

network traffic toward itself, by promoting the favorable 

attracted node. It strives to divert traffic and have dominant 

communication, which notes the need for a detection 

mechanism of such threats in WSNs. Quantitative analysis 

summary of Scenario 1 baseline and sinkhole attack 

introduction: 

• The malicious node, Mote 13, demonstrated a significant 

increase in broadcast and directed communications, 

totaling 275 and 98 messages respectively, indicating an 

aggressive attempt to reroute network traffic. 

• Mote 13's interaction with specific nodes suggests a 

targeted approach to establish a sinkhole, with directed 

messages varying from 22 times to Mote 3 to 11 times 

each to Motes 2, 4, 6, 8, 9, 10, and 12. 

• The absence of recorded messages from Mote 1, the root, 

during the sinkhole attack suggests an effective diversion 

of network traffic by Mote 13. 

Scenario 2 sinkhole detection implementation: 

• With the introduction of Node 14, the sinkhole detection 

node, there was a recorded total of 1178 messages sent by 
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Mote 13, pointing towards a high level of network activity 

and potential overcommunication as a bait tactic. 

• The effectiveness of Node 14's detection mechanism can 

be inferred from the change in communication patterns 

post-detection, likely leading to a reduction in Mote 13’s 

traffic. 

Fig. 2 displays the communication pattern of mote 13, 

designated as the attacker node in the sinkhole attack 

scenario. The figure visualizes the network traffic and 

communication interactions involving mote 13 during the 

simulation. Each bar in the chart represents a specific 

communication event involving mote 13, with the height of 

the bar indicating the intensity or frequency of 

communication during the simulation. This visualization 

offers a clear and concise representation of Mote 13's 

communication activities over time, providing valuable 

insights into the dynamics of the attack and its impact on 

network performance.  

 

Fig. 2. Communication pattern of Mote 13 (attacker) 

In the log results capturing the sinkhole attack, mote 1 the 

root, shows no communication. While we should expect the 

root node to have a presence actively in the network with 

other motes, its non-existence suggests that: sinkhole attacks 

have effectively rerouted traffic away from the root mote; 

otherwise, the attack intensity could have disrupted normal 

operations of the root mote, putting to its reduced or absent 

communication. 

Based on the scenario results we provide a comparative 

analysis between scenarios 1 and 2: 

• Comparing both scenarios suggests an enhancement in 

network resilience with the presence of the detection 

node, as evidenced by the change in Node 13’s 

communication behavior in the presence of Node 14. 

• The metrics indicative of the sinkhole attack's impact and 

the subsequent response by the detection node offer a 

quantitative foundation to the study, bolstering the 

validity of the proposed attack identification approach. 

Our simulation was done using the Contiki OS Cooja 

simulator, and we spotted the behavior of WSN nodes, 

referred to as "Motes", during the introduction of both a 

sinkhole attack and its following detection. This discussion 

leads us directly and unquestionably to the answer to our 

second research question, where clearly, we describe how the 

techniques for secure communication and algorithms for 

intrusion detection in WSN nodes illuminate the security 

issues. In this section above, we explained how mote 13 was 

identified as a sinkhole attacker, showing an untraditional 

communication pattern. The opposite of expectations, is its 

lack of direct communication, especially considering the 

nature of sinking attacks where the malicious node usually 

redirects or intercepts a significant number of messages, this 

was interesting. A reasonable explanation for this noticed 

behavior could be the efficiency of the sinkhole detection 

mechanism. More precisely, mote 14 might have detected 

and isolated mote 13, by challenging its malicious intent and 

protecting the network’s integrity.  

Fig. 3 shows a histogram illustrating the distribution of all 

messages over time, offering insight into the communication 

pattern within the network. In this visualization, each bar 

represents a specific time interval, while the height 

corresponds to the frequency or volume of messages 

transmitted during that interval. A uniform distribution of 

bars suggests a stable and predictable communication pattern 

within the network, indicating normal operation. Conversely, 

irregularities or peaks in the histogram may signify 

deviations from the expected communication behavior, 

warranting further investigation for potential anomalies or 

security threats. This visualization provides a concise 

summary of message distribution dynamics over time, 

enabling stakeholders to assess the overall network 

performance and identify any aberrations that may require 

attention or remediation measures. 

 

Fig. 3. Distribution of messages over time 

The practical implications of our findings for WSN within 

IoT networks are highly relevant to the current cyber-security 

landscape. For instance, the enhanced detection capabilities 

observed in the simulation can inform the development of 

real-time security monitoring tools that actively scan for and 

mitigate sinkhole attacks, which are particularly false in 

distributed networks. For policymakers, our study supports 

the formulation of robust cybersecurity standards that 

encourage the integration of advanced detection technologies 

within WSNs. 

VII. CONCLUSION 

Our research conducted within the Contiki OS Cooja 

simulator drills down observations into the dynamics of 

Wireless Sensor Network (WSN) nodes during both normal 

operations and under the effect of a sinkhole attack. We have 

demonstrated that adaptive intrusion detection mechanisms 

can significantly enhance the security posture of WSNs, 

effectively mitigating the threats posed by such attacks. 
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These findings not only highlight the vulnerability of WSNs 

in IoT and IIoT environments to sophisticated cyber threats 

but also highlight the effectiveness of dynamic, real-time 

security strategies in addressing these challenges. 

Curiously, at the time of the introduction of the sinkhole 

attack and its following detection, the node designated as the 

sinkhole attacker advertised unconventional communication 

patterns. This alteration, combined with our findings in the 

following scenario involving sinkhole detection, illuminates 

the potential efficacy of modern detection mechanisms in 

detecting and identifying threats, by protecting network 

integrity. The potential impact of our research extends 

beyond academic circles, offering a way for industry 

professionals, policymakers, and cybersecurity practitioners 

to navigate the complexities of securing IoT and IIoT 

ecosystems daily. 

Although our research provides essential observations 

into WSN vulnerabilities and defenses, this is not without 

limitations. The performance of the algorithms evaluated 

may differ when subjected to the multifaceted challenges 

present in physical deployments. Variables such as signal 

interference, hardware heterogeneity, and diverse attack 

vectors in practical applications could influence the 

effectiveness of the attack detection and identification 

approaches observed in our study. Our review was focused 

on simulation environments, which while in a controlled 

environment, might not consider all real-world complexities. 

Additionally, in real-world deployments, environmental 

variables and hardware limitations could affect the 

performance of these algorithms. Our findings sound well 

with existing literature, which also mentions the keen nature 

of sinkhole attacks and the challenges in their detection. The 

noticed behavior of the malicious node in our simulation was 

like patterns identified in other studies. Additionally, the 

efficiency of detection observed in our study reflects the 

enhancements highlighted in contemporary research. Our 

study’s results, compared with existing literature, insist on 

the persistent challenges in WSN security and offer empirical 

evidence of the potential benefits of adaptive detection 

mechanisms over traditional static defenses. 

The insights from our study guide us in future research 

work. Although our simulation-based approach offers a 

foundation understanding, real-world testing can provide 

better and more practical results. A key direction for future 

research is the development of machine learning and artificial 

intelligence (AI) algorithms that adapt in real time to 

evolving attack patterns. Such adaptive algorithms would 

enhance the predictive capabilities of intrusion detection 

systems, allowing them to anticipate and mitigate attacks 

before they can exploit network vulnerabilities. The scope of 

future research will be expanded to encompass a thorough 

approach to enhancing the detection mechanisms for sensor 

network communications. This will not only include the 

improvement of strategies to counter sinkhole attacks but also 

extend to a rich palette of tools and methodologies aimed at 

addressing a broad spectrum of cyber threats. Furthermore, 

clearing the exchange among different types of attacks and 

designing a model that could provide enhanced defense 

strategies and resilience for WSN. 
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