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Abstract—This study examines the utilization of machine
learning methodologies and multi-factor authentication (MFA) to
bolster network security, specifically targeting network intrusion
detection. We analyze the way in which the integration of these
technologies effectively tackles existing security concerns and
constraints. The research highlights the importance of
incorporating energy conservation and environmental impact
reduction into security solutions, in addition to traditional
cryptography and biometric methods. In addition, we tackle the
limitations of centralized systems, such as vulnerabilities to
security breaches and instances of system failures. The study
examines different security models, encompassing categories,
frameworks, consensus protocols, applications, services, and
deployment goals in order to determine their impact on network
security. In addition, we offer a detailed comparison of seven
machine learning models, showcasing their effectiveness in
enhancing network intrusion detection and overall security. The
objective of this study is to provide in-depth understanding and
actionable suggestions for utilizing machine learning with MFA
(Multi-Factor Authentication) to enhance network defensive
tactics.

Keywords—Deep Learning; Network Security; Multi-Factor
Authentication; Network Intrusion Detection; Machine Learning.

I. INTRODUCTION

Energy in an era of extraordinary technological
interconnection and a rising dependence on the networks of
networks, the problem of information security and situational
awareness, which is simple and unambiguous, has never been
more vital than today. The rise of infinite cybersecurity threats
and unique methods of conducting malicious activities has
gradually challenged the assumptions of old approaches to
security. The objective of this research is to deal with this
crucial issue through a complete analysis of employing
machine learning coupled with the integration and creation of
multi-factor authentication solutions that can protect network
activity through the coherence of various studies by specialists.

The cutting-edge network security environment is defined
by a continual transition where bad actors are fast to adapt, and

they blow through possibilities, such as data breaches and cyber
threats, that develop as they painstakingly exploit flaws to
obtain unauthorized access to systems. Traditional
authentication solutions such as password-based systems find
hackers' efforts reduced but not totally halted in recent years;
consequently, a new approach to the way we offer security for
our systems should be devised [2]. While going beyond typical
security methods, this study focuses on uncovering the unique.
UV-ray ways that include ML technologies, multi-factor
authentication, and the network intrusion detection system [3]
to enhance the system and make it more dynamic and
responsive.

This study inquiry has significant importance away from
gadgetry as it reflects on a vital societal problem. Nowadays,
cybersecurity breaches may happen anywhere and at any level
(personal data, companies ‘assets, or vital infrastructure). So,
the effects of these catastrophes may be extensive and harm
people, businesses, and even countries. Thus, such instances
should highlight the strong requirement for the creation of
security measures that adequately address the problems
resulting from the combined danger of cyberattacks. Through
the study of the convergence of machine learning and multi-
factor authentication, this article sets the purpose of making it
feasible to deploy additional methods of protection against the
wide and sophisticated cybersecurity threats happening in
today’s network environment [5].

In an era of unparalleled technological interconnectedness
and a developing dependence on networks, the problem of
information security and situational awareness has never been
more vital. The rise of cybersecurity threats and creative
techniques of executing harmful actions has gradually
challenged the assumptions of classic security methodologies.
This research addresses this essential issue through a complete
investigation of applying machine learning along with the
integration and implementation of multi-factor authentication
systems to protect network activities. The purpose is to bring
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together numerous studies by specialists to better network
security.

The contemporary network security environment is
characterized by continual evolution, with adversaries quickly
adapting and exploiting weaknesses to obtain unauthorized
access to systems. Traditional authentication mechanisms, such
as password-based systems, have been shown to be insufficient
against sophisticated attackers. This study intends to go beyond
conventional security methods by examining unique
approaches that merge machine learning technology, multi-
factor authentication, and advanced network intrusion detection
systems to provide a more dynamic and responsive security
framework.

The major challenge, which is directly connected to the
solution addressed in this article, is the quest for a real-time and
flexible cyber security system that has the potential to take
preventative actions against varied cyber-attacks. Although, in
theory, a traditional security strategy should be able to keep
track of evolving threats, rivals in this area often develop their
damaging tactics at a quicker speed, resulting in loopholes that
hackers may readily exploit. Multi-factor authentication,
effective network intrusion detection, and machine learning
methods as a tipping point illustrate that they are a crucial
solution for cyber risk since they are based on data-driven
information, which increases security [7]. We characterize this
research as a study into the synergistic impacts of integrated
system components that make the network at least three times
stronger against illegal access, data leakage, and any cyber
security fightbacks.

This study effort centers on a multidimensional
examination of machine learning, multi-factor authentication,
and network intrusion detection inside the network security
sector, which is among those components [9]. This complex
investigation includes:

Machine Learning in Security: In this part, we will fully
study machine learning algorithms, including their potential to
uncover patterns, detect irregularities, and, ultimately,
strengthen security systems [10].

Multi-Factor Authentication Landscape: The examination
of various ways of multi-factor authentication techniques such
as biometrics, token-based systems, and knowledge-based
authentication and analyzing their applicability for diverse
network contexts comes under discussion.

Intrusion Detection Advancements: An examination of
modern-day intrusion detection systems, especially those
strengthened by machine learning, to accomplish this duty
correctly and predictively before any cyberattack proceeds
[12].

Optimization: The evaluation will be done on the effects of
merging machine learning and multi-factor authentication on
network security in the areas of being effective, having a low
rate of false positives, and enhancing the user experience [13].

Real-world Application: A practical assessment of these
consolidated methodologies within several real-life scenarios,
such as the Internet of Things, networks with smart
communications, and vehicle communication [14].

A. Motivation

The inspirations driving this study care about the following
security paradigm: a network that is stronger and more adaptive
[15]. The persistent nature of cyber-attacks poses another
obstacle to establishing robust solutions against cybersecurity
risks; creative, resilient solutions should be able to respond
dynamically, which in turn would prevent unauthorized access
and wicked acts like data leaks. Because of the rise of linked
devices and the increased complexity of hostile actors, old-
fashioned security fence efforts are not able to defend our
important digital resources sufficiently. The need is clear: the
cyber security community must be ready to seek out new
technologies and methodologies and strive to do all that is
possible to remain ahead of the ever-developing threat
environment.

The security problems and cryptocurrency-related assaults
that happened in the past were defined by the exploitation of
conventional authentication techniques (password-based
systems), with their obvious shortcomings being disclosed.
Notwithstanding, the growth of a digital ecosystem structure,
which incorporates everything from IoT devices to smart
networks, is longer accompanied by the demand for a
comprehensive approach to the network protection system that
is progressive, adaptable, and intellectual.

Because we are going to work hard on this study, we are
going to combat these difficulties head-on. The engagement of
machine  learning-driven = multi-factor ~ authentication
approaches in networking may be a turning point that leads to
the era of more efficient armaments and the protection of all
essential digital assets [16]. Here I, consequently, propose to
build new, flexible security ideas that are daringly self-learning
and able to forecast and combat harmful cyber attackers’ tools;
this will, in the end, boost the trustworthiness and dependability
of individuals, institutions, and societies in the digital sphere.

The originality of this research resides in its comprehensive
approach to strengthening network security through the use of
machine learning, multi-factor authentication, and improved
intrusion detection systems. While earlier studies have studied
these technologies individually, this research provides a novel
framework that synergistically combines these parts to build a
more resilient security solution.

Specifically, the research brings the following novel
contributions:

o Integrated Security Framework: The study provides a new
model that blends machine learning techniques with multi-
factor authentication and intrusion detection systems to
deliver a comprehensive security solution.

e Enhanced Threat Detection: By employing modern
machine learning approaches, including deep learning
architectures such as CNN and BiLSTM, the research
boosts the accuracy and effectiveness of threat detection
and response.

e Practical Application and Optimization: The research
provides a detailed analysis of the integration's impact on
real-world applications, including loT networks and smart
communication systems, and evaluates the optimization of
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security measures to minimize false positives and improve
user experience.

B. State of the Art in Network Intrusion Detection

The latest successes in network monitoring and malicious
intrusion detection have been led by the developing trends and
advancements in the cyber security area, as well as the
fundamental expansion of the complexity of cyber threats.
Intrusion detection solutions for IoT networks have evolved
owing to the increasing attention of security professionals.
They function virtually and are entrusted with overcoming
numerous challenges connected to resource limits, the
inhomogeneity of communication protocols, and the quirks of
multiple attack surfaces. The dawn of deep learning
architectures like CNN and LSTM has revealed a promise of
excellent accuracy in addition to the efficiency of intrusion
detection systems [60]. The integration of CNNs combined
with BiLSTM in one step would be adequate to extract
geographical and temporal elements of the network traffic data.

Intrusion Detection System
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Fig. 1. Explainable Artificial Intelligence (XAI) for intrusion detection

In Fig. 1 the new machine learning model has replaced
attentive human systems with a trustworthy blend of
technologies, which makes intrusion detection more durable
[61]. The models then acquire synergy from all these
approaches—frequently, decision trees, support vector
machines, and ensemble methods. The statistical analysis of
benchmark data, such as the CIDDS-001 dataset [62], has also
been integrated into that. Machine learning is recommended to
aid in measuring the performance and efficiency of intrusion
detection systems. displaying both the virtues and the
shortcomings of ordinary existence. In intrusion detection via
the emergence of artificial intelligence, more and more firms
want explanatory Al (XAI) systems that subsequently may
offer some form of clarity and explainable conclusions
regarding the detection action [63]. XAl-based approaches aim
at strengthening dependability and responsibility in the ADI
systems by enabling stakeholders to find out (or see) the logic
behind the results. Technologies have been reflecting
contemporary situations, including software meant to identify
metaverse incursions and face everlasting cyberattacks [64].

The algorithms utilized for the same utilize unique statistical
approaches, which may recognize complicated attacks taking
place in virtual situations.

C. Role of Multi Factor Authentication in Ensuring the
Integrity of Networks

Multi-Factor Authentication (MFA) is an essential feature
of network security, which may be done using numerous
techniques, including passwords and ID stamps. provides a
partnership merely beyond the standard password-based
security safeguards. With the hashing algorithm, the same hash
values are created despite modest modifications in transactions,
making tracing difficult. As such, we may agree that MFA
greatly increases overall security. protection against unlawful
intrusion and many forms of data leakage [65]. One of the
strengths of MFA (multi-factor authentication) is its capacity to
combine numerous authentication components to confirm
users’ identification, like passwords and biometric tokens [67].
by using the authentication, he stressed at the core additional
security problems [68].

Biometric authentication, like fingerprint scanning or facial
recognition, is another extra component that makes identity
verification safe and easy. utilizing genotypes to authenticate,
for example, stepchildren, orphans, and adults [67]. Among the
prominent security tokens are smart cards or mobile
authenticator programs. One-time passwords (OTP) or digital
signatures are to be produced. It may operate as extra protection
by fundamentally requiring the total locking or accessing of the
gadget with the approval of a trustworthy figure [67].
Moreover, other elements, such as location-based
authentication or time-based authentication, not only make an
MFA system more secure but also provide it with extra
protection. employing these procedures, which provide extra
difficulties for the adversary to develop assaults that can ever
breach user accounts.

The findings of such experiments demonstrated that MFA
is an efficient building block for strengthening the security of
the network. guarding against digital attacks and irresponsible
usage [65]. But at the same time, there are quite a few worries
when talking about the usability aspect. implementation
difficulty. and that p-hacking or a bigger incidence of incorrect
classifications may occur, nonetheless. Despite the highlighted
concerns, cybersecurity experts still gain a lot from MFA; thus,
security system completeness without MFA does not appear to
be a smart concept anymore [68].

D. Research Gap

Despite major breakthroughs in cybersecurity, some gaps
continue in effectively countering the expanding threat
landscape. Traditional security solutions often fail to keep pace
with the rapid evolution of cyber threats, resulting in
weaknesses that are quickly exploited by attackers. Existing
research has thoroughly examined machine learning and multi-
factor authentication independently; however, there is a paucity
of comprehensive studies that integrate these technologies in a
synergistic manner to enhance network security fully.

This study tackles these shortcomings by focusing on the
combined use of machine learning and multi-factor
authentication within a unified network security framework.
The research attempts to bridge the existing gap by offering a
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full examination of how various technologies might operate
together to give powerful protection against cyber threats. The
study also evaluates the success of this integrated strategy in
real-world circumstances, revealing insights into its practical
applicability and possible advantages.

E. Structure of Work

Through this article, I will develop a holistic text that will
address machine learning driven multi-factor authentication
approaches in the context of network security in a thorough
way. The paper unfolds as follows: The paper unfolds as
follows:

Introduction: This section, which presents the research topic
and its necessity, the research problem, the objectives, the area
of study, and the motivation, which has a comprehension of
machine learning, multi-factor authentication, and network
intrusion detection, will be for the optimum of network
security.

Literature Review: Picking up on the concept that was given
forth in the beginning, the study of the literature in this portion
of the paper will be very detailed. It references major works
done by Wang et al. [1][2], Alsarhan et al. [3], and others as
part of a yet complete overview of the current state of the art in
network  security, machine  learning,  multi-factor
authentication, and intrusion detection.

Machine Learning in Security: This section explores the use
of machine learning techniques to enhance network security.
The purpose is to analyze machine learning approaches,
evaluate their effectiveness in pattern recognition, and assess
the feasibility of security solutions using scenarios such as
Thamilarasu et al. [6]. Chawla then emphasizes the importance
of pattern recognition.

Multi-Factor Authentication Landscape: The selected
approach focuses on the examination of several types of multi-
factor authentication, such as biometrics, authentication tokens,
and knowledge-based authentication. The assessment is
conducted by considering the individual aspects of each
authentication factor and aligning them with the requirements
of various networks. Moreover, exploitation of the data from
Alsarhan et al. [4] and other publications.

Intrusion Detection Advancements: This part examines the
functionality of current intrusion detection systems,
specifically focusing on the use of embedded machine learning
algorithms. The approach prioritizes prevention by actively
identifying threats and limiting their impact, as shown by the
scientific research conducted by Cicceri et al. (9) and other
scientists.

Optimization: The next topic to be discussed is
optimization, namely the synergistic use of machine learning
(ML) and multi-factor authentication (MFA) to achieve the
highest level of network security. This section investigates how
this integration can minimize false positives, enhance user
experience, and strengthen overall network security, informed
by studies such as Saleem et al. [14].

Real-world Application: In this section, we examine
practical applications of these integrated techniques across
different domains, encompassing Internet of Things (IoT),

smart networks, and vehicular communication. Insights are
drawn from studies such as Al Moteri et al. [11] and others.

Conclusion: The paper concludes by summarizing key
findings, highlighting the contributions to the field of network
security, and emphasizing the significance of the proposed
integrated approach. It also discusses potential future research
directions in this domain.

Our major purpose is to present a detailed study of the
function of machine learning-driven multi-factor authentication
(MFA) in boosting network security. Our purpose is to
contribute to the growth of knowledge on this
subject. eventually promoting the development of novel.
Adaptive security solutions in our interconnected digital
landscape.

We have opted to head-in the numerous analyses on many
crucial problems. In the beginning, we will present a literature
study that will include ideas and explanations of all the state-
of-the-art technologies for network intrusion detection. by
pointing out that biometric technologies like machine learning
and multi-factor authentication are gaining increasing
momentum in the system. Through a dive into land-marking
research and breakfast fits, we build a platform for our readers
by giving them a robust basis to grasp.

The purpose of our study of the extant literature, aside from
emphasizing its accomplishments, would be to identify the
areas that demand extension and regions that have not been
addressed by earlier research. Through a comprehensive review
of the gaps in traditional methodologies, we may discover the
purpose and strength of our research. Make this explicit and
define, in particular, what is lacking and what has been offered
in a unique way.

Another feature that will be justly addressed is a full
explanation of the machine learning models to be employed in
this investigation. We realize the necessity to be open and use
clear criteria in the selection of the theory and techniques;
consequently, we shall comment on the criteria the theory and
method selection was based on. Also, we would illustrate the
applicability of the models being called upon to meet the
particular setbacks and vision in order to develop network
security. This extensive description is intended to give readers
a perfectly clear sense of why the approach is in place as well
as its overall relation to the research.

Our objective is to integrate content that will expand the
understanding of current machine learning-based systems for
multi-factor authentication in the network security arena, and
the resource will also be a supporter of the construction of more
sophisticated security solutions. We consider our engagement
to be a regular component of the continuing growth of security
in cyberspace. ensuring that sensitive data does not get into the
wrong hands via different sorts of preventative measures meant
to keep digital infrastructures operating.

1I. LITERATURE REVIEW

Given the enormous importance played by Network
Intrusion Detection Systems (NIDS) in providing security for
different digital infrastructures, it is vital to concentrate on the
benefits of adopting the systems. Persistent checks on the
network traffic in order to stop the illegal operation and usage
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of it. Such insights may be offered by examining the itineraries
of entering and exiting passengers. Spotting anomalous
behavior as well as cyber threats is readily done using Network
Intrusion Detection Systems (NIDS), which are able to detect
and distinguish aberrant conduct as an indication of a cyber
danger. By doing this, the danger includes hostile phishing
technologies and illegal infiltration efforts.

The rising relevance of network intrusion detection systems
can never be understated in the contemporary digital age, when
cyber threats are extensive and sophisticated. Under them, they
patrol, they think together, and they battle as a team. An NIDS
trains its firewalls stronger and actively seeks aid in antivirus
software detection jobs in the process. It consequently delivers
two functions in one: attack detection and forensics
investigation. They are the strategists who more accurately
emphasize strong spots and envision the creation of forward-
looking security safeguards. No intrusion detection tool will
detect susceptible spots; no intrusion detection tool will be
consistent and trustworthy. Organizations may become
vulnerable to information violations. Impairment of operational
services, reputational damage, and government punishment.

The machine learning concepts created a platform for the
creation of additional intrusion detection techniques that are
more adaptable and efficient [3]. NIDS is an invention that uses
historical data for algorithms and makes this data dynamic,
through which it can better adapt to changing threats. enhancing
detection accuracy. minimizing false positives. Unlike human
operators, who may overlook crafty or never-seen-before
cyberattacks, machine learning is what enables NIDS to
discover such subtle abnormalities and tricks. consequently,
boosting cybersecurity resilience.

The multi-factor authentication (MFA) function, which has
been included in the defensive mechanisms, is not susceptible
to illegal access [5]. MFA procedures are distinct from standard
password-based ones since they require the users to supplement
the password with additional authentication elements like
biometrics. This comprehensive design serves to increase
security and make determined robbery difficult. Through the
integration of MFA with well-capacitated IDSs, companies will
be reinforced to enhance their defenses against numerous
additional cyber-attacks. Safeguarding the security of data and
creating a secure digital environment are crucial for
establishing confidence.

Network Intrusion Detection Systems (NIDS) are crucial in
the element of network traffic analysis in as much as the
identification of threats. The earliest studies on NIDS employed
signature-based approaches, and thus they are sensitive to
categorizing the particular form of attack but are not efficient
when managing new versions of attacks or polymorphic
attacks. There have been significant breakthroughs in this
subject to produce better algorithms, such as anomalies and
behavior-based systems, which give higher efficiency in the
detection.

A. Evolution of Network Intrusion Detection

In our quest to trace the growth of intrusion detection
systems (IDS), our investigation spans across a fascinating tale
that is distinguished by the unrelenting struggles of inventors
and adapters to the ever-increasing cybercriminals. Since the

development of computer networks, they have been the most
critical aspect of proactively defending networks against
untrustworthy access and traffic threats [37]. IDS went from
crude approaches to complicated systems that are, in many
circumstances, able to recognize and interrupt assaults that
cannot distinguish the difference between legal traffic and a
malware infection [38].

Initially, the focus of early intrusion detection was on the
signature-based method, which entailed the production and
identification of preset indications via the mechanism of
established rules or patterns [42]. In this sense, cybercrime
follows the same path as conventional crime: the creation of
new, sophisticated, and multidimensional cyber dangers.
Moreover, its diversity became a significant challenge.
Traditional manual procedures failed to disclose the
sophisticated attack pathways or the vulnerable devices.
Therefore, this purportedly led to the creation of detection
systems that were highly robust and could identify anomalous
behaviors assumed to be an approaching assault.

Traditional rule-based IDS relies on specified rulesets to
identify known attack patterns or fingerprints [40]. These rules
are often built based on expert knowledge or previous attack
data and are meant to trigger an alert when a network event
follows a specified pattern. While useful for spotting known
dangers, Rule-based techniques suffer from various drawbacks.
Rule-based IDS struggle to identify previously undiscovered or
zero-day attacks. as they simply rely on predetermined
signatures [41]. Cyber attackers regularly adapt their tactics,
techniques, and procedures (TTPs). rendering static rulesets
ineffective against evolving threats as shown in Fig. 2.
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Fig. 2. Timeline for evolution of anomaly detection techniques

Rule-based systems often yield a significant proportion of
false-positives. Leading to alert fatigue and decreasing the
efficiency of security operations [39]. This is partly due to the
inflexible structure of rule-based detection, which may raise
alarms for innocuous network activity that mirrors known
attack patterns.

Maintaining and updating rule-based IDS may be labor-
intensive and time-consuming. needing continual physical
intervention to stay pace with increasing threats [43]. As the
amount and complexity of network traffic rises. Handling huge
rulesets is getting increasingly tough. potentially leading to
missed detections or delayed reactions to security issues.

B. Machine Learning in Improving NIDS

Machine learning is also employed in the intrusion
detection systems to improve the ability of the system in
detecting intrusions given additional data to examine. In the
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recent couple of years, numerous ways of machine learning
have been examined in detail, where part of it is summarized in
the following: supervised learning, unsupervised learning, and
reinforcement learning have been used to increase the accuracy
and efficiency of NIDS.

Wang et al. (2024) [71] have suggested the architecture of
the assessment system for mobile network payment security
based on machine learning, pointing out the importance of the
role of machine learning in safeguarding transaction data.

Thus, a major contribution can be portrayed in Pritee et al.
(2024) [72], which presents the state-of-the art study of
machine learning and deep learning algorithms for user
authentication and authorization in valorizing the advances and
the obstacles towards cybersecurity. Finally, Muneer et al.
(2024) [73] present an insight on the artificial intelligence-
based systems with reference to their advantages and
limitations for intrusion detection.

C. Advancements in Machine Learning-Based Intrusion
Detection

ML based systems have recently been making waves in the
intrusion detection arena by virtue of their capacity to go
through a massive quantity of data. It should be feasible for
drones to comprehend complex patterns and adjust to the
different threats. ng threats. Such as an ML algorithm that can
learn from examples without being coded by pointing to the
data. the growing proxy powers of the satellites and their
intrinsic superiority in identifying not just renowned but also
unknown attacks. This portion is dedicated to the study of the
primary ML algorithms employed for intrusion detection, with
a discussion of the benefits and limitations of each technique.

Neural networks apply the models of human thinking and
have shown great performance in preventative tasks, as in the
instance of intrusion detection [44]. These models were
constructed utilizing the biological understanding of the human
brain. made up of connected neurons' networks that evaluate
the data and extract the cuts comprising the features. Advanced
deep learning approaches like CNNs and RNNs that enable us
to categorize and find patterns in network traffic are still highly
performed in this section.

Linear Regression. Logistic Regression. Decision Trees.
Support Vector Machines (SVM). Naive Bayes. k-Nearest
Neighbors (kNN). K-Means. Random Forest. Dimensionality
Reduction Algorithms.

The main approaches that are vital to classification, which
are linear regression and logistic regression, were applied.
addresses frequent concerns such as binary class imbalances
commonly encountered in [Aoustics settings. Those tools set up
the linkages between the independent qualities and the result
labels. Targeting the noise features would make them relevant
for generating the likelihood of network occurrences being
positive or poor.

Decision trees generate decision trees, which are intelligible
models for intrusion detection, by partitioning the data space
into groups depending on the attributes of the features. They are
useful in dealing with different kinds of data, such as numerical
data or category data. made them particularly sensitive to
acquiring networking traffic quality control.

SVM strives to identify the optimum hyperplane that can
separate the two classes as far apart in feature space as is
feasible. They are effective in long distance landscapes and
have vast uses when employed for intrusion detection because
of their great categorization capabilities.

Naive Bayes is one instance of a probabilistic classifier that
is computed using the Bayes theorem, assuming feature
independence. Purely because of its simplicity, that doesn't
mean Naive Bayes can't handle intrusion detection jobs
successfully. much more so, since one comes to grasp the inner
workings of the software, particularly when dealing with
enormous feature sets.

k-Nearest. Neighbors (kNN) conduct clustering of events
that are nearby in feature space by employing the majority vote
of their adjacent class members. The kNN, which is a non-
parametric technique, may be utilized for two purposes because
of its benefit in both classification and anomaly detection in
intrusion detection.

The K-means method is one of the unsupervised clustering
approaches. It is applied to organize a network with comparable
occurrences into discrete categories based on the similarity of
characteristics. Such a method will enable us to spot outliers
and comb through traffic network information.

Random forest is a technique of ensemble learning
methodology that connects several decision trees together to
improve classification resilience and accuracy. This is
particularly significant for processing high-dimensional data as
well as combating the issue. of overfitting.

Dimensionality Reduction Algorithms try to minimize the
complexity of feature space by picking a subset of useful
features or translating high-dimensional data into lower-
dimensional representations. Techniques like principal
component analysis (PCA) and t-distributed stochastic
neighbor embedding (t-SNE) can help increase the efficiency
and efficacy of intrusion detection systems.

Gradient-boosting methods. including GBM, XGBoost,
and LightGBM consecutively train weak learners to minimize
prediction errors. leading in strong ensemble models. These
algorithms are recognized for their great predicted accuracy and
have been effectively employed in intrusion detection jobs.

Machine learning algorithms provide various advantages in
intrusion detection. having the capacity to identify both known
and unknown assaults [44]. ML algorithms can generalize
trends from previous data to identify novel attack
behaviors. adapt to evolving threats. and automate the
detection procedure.

Problems arise in properly using machine learning for
intrusion detection. These include data quality and labeling
concerns. as ML techniques require high-quality labeled
datasets for training [45]. Additionally, overfitting and
generalization issues may occur. resulting in false positives or
negatives in detection outcomes [46]. Furthermore, complex
ML models lack interpretability. making it tough to grasp the
logic underlying detection decisions and trust their findings
[47].
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D. Multifactor Authentication in Network Security

Multi-Factor Authentication, frequently shortened as MFA,
plays a significant part in increasing a network’s security as it
uses different factors to authenticate the user before authorizing
them access. Several announced MFA-based systems have
been researched and applied in research efforts, together with
additional ways of protection to strengthen the security of a
system against unwanted access.

Accordingly, Wanisha et al. (2024) [75] disputed the
importance of block chain with regard to the enhancements
provided to MFA, touching on significant concerns like
privacy, security, and usability. In this study, Dhote et al.
(2024) [77] offer a system where the blockchain technology is
employed in combination with MFA to deeply advance the
cloud security, mainly in the certificate verification systems.

E. Integration of Machine Learning and Multi-Factor
Authentication

The use of ML benefits in harmonization with MFA
protocols will make networks more resistant by employing
smart analytics. pattern recognition ability. This portion of the
field investigates the viability of combining ML with existing
MFA systems. explores the use of ML and MFA for network
security, with mathematical concepts utilized to construct the
basis of network routing protocols.

Machine learning approaches may strengthen MFA systems
in various ways. ML algorithms can assess user activity trends.
device features to construct a baseline of wusual user

behavior. allowing anomaly detection. real-time risk
evaluation [70]. By continually learning from user
interactions. ML models can adapt to shifting threats.

dynamically alter authentication requirements based on the
assessed level of danger.

ML algorithms can increase the accuracy of biometric
identification techniques by enhancing feature extraction and
classification procedures [69]. For example. Deep learning
algorithms have shown higher performance in face
identification and voice authentication jobs. obtaining better
levels of accuracy and robustness compared to older
approaches.

ML approaches can aid in the detection of fraudulent
actions. unlawful access attempts by examining vast amounts
of authentication data for suspected trends or anomalies [71].
ML-based imposter detection systems may recognize
anomalous login activity. such as several failed logins attempts
or strange access patterns. activate additional authentication
difficulties or security measures in response.

Several research projects have studied the employment of
ML and freenet security equipment to increase network
security. For instance, Fernandez-Veiga (31), 2024, created a
method for secure online money transactions that employs
MFA that is integrated with ML-based risk rating algorithms
(Appendix 1) [69]. The side offers a service that employs an
ML model in the processing of transaction data and user
behavior patterns. This will be utilized for authentication during
the attack detection phases, depending on the amount of risk
identified via analysis.

In their research in 2024, Al-Qahtani et al. (2024) offered a
two-factor authentication system that is based on Wi-Fi at a
pace, and they did employ machine learning and deep learning
characteristics to authenticate two users [70]. ML approaches
employ ML algorithms to assess environmental data received
from wireless signals, like intensity measurements, including
frequency patterns, to execute authentication based on physical
proximity to the allowed access points.

Grinda et al. (2023) developed extensive ML algorithms for
impostor identification in online systems, for example.
Identifying ML as a fruitful technique for identifying malicious
actors would be one step in the process. unlawful access
attempts [71]. Sandau and Wirtz highlight the possibility of ML
approaches to enhance the security of MFA (multi-factor
authentication) systems by boosting the accuracy and speed of
the impostor classifier.

The ability to integrate machine learning approaches with
multi-factor authentication systems offers great potential for
boosting network security by way of a more flexible, contextual
authentication  procedure. clamping down on the
commencement of fraudulent operations. ... going over many
phases of building an online course and the things a person must
take care of, such as design, content, marketing, etc. unlawful
access attempts.

F. Network Security via Machine Learning-Driven
Integration and Network Intrusion Detection

By integration, network intrusion detection, and deep
learning. Network security has experienced noteworthy
evolutionary stages ever since it came into existence. A new
study paper presented by Ahmad, Wazirali, and Abu-Ain [18,
19] analyzes the problems and potential involved with utilizing
machine learning for network safety. Also, Nguyen and Reddi
[18] introduced deep reinforcement learning in cyber security,
where they concentrated on those that are so fresh and novel.

Machine learning is a key sub-topic of artificial intelligence,
and it is thus highly vital that it be utilized in the domain of
safety. In their study, Ullah et al. [21] strive to explore the way
deep learning aids in the detection of assaults on the Internet of
Things (IoT). Their study can prove that this technology has
fruitful potential for fixing the challenges of today. Strecker,
Van Haaften, and Dave [22] provide valuable insights into the
impact of machine learning on IoT cyber security as shown in
Table I Key Contributions in Machine Learning and Deep
Learning for Network Security and Optimization in Various
Applications.

Multi-factor authentication is critical in bolstering network
security. Research by Amrollahi et al. [17] provides an
overview of opportunities and challenges in enhancing network
security via machine learning, offering valuable insights into
multi-factor authentication methods. Furthermore, Kumar,
Bharati, and Prakash [18] conducted a comparative review of
online social network security using machine learning and deep
learning techniques, shedding light on the importance of multi-
factor authentication.

Intrusion detection is paramount for safeguarding networks.
Studies by Pawar and Anuradha [19] and Marin [20] discuss
network security basics, emphasizing the historical significance
and fundamentals of intrusion detection. Additionally, the work
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of Daya [21 provides historical context, importance, and future Methods and Results in Machine Learning and Deep Learning
perspectives on network security, summary of Proposed Applications across Various Domain shown in Table II.

TABLE I. KEY CONTRIBUTIONS IN MACHINE LEARNING AND DEEP LEARNING FOR NETWORK SECURITY AND OPTIMIZATION IN VARIOUS APPLICATIONS

Author / Year Title Key Contribution
Wang, Z., et al. [1] Label-free Deep Learning Driven Secure Access Proposed a label-free deep learning approach for secure
g & ctal Selection in Space-Air-Ground Integrated Networks access selection in integrated networks.

Developed machine learning-driven optimization

Machine learning-driven optimization for intrusion . L - S .
g P techniques for enhancing intrusion detection in vehicular

Alsarhan, A., etal. [3] detection in smart vehicular networks

networks.
Alsarhan, A., et al. [4] Machine Learning-driven optimization for SVM-based | Introduced machine learning-driven optimization for SVM-
> ) intrusion detection system in vehicular ad hoc networks based intrusion detection in ad hoc vehicular networks.
Dwarf mongoose optimization with machine-learning- . . .
. . L . Presented a machine-learning-driven approach for
Alissa, K., et al. [5] driven ransomware detection in internet of things S .
. ransomware detection in IoT environments.
environment
Thamilarasu, G., & Chawla, S. [6] Towards deep-learning-driven 1nt'ru51on detection for Investigated the use of deep 'leammg for IoT intrusion
the Internet of Things detection.
Tbrahim, M. S., et al. [7][8] Machine learning driven smart electric power systems: Explored trends and perspect.lves in using machine learning
Current trends and new perspectives for smart electric power systems.
A Deep Learning-Driven Self-Conscious Distributed Developed a deep learning-driven system for enhancing the
Cicceri, G., et al.) [9] Cyber-Physical System for Renewable Energy cyber-physical infrastructure of renewable energy
Communities communities.
Ozturk, M., et al. [10] A novel deep learning driven, low-cost mobility Proposed a novel deep learning approach for low-cost
> ) prediction approach for 5G cellular networks mobility prediction in 5G networks.

TABLE II. SUMMARY OF PROPOSED METHODS AND RESULTS IN MACHINE LEARNING AND DEEP LEARNING APPLICATIONS ACROSS VARIOUS DOMAINS

Author Proposed Method/System Method Dataset Result
1 0,
Label-free Deep Learning Driven Network traffic logs from a iﬁﬁzgazs dA] ?gj:rrlzcg
Wang, Z., et al. [1][2] Secure Access Selection in Space- Deep Learning simulated space-air-ground unauth(%rize dpaccess g
Air-Ground Integrated Networks network
attempts.
Machine Learning-driven Improved intrusion
Alsarhan, A., et al. Lo . g . . . Vehicular network intrusion detection accuracy by 15%
optimization for intrusion detection Machine Learning L
[31[4] . . dataset compared to traditional
in smart vehicular networks
methods.
Dwarf mongoose optimization with Detected 98% of
Alissa, K., et al. [5] machlne—learr‘nng‘—drlven Machine Learning IoT ransomware attack ransomware attacks with a
ransomware detection in Internet of dataset false positive rate of only
Things environment 2%.
. Towards deep-learning-driven Achieved a 90% accuracy
Thamilarasu, G., & . . . . . . o o
intrusion detection for the Internet Deep Learning IoT network intrusion dataset | in identifying IoT network
Chawla, S. [6] . . .
of Things intrusions.

. . . . Reduced power grid
Tbrahim, M. 8., et al. Machine l.earnmg-drlven smart Machine Learning Power grid operation data anomalies by 20% through
[7108] electric power systems .

anomaly detection.
A Deep Learning-Driven Self-
N Conscious Distributed Cyber- . Renewable energy production Enh_apced energy system
Cicceri, G., et al. [9] Physical System for Renewable Deep Learning data stability anldS;c/fﬁmency by
Energy Communities o
A novel deep learning driven, low- . - Predicted user mobility
Ozturk, M., et al. [10] cost mobility prediction approach Deep Learning 3G mobility prediction patterns with an accuracy of
dataset
for 5G cellular networks 85%.
Machine Learning-Driven
Al Moteri, M., et al. Ub1qu1_t0us Mobile Edge . . IoT network performance lmpr_oved “etw‘;rk. response
(1] Computing as a Soh}tlon to Machine Learning logs times b_y 30% in IoT
Network Challenges in Next- environments.
Generation IoT
Deep learning-driven simultaneous Semiconductor mask lavout Reduced mask design time
Zhong, W., et al. [12] layout decomposition and mask Deep Learning data Y by 25% while maintaining
optimization quality.
Bangui, H., & Rgcent a_dvanices in machme—_ ‘ _ Transportation network Identified previously ‘
learning driven intrusion detection Machine Learning . . unknown attack patterns in
Buhnova, B. [13] . . intrusion dataset .
in transportation: Survey transportation networks.
Deep-Reinforcement-Learning- . Achieved 95% data security
Saleem, R., et al. Driven Secrecy Design for Deep Reinforcement . - .
. . . 6G IoT security testbed data improvement in 6G IoT
[14][15][16] Intelligent-Reflecting-Surface- Learning networks
Based 6G-IoT Networks )
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G. Current Changes in the Scope and Modern Approaches

The last findings reveal the existing and the new and novel
approaches linked with machine learning, MFA, and intrusion

detection. The findings

mentioned here

show new

methodologies, enhancements, and applicable cases in diverse

networks.

Gill & Dhillon (2024) [74] present a novel mixed type of
machine learning in intrusion detection model for smart cities,
exhibiting the progressive state of advancement of machine

learning in smart urban security.

Recently in Fang et al. (2024) [76], key rotation in Zigbee
networks is introduced based on reinforcement learning due to
security difficulties and varying security requirements in IoT

contexts.

Hamarsheh (2024) [79] outlines an adaptive network
security protocol for IoT using SDN and machine learning with
a focus on enhancement of the network security management.

An autonomous

cybersecurity attack detection

system

employing Prairie Dog Optimization and Multilayer Perceptron
in healthcare systems has been reported in Pillai et al. (2024)
[80] dealing with creative approaches in cybersecurity for

specific applications.

Through the course of the literature analysis, network
intrusion detection technologies are emphasized. MLML
approaches should be implemented into MFA systems to
increase network security. Traditional machine learning
methodologies progressed from intrusion detection system-
based technologies into deep learning-based systems. while
MFA systems are highly significant security procedures to
guarantee other people do not unlawfully access other people's
data by requiring multiple sorts of validations. By adding ML
to MFA, the possibilities of enhancing the accuracy of the
authentication system are greatly boosted. detect fraudulent
practices. Research is necessary to be carried out in the fields
of usability, dependability against attack attempts, privacy
problems, and the capacity of MFA systems to react to the
complexity of the threat environment. On the other side,
understanding these flaws may increase security via the
deployment of stronger but more accessible two-factor

authentication mechanisms.

I1I1. METHODOLOGY

A. Problem Statement

In recent years, the integration of artificial intelligence,
particularly machine learning and deep learning models, has
significantly advanced automated intrusion detection.
However, the landscape of network security has grown
increasingly complex with the rising sophistication of attackers.
Furthermore, dealing with the sheer volume of data has always
presented a formidable challenge in the development of
security components. To address these issues, our research
implements innovative solutions such as the Synthetic Minority
Over-sampling Technique (SMOTE) for handling imbalanced
datasets and employing confusion matrices to enhance model
evaluation. Additionally, we leverage XGBoost for efficient
dimension reduction and employ rigorous performance
evaluation metrics to ensure the dependability of our Al-driven
automation model, ultimately enhancing the protection of
critical digital assets as shown in Table III.

This study's methodology includes system design, which is
divided into two parts: hardware design and software design.
There are also test kits, data types, and data sources.

B. Network Security via Machine Learning-Driven
Integration

Our hybrid methodology works with research concerns in
their totality, which contributes to the goal outcome. This blend
plan uses numerous significant treatment methods for the data,
for instance, producing acceptable data pre-processing
procedures to handle the missing values, data balancing
utilizing SMOTE, making comprehensive feature scaling using
standardization, and label encoding. Next, the resultant vector
generated from the feature selection approach is the input to
different machine learning (ML) and deep learning (DL)
algorithms, which utilize the tree-boosting method as the major
decision support methodology. We will cover machine learning
and deep learning methods, including RF, DT, and KNN
procedures, in relation to MLP, CNN, and ANN strategies.
With our major emphasis on this extensive study, we manage
to provide you with a highly reliant technique capable of
spotting network intrusions.

TABLE III. COMPARATIVE PERFORMANCE OF MACHINE LEARNING ALGORITHMS ON DIFFERENT DATASETS FOR INTRUSION DETECTION

Authors Dataset Algorithm Accuracy (In %)
[16] Wa“(%l’qezﬁ;;g‘.: Zt"a Y"a“g’ X KDDCUP’99 XGBoost 99.95
(7 Alsarha“}’{f;t’:;'(}h”wairi’ A [0T-BoT, KDDCUP’99 IG + GR+ JRipclassifier 99.99, 99.57
[18] Alsarhan, A.z,llzj‘,lauthman, M., et NSL-KDD, KDD(;;JP")% UNSWNB- DNN 91.50,91.50, 91.50
[19] A. A]issa,DIi.;:-Ia.lflkamchouchi, KDDCUP’99 PSO + ANN 98.00
[20] Thamilarasu, G., & Chawla, S. KDDCUP’99 CR + DNN 99.40
(21] Ibrahim&iﬁg%?"“g’ W, & KDDCUP"99 BAT + SVM 94.12
(22] Ibrahim\’(];f]'g ?'(f"“g’ W, & KDD-CUP*99 CNN + LSTM 98.48
[23] Cicceri, G., Tricomi, G., et al. 1SCX 2012, NSL-KDD, Kyoto 2006 Hybrid Model (IGFPCATSVM+IBK+MLP) | 99.01, 98.24, 99.95
[24] Saleem, R., Ti‘l W., Ikram, M., et KDDCUP’99 FGCC+CFA + DT 95.03
[29] Nguyen, T. T., & Reddi, V. J. CIC-IDS2017, KDDCUP*99 PART 99.95,99.32

Raad Ibrahim Hussein Hussein, Enhanced Transformer Protection Using Fuzzy-Logic-Integrated Differential Relays: A
Comparative Study with Rule-based Methods



Journal of Robotics and Control (JRC)

ISSN: 2715-5072

1511

This section provides a concise summary of the
fundamental elements and techniques that form the basis of our
unique concept of Network Security through Machine
Learning-Driven Integration.

Dataset Sources: Our research employs numerous datasets
for network intrusion detection, including the KDDCUP’99,
NSL-KDD, and UNSWNB-15 datasets. These datasets are
selected for their diversity and comprehensiveness in depicting
diverse network traffic circumstances and attack kinds.

Preprocessing procedures: The preprocessing procedures
include data cleaning to manage missing values and outliers,
feature scaling to standardize attribute ranges, and data
encoding for categorical variables. SMOTE is applied to
balance the classes in the dataset, addressing the issue of
imbalanced data and assuring fair representation of all classes.

1) Network Security via Machine Learning-Driven Integration

Feature selection, as the fundamental portion of the hybrid
technique, is aimed at helping us systematically narrow down
the feature bandwidth and preserve the efficacy of the chosen
features at the highest level. Herein, feature selection aims to
isolate a superior subset of characteristics utilized, decreasing
computing complexity while enhancing models' performance.
In its previous instance, it employed the Extreme Gradient
Boosting (XGBoost) method, a systematic gradient boosting
approach noted for its accuracy in choosing critical
characteristics [22]. XGBoost, a methodology targeted at data
with strong structure, utilizes various sophisticated processes,
such as employing the second order gradient curve as in
Newton's approach and more advanced regularization
techniques (L1 and L2). These aspects help the model locate
the major parameters, maybe boost the generalization abilities,
and therefore decrease the issue of overfitting. Table I indicates
that XGBoost is time-efficient and utilizes it to locate the
important characteristics, and later on, the whole data is
simplified.

protocol_type
src_lbytes
dSt_host_senror_rate
dST_NOST_Srv_count

roat_shell
dst_bytes
dst_host_diff_sr_rate
dst_hast_srv_diff_host_rate

su_atternpbed
AMT_srv_rate
num_file_creations

ot
dst_host_same_src_port_rate
flag

duration
werong_fragment
srv_diff_host_rate
num_access_files
dst_host_count
legged_in
dst_host_rerror_rate
same_srv_rate
dst_host srv rerror rabe
M Compromised
urgent

mum_root
dst_host_same_sr_rate
Srw_Serror_rate
rerror_rate
dst_host_srv_serror_rate
nurm_shalls

Sernor_rate
Srv_rerror_rate
num_outbound_cmds
land

is_host_login

For the XGBoost application, it frequently divides into two
parts: creating decision trees and producing predictions based
on these trees. To strike a suitable balance between model
development and speed, there is a compound objective function
that includes the loss function (1), a convex difference measure
of anticipated and actual values, and the regularization function
(Q), a control over model complexity and overfitting. The
method is performed by completing iterations such that the
improvement of the goal function adds up to its full value.
Apart from that, XGBoost tends to apply 2nd order
approximations for producing even greater outcomes.

By applying the XGBoost technique, which is recognized
for the efficient processing of the features, we can analyze the
features and then select the key features in the datasets. The
table below will highlight the major points regarding our
fundamental network security aspects and methodologies that
are merged with machine learning technology to produce our
particular machine learning-driven integrated network security
approach. Attribute through a horizontal bar chart (Fig. 3). This
feature selection strategy is essential for enhancing the
efficiency and accuracy of our network intrusion detection
model.

We utilized a rigorous feature selection process in this study
to determine the most pertinent features for our machine
learning experiments. The machine learning algorithms utilized
in our strategy were Random Forest (RF), Decision Trees (DT),
k-Nearest Neighbours (KNN), and Multi-Layer Perceptron
(MLP). Here is a concise overview of the feature selection
process in general:

The attributes were first graded in order of decreasing
significance. The initial round of feature selection was based on
the ranking of features produced by the XGBoost algorithm.

0.00 0.04

Fig. 3. The feature significance graph of the XGBoost algorithm

.06 008
Hoboost Feature Importance

Raad Ibrahim Hussein Hussein, Enhanced Transformer Protection Using Fuzzy-Logic-Integrated Differential Relays: A

Comparative Study with Rule-based Methods



Journal of Robotics and Control (JRC)

ISSN: 2715-5072

1512

The precision of each machine learning method was
assessed by utilizing a subset of the graded features. The
purpose was to assess the effectiveness of the algorithms by
evaluating them on various feature-level breakdowns.

A technique was presented to choose algorithms with
results of accuracy exceeding a specific threshold (T hacc)
and incorporate them in the proposed candidate feature set.

Commencing with an initial value of k equivalent to the
complete set of features (N), we systematically reduced k by
2 until k surpassed zero. This enabled us to methodically
assess the efficiency of the algorithms as the feature set
decreased.

Using k=1 on a dataset with 40 features might lead to a
temporal complexity of O(N), which can be laborious.
Choosing a value of k=10 would result in a time complexity
of O(N/10), however, it may not reveal the crucial factors
necessary for achieving optimal performance. Considering
that using k=2 enables a more thorough exploration of feature
subsets while also reducing the temporal complexity to
O(N/2), we choose this option.

In order to qualify as a candidate set, a group of
characteristics must possess an accuracy that is either equal
to or beyond a predetermined threshold (T hacc), which we
have established at 99.95%.

The final feature collection was selected based on the
lowest set of features that met the accuracy requirement for
all approaches. We ensured that we identified the smallest set
of features that could deliver the required level of accuracy.

Fig. 3 visually represents the entire process of selecting
features. Next, we applied the XGBoost algorithm to the
feature dataset with a value of k equal to N, where N is the
total number of features. Subsequently, we employed
machine learning classifiers, closely monitoring their
individual levels of accuracy. Only the classifiers that met the
accuracy criterion were included, and the relevant features
were identified and documented as a candidate feature set. If
that were not the situation, we divided the value of k by two
in order to identify a reduced set of characteristics that
nevertheless satisfied the accuracy criteria.

Fig. 4 displays the precision of several feature subsets.
Based on our observations, all machine learning algorithms
consistently reached the desired accuracy of 99.95% after 20
feature selections.  Consequently, we utilized the initial
ranking to limit our selection to the top 20 characteristics as
a potential collection of features for our proposed project.

2) Integrating blockchain technology with ML for network
securitywe

Employment of blockchain technology along with
machine learning (ML) gives tremendous prospects for
assurance and protection in the domain of security. This
synergy provides the foundation for decentralized ledger
systems that are dedicated, watertight, and utilized to handle
data for ML model training and validation. In practice,
blockchain delivers data integrity, traceability. Sample
sentence: The absence of accessible services and excellent
facilities might worsen the already daunting work of being a

student. transparency. cope with the danger of twisting the
information to its benefit. Through preserving the blockchain
ideals of decentralization. Machine learning models may
leverage authenticated and genuine information from
multiple data sources and provide more robust and
trustworthy predictions. Blockchain will permit the flawless
interchange and cooperation of ML models and insights over
networks, which will lead to the implementation of a
collective defense system that will offset the ever-growing
demand for cybersecurity. Yet, in order to overcome these
downsides, governments should work hard to devise policies
and methods that will assure socially and economically
sustainable immigration. highlights the possible capacity
limitations, privacy problems, and difficulties of the
computational cost of blockchain transactions, creating
doubts about their acceptance and utilization. Deciding the
suitability of blockchain-enabled security while considering
probable hostile impacts involves extensive analysis of users’
requirements, implementation tactics, and integration of
blockchain platforms. Consequently, ML reveals itself as a
dependable solution that permits better network security on
the current globe as it moves to an interconnected data-driven
environment.

The blockchain technology is the mechanism for the peer-
to-peer network, and it is a decentralized, permanent, and
secure record of all transactions and activities on the network.
Because it is a distributed technology, blockchain provides
transparency. The lack of intermediaries relies on the idea of
dispersed trust, lessening the consequences of the points of
centralization errors. with intentional manipulation. The trust
part of the network security architecture is significantly
boosted by blockchain technology. by ensuring
trustworthiness using cryptographical hashing and a
consensus framework. Smart contracts use our powerful Al
to produce unique and humanized content for your website.
Our Al can quickly translate your input into a compelling end
result that will attract your visitors. So, cryptographic hashing
verifies data integrity since it can cryptographically produce
unique and irreversible hash values for every transaction, so
others can find out that the data has been updated even when
it has not been. Consensus approaches. The same are
precisely Proof of Work (PoW) and Proof of Stake (PoS).
Persons in the network agencies assign legitimacy to
transactions. To be particular, people will be granted
considerably stronger protection, while any efforts to prevent
counterfeiting assaults will be prevented. Smart contracts. the
"smart contracts," the self-executing contracts without the
requirement for a third party that employ the previously set
norms and conditions. automate. If there is any dispute within
the auction arena, the outcome might be overridden by the
strong majority. Cutting the intermediaries is now becoming
usual. As bitcoin trading mainly depends on technology, it
will help to eliminate anything from fraud or manipulation.
The combined use of blockchain technology in networking
security displays a system where digital assets are securely
safeguarded by a full and powerful framework. lowering
hazards and generating confidence in demodified models.

3) Experimental Design

Modification to Standard Procedures: In addition to
standard machine learning and deep learning procedures, we
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incorporate advanced techniques such as XGBoost for feature
selection and blockchain technology for data integrity and
security.

Evaluation Metrics: We evaluate model performance
using metrics such as accuracy, precision, recall, F1l-score,
and confusion matrices. These metrics provide a
comprehensive assessment of model performance, including
its ability to correctly identify and classify network
intrusions.

4) Experimental setup for feature selection

The feature selection procedure comprises utilizing
XGBoost to rank features based on their relevance. The
configuration includes:

o [Initial Feature Ranking: XGBoost ranks features
according to their relevance to the target variable.

e Subset Evaluation: Machine learning algorithms are
tested using various subsets of characteristics to
determine their impact on performance.

e Iterative Reduction: Features are iteratively reduced
depending on performance thresholds, with each subset
analyzed to achieve the best accuracy.

C. Proposed Architecture

The integrated architecture presented in the research
article gives a technique to increase network security by using
machine learning technologies and undertaking a rigorous
multi-factor authentication exam. In this visionary method,
Fig. 4 displays a systematic block diagram detailing five
sequential steps, which are developed as follows: In this
visionary approach, Fig. 4 illustrates a systematic block
diagram outlining five successive stages, which are
elaborated upon as follows:

Stage-1: Data Preprocessing

This crucial main phase encompasses such topics as
extensive data preparation, which is given emphasis.
Activities encompass the procedures of filling in missing
data, standardizing attribute scales, and transforming
categorical variables to a format acceptable for modeling.
These specific data transformations are the basics of all
subsequent follow up analysis, offering a launching point for
future exploitation.

DATASET

+ Hadling missing values

+*  Feature scaling
+ Label encoding

APPLY METHOD

Fig. 4. Proposed framework preprocessing data

Stage-2: Data Balancing with SMOTE

SMOTE stands for Synthetic Minority Over-Sampling
Technique. Its major aim is to balance out the multiple classes
(i.e., groups of persons, in our example) of training data in
the machine learning process. Acknowledging the
significance of the data balance, Stage 2 is devoted to

obtaining the datasets for fair representation. When it is
observed that there is an imbalance among the data, SMOTE
is performed intelligently to help restore the equipment to the
dataset. This method is therefore able to cope with the
aforementioned difficulty of data imbalance and aims at
boosting the trustworthiness of future analyses.

Stage-3: Feature Selection using XGBoost

Stage-3 introduces a crucial facet of the architecture,
where the XGBoost algorithm is strategically deployed. Its
purpose is to discern and retain the most pertinent features
from the dataset (Table IV). By filtering out features with
weaker correlations to the class labels, this stage enhances the
model's capacity for discrimination while concurrently
reducing dimensionality.

TABLE IV. FEATURE SELECTION TABLE

Feature | F1 | F2 F3 Fn
R1 0 0 1 Sn
R2 0 0 | ...
R3

Stage-4: K-Fold Cross-Validation for Data Splitting

In Stage-4, the architecture embarks on the path of robust
model evaluation (Fig. 5). This phase revolves around the
judicious division of the preprocessed dataset into training
and testing subsets, facilitated by the well-established K-fold
cross-validation technique. This approach not only ensures
reliable model assessment but also promotes generalization.

—= Train data

: K-fold CV
Normalized

Reduced

_.-

Stage-5: Model Training and Performance Evaluation

Fig. 5. Proposed framework K-fold

The culmination of the proposed architecture unfolds in
Stage-5, as machine learning algorithms come into play.
Here, algorithms are rigorously trained and subjected to
comprehensive evaluation. Performance is meticulously
scrutinized using various key metrics, including accuracy,
precision, recall, and Fl-score. The highest-performing
model emerges as the recommended candidate for network
intrusion detection (Fig. 6). Subsequently, this model
undergoes rigorous comparison with existing models to
ascertain its efficacy.

1) Experimental Setup for Architecture:

Data Preprocessing: Data is prepared by filling missing
values, standardizing attribute scales, and encoding
categorical variables. These preprocessing steps ensure that
the data is suitable for modeling.
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Machine Learning
Alporithms

Attack

Fig. 6. Proposed framework for feature selection and intrusion detection

SMOTE Application: The SMOTE algorithm is
employed to balance the dataset, ensuring that all classes are
adequately represented and enhancing model performance.

Feature Selection with XGBoost: XGBoost is used to
select the most relevant features, reducing dimensionality and
improving model efficiency.

K-Fold Cross-Validation: The dataset is divided into K
folds to evaluate model performance. This technique ensures
that each model is tested on different subsets of data,
providing a robust assessment of its generalization capability.

Model Training and Evaluation: Machine learning
algorithms are trained and evaluated based on various
metrics. The performance of each model is compared to
determine the most effective approach for network intrusion
detection. This architectural framework represents a
systematic and innovative approach to enhancing network
security through the fusion of machine learning techniques
and the comprehensive evaluation of multi-factor
authentication methods. The meticulous attention to data
preprocessing, feature selection, and model evaluation
ensures the robustness of the proposed methodology.

1v. MODEL IMPLEMENTATION AND EVALUATION

This study presents a novel hybrid approach to enhance
the security of computer networks. In order to resolve data
imbalance problems, our approach integrates the XGBoost
algorithm for effective feature selection with the Synthetic
Minority Over-sampling Technique (SMOTE). In order to
identify the most resilient model, we utilize a variety of
machine learning and deep learning techniques. This
methodology has been extensively validated and proven to be
of high quality through numerous experiments conducted on
various datasets. Subsequently, we present a comprehensive
elucidation of the dataset descriptions, followed by an in-
depth discussion of the data preparation and training
procedures.

A. Dataset Descriptions

This study examines a dataset including numerous
instances of speculative assaults on a military network. With
the intention of resembling a standard LAN utilized by the
United States Air Force, this system offers a means of
capturing unprocessed TCP/IP dump data within a simulated
environment that closely mimics reality. This is an authentic
depiction of a simulated Local Area Network (LAN) that has
undergone numerous deliberate and harmful infiltrations. The
dataset includes a range of attack types, such as DoS (Denial-

E-fold CV

of-Service), malware, and reconnaissance, each represented
with distinct attributes and patterns. This diversity allows for
a comprehensive evaluation of model performance across
various attack scenarios, ensuring robustness in real-world
applications.

In this data collection (Table V), a connection refers to the
initiation and termination of a series of TCP packets, through
which data is sent between a specific pair of IP addresses
using predetermined protocols. Every entry in this dataset is
categorized as either "normal" or "associated with a particular
form of attack." These records are concise, usually consisting
of only a few hundred bytes of data.

TABLE V. FEATURES IN THE NETWORK INTRUSION DETECTION DATASET

SI. No. Feature Type
0 Duration int64
1 protocol type object
2 Service object
3 Flag object
4 src bytes int64
5 dst bytes int64
6 Land int64
7 wrong fragment int64
8 Urgent int64
9 Hot int64
10 num failed logins int64
11 logged in int64
12 num compromised int64
13 root shell int64
14 su attempted int64
15 num root int64
16 num file creations int64
17 num shells int64
18 num access files int64
19 num outbound cmds int64

20 is host login int64
21 is guest login int64

Every TCP/IP connection in the dataset has been
meticulously analyzed to extract a comprehensive set of 41
quantitative and qualitative indicators. The extracted features
consist of three qualitative traits and 38 quantitative
variables, derived from both typical and attack data. The
extensive range of characteristics offered establishes a strong
basis for the subsequent data-driven analysis and machine
learning processes.

The class variable of this dataset plays a vital role in the
classification and evaluation of network traffic. The content
is divided into two distinct sections:
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The connections in this category adhere to the standard
configuration of the network and fulfill their responsibilities
without any issues.

Anomalous: Connections categorized as "anomalous"
represent network activity associated with various intrusion
attempts or cyberattacks. Each instance of an "anomalous"
connection is further specified with a particular attack type,
enabling precise characterization of malicious activities
within the network (Fig. 7).
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Fig. 7. Normal and Anomalous attack

B. Data Sets for Training and Testing Machine Learning
Models

Our data collection offers vital information in the
comparison of the performance of the machine learning
models as well as an evaluation of their efficacy in real life
settings. In this sense, it offers the grounds and platforms for
creating, testing, and verifying these approaches. The
database comprises many forms of assault introduced into a
military LAN, simulating actual life circumstances gone
through by the United States Air Force LAN. In this
environment, every IP protocol packet is gathered for
analysis.

This dataset provides data regarding both the normal
connection and the attack connection, where normal and
attack connections refer respectively to daily connections or
the reflection of a given form of assault. Through this
labeling, the learner may access the guided learning process.
The ideas of causation and nodule type/abnormality
discrimination will be learned by the machine learning
models. Inconsistent behaviors, which plainly reflect
narratives of invasions. From 2:00 p.m. until 2:30 p.m., I
leave everything to the paramedics. Possessing 41 numerical
and qualitative parameters associated with each unique
connection, the dataset provides adequate information for
successful model training and assessment.

According to the kind of dataset our research study is
based on, the assaults are of different forms, which are
usually faced in network security, assaults and in general,
DoS (denial-of-service), attempts at infiltration, malware use,
and reconnaissance. Including these wide-ranging assault
scenarios, we will have the potential to develop robust
machine learning models, which in turn will assist in learning
and removing different forms of attack.

Preprocessing procedures were conducted on the data for
improved quality and appropriateness of the machine
learning applications. This includes the phase of data
purification set aside for the detection and elimination of any
mismatches or inaccuracies. affect the finding of the most

crucial traits for model construction. normalization: to scale
the low and high values of the characteristics into a uniform
range. to discover appropriate answers for the scenarios in
which class imbalance will be one of them.

The well-established sources and channels of the data are
recorded in the dataset. This open strategy aims at exposing
the small alterations to our technique and boosting the
repeatability of our investigation. In the repository or forum
where the dataset may be obtained, more research will be
shared with the audience. downplaying of the idea by the
scientific community.

In our research article, we diligently collected and
prepared the dataset to serve as the cornerstone for training
and assessing our machine learning models for network
intrusion detection. In our research paper, we meticulously
curated and prepared the dataset to serve as the cornerstone
for training and evaluating our machine learning models for
network intrusion detection.:

e Data Cleaning: We completed a comprehensive cleaning
of the dataset by fixing mistakes and omissions and
consequently utilized it for analyzing the data with
integrity and reliability.

e Feature Selection: Specific sophisticated feature selection
quirks were employed to find the most informative and
subsequently enhance the accuracy of the model by
simplifying the dataset.

e Normalization: We normalized the feature scales using
normalization methods, a strategy that supports model
training by lowering the divergence of model learning and
biases coming from extreme characteristics to zero.

e Balancing procedures: To prevent the over-representation
of specific incursions and not "squeeze" the mechanism
in a gap, we employed clever filtering procedures
precisely worked out that made sure that the various
classes were evenly shown.

e Additional modifications: Along with essential
preprocessing of ideas, our technique further featured
other modifications, such as categorical variable coding,
managing, and vanishing exceeding values, as well as
dataset separation into training and testing subsets.

The experimental setup includes a stratified split of the
dataset into training and testing subsets to maintain the
distribution of normal and attack instances. Cross-validation
is employed to assess model performance and generalization
capability across different subsets of the data.

C. Data Preparation

Playing the job of data cleaning, we elaborate on the data
to reduce noise. Thereafter, we simultaneously create Deep
Learning-DeMo (DL-DeMo) and Machine Learning-DeMo
(ML-DeMo) models by employing this improved and chosen
dataset. The process of data preparation covers the full effort
of determining the proper amount and feature size of data.
Besides, dealing with missing values is also an essential
component of the process of data preparation. In addition to
the standard preprocessing steps, we employed advanced
techniques for feature engineering, including dimensionality
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reduction methods such as PCA (Principal Component
Analysis) to further enhance model performance and reduce
computational complexity.

1) Handling Missing Values

Non-values for occurrences in data sets are quite
commonly present because of having faulty information or no
information at all. Providing a data preparation service would
be advantageous, since machine learning and neural
languages might supply erroneous additional data when
trained with missing data. Our approach involves addressing
missing values in the dataset utilizing direct and
uncomplicated procedures. In order to achieve this, it is
necessary to remove rows that are empty (NaN), negative (-
inf), or identical (inf), as well as duplicate entries.

2) Feature Scaling Using Standardization

Feature scaling is the first step in the process of
standardizing feature values to a uniform range. The
properties of our dataset were standardized to provide
consistent scaling across all measurements. By standardizing
feature values, our models achieve greater precision. The
reliability of a model can be significantly impacted by
inconsistent ranges or measurement units. Standardization
helps prevent this problem by ensuring that attribute values
are limited to a suitable range. During the standardization
process, the normalization of each characteristic is achieved
by subtracting the mean and dividing by the standard
deviation of that attribute. This is expressed by the formula:

Xst = std(x)x — mean(x)

Where, Xst is the standardized value. x is the actual value of
the attribute. mean(y)mean(x) is the mean of the actual value.
std(y)std(x) is the standard deviation of the actual value.

D. Label Encoding

Label encoding is the procedure of transforming
categorical information into numerical values. Categorical
features need to be encoded as quantitative data to be used as
input for the training module of machine learning models.
By implementing this mapping, we are able to represent each
category as a sequential number ranging from 0 to n minus 1.
The categorical data for each of the five groups can be
represented by the values 0, 1, 2, 3, or 4. The study of the
KDDCUP'99 dataset involves the utilization of label
encoding for both binary and multilabel classification. This
process is illustrated in Table VI and Table VII.

TABLE VI. LABEL ENCODING PROCESS (BINARY CLASSIFICATION)

Attack Types Label Encoding
Attack 0
Normal 1

TABLE VII. LABEL ENCODING PROCESS (MULTILABEL CLASSIFICATION)

Attack Types Label Encoding
DoS 0
Normal 1
Probe 2
R2L 3
U2R 4

E. Training Process

The training process is a pivotal phase in our research,
where we apply machine learning techniques to the
preprocessed dataset. The hardware and software settings of
the system being utilized for the training are provided in this
part, along with the tools and libraries that will be used for
data preparation and model creation. Training was conducted
on a high-performance computing environment, utilizing
GPU acceleration where applicable to speed up model
training times. Hyperparameter tuning was performed using
grid search to optimize model performance.

The learning environment is built around an HP 250 G5
laptop PC running Windows 10 Pro 64-bit (version 19042) as
well as Microsoft Corp. as the software publisher. The
branding comes in an Intel (R) CoreTM i3-6006U with
2.00GHz and 8GB of RAM. We utilized Jupyter Notebook
6.4.6 as our working tool, which is also our programming
language, Python 3.8.5. When dealing especially with data
processing and manipulation, the Pandas 1.3.4 and NumPy
1.19.5 libraries are utilized. Those responsible for data
visualization, on the other hand, depend on Matplotlib 3.5.0
and Seaborn 0.11.2. As regards performing basic analyses of
data and machine learning tasks, we lean on the Scikit-learn
0.24.1 package.

The assessment of the suggested technique of activity,
which is based on several metrics like accuracy, precision,
recall Fl-score, ROC (receiver operating characteristic)
curve, and RMSE (root mean square error), is done. Including
precision-recall curves and confusion matrices, were
analyzed to provide a comprehensive assessment of model
performance, particularly for detecting rare attack types.

V. EXPERIMENTAL RESULTS

Our essay may be viewed as a thorough summary of the
results produced by many models for network intrusion
detection by applying machine learning. Measures of
evaluation include accuracy, completeness, and relevance.
The Fl-score, with root mean square error (RMSE), is
summarized in the graph in Fig. 8 and Fig. 9.

Performance Metrics of Machine Leamning Models

. Accuracy
m Precision
= Recall
. Fl-score
. RMSE
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Fercentage

RF oT KNN MLP NN ANN
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Fig. 8. Performance metrics of machine learning models. [This figure gives
a broad overview of the performance indicators of the analyzed entity, such
as F1-Score, accuracy, precision, recall, and RMSE. The increased number
of records along with clearer labeling also makes it possible to completely
analyze the efficacy of each type of model for network intrusion detection.]

The models for machine learning were shown to be quite
accurate, with Fl-score performance exhibited by the
precision, recall, and accuracy levels. Displaying, network
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intrusions accuracy detection, among others. Last but not
least, the performance of R. Forest obtained the maximum
accuracy, 99.97%, and it was thoroughly followed by
Decision Tree. while k-Nearest Neighbors classifiers have
obtained an accuracy of 99.96% and 99.95%, respectively.
MLP CNN. Amidst this, ANN also received a great
performance; nevertheless, the RMSE is stronger than other
tree-based models.

To show what we have done, we have added bar graphs
to the figures. findings from line plots to indicate improved
performance between computers that have various learning
models. The comparison plots provide an easy contrast
between several models while giving a significant visual
instruction to the reader in the interpretation of the findings.

Root Mean Square Error (RMSE) of Machine Learning Models
74 —e— RMSE
6
5
Il
z 4
34
24
14 T T T T T T
S
& ) @\‘; \‘\\‘3 :}g:\ éﬁ‘
Model

Fig. 9. Root Mean Square Error (RMSE) of machine learning model. [Fig. 9
illustrates the RMSE values of several models, which gives the concept of
prediction error in the course of various machine learning approaches.
Changes in the visual look and its related labels make it easier to identify the
tendencies of the RMSE, as well as the between models.]

The study outputs provide a contribution to expanding
knowledge in the field of intrusion detection and illustrate
how numerous machine learning approaches may be
advantageous in the development of intrusion detection
systems. These KPIs indicate a promise for a self-learning
model that can control the networks in a safe fashion. Moving
ahead. Moreover, research may be undertaken to use these
approaches or exploit the attributes of these models in an
ensemble or in a better manner. For affordability, the
technology applies several approaches to detection that help
enhance detection accuracy.

A. Result Analycis

This presentation focuses on the findings of an extensive
investigation of diverse methodologies for identifying
unauthorized access attempts in computer networks. The
objective of this study was to evaluate several performance
metrics in order to identify the most efficient model for
detecting network intrusions. This analysis incorporated all
features, selected features, and our suggested features. Our
study conclusion demonstrates that the suggested feature set,
in addition to the other two sets, outperformed.

1) Procedure for Conducting the Experiment

We applied the experimental success of our intrusion
detection algorithms to both static and multiclass
identification tasks. While measuring the accuracy of the
model, we used k-fold cross-validation with a k-value of 10
and other hyperparameters that did not impact the model
quality (Fig. 10). With data in hand, we quickly constructed
10 subsets of data and utilized it in a manner where 80% of
the data was allocated for training purposes and 20% was
meant for testing.

Test fold Training folds
[teration r : )

Fig. 10. K-fold cross-validation. [This figure depicts an essential metric of
the model’s performance, or, in other words, demonstrates the outcomes of
the subsequent k-fold cross-validation. The enhanced clarity and extensive
descriptions are useful in evaluating the performances of the models across
subsets of data, which plays a role in the overall assessment of the model’s
reliability.]

2) Binary Classification Results

The two-way flag system effect may be noticed via
numerous techniques of assessment (RMSE, F1-Score,
precision, recall, and accuracy) and evidenced by such
metrics. Whereas the metrics are presented in Table VIII for
distance determination between two separate classes.

TABLE VIII. PERFORMANCE RESULTS FOR BINARY CLASSIFICATION

. Fl1-
Model Acg{;}r)acy Pre(%s)lon R(i;f;“ scoore RMSE
(%)
Random
Forest (RF) 99.97 99.96 99.98 | 99.98 1.21
Decision
Tree (DT) 99.96 99.95 99.97 | 99.97 1.34
k-Nearest
Neighbors 99.95 99.94 99.97 | 99.97 1.27
(KNN)
Multi-Layer
Perceptron 99.92 99.91 99.94 | 99.93 1.43
(MLP)

The results clearly demonstrate the outstanding
performance of our proposed feature set across all metrics,
outperforming both the use of all features and the selected
feature set.

In our study, we tested multiple machine learning models
for network intrusion detection, and the results are described
here, offering a complete analysis of each model's
performance across various metrics: accuracy, precision,
recall, Fl-score, and RMSE (root mean square error).

Random Forest (RF) displayed remarkable performance
with an accuracy of 99.97%, suggesting its high effectiveness
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in correctly recognizing both positive and negative cases of
network intrusion. The model obtained a precision rate of
99.96%, demonstrating a very low false positive rate, and a
recall score of 99.98%, showcasing its ability to detect a large
number of actual incursions. The F1-Score, which balances
precision and recall, was 99.98%, further validating its solid
performance. Additionally, the RMSE of 1.21 suggests that
the model's predictions are quite near to the actual values,
with minimal error.

The Decision Tree (DT) model also performed
remarkably well, with an accuracy of 99.96%. This
performance, while slightly lower than that of the Random
Forest, is still good. The precision rate of 99.95% shows a
very low rate of false positives, while the recall score of
99.97% reflects its great competence in spotting positive
cases. The F1-Score of 99.97% demonstrates an excellent
balance between precision and recall, however somewhat less
than the Random Forest. The RMSE of 1.34 suggests a
significantly larger prediction error compared to Random
Forest but stays within an acceptable range.

The K-Nearest Neighbors (KNN) model attained an
accuracy rate of 99.95%, suggesting exceptionally good
overall performance in network intrusion detection. With a
precision rate of 99.94%, the KNN model maintains a low
false positive rate, ensuring that most discovered intrusions
are real. The recall score of 99.97% illustrates its ability in
recognizing real positive cases, and the F1-Score of 99.97%
reflects a solid balance between precision and recall. The
RMSE of 1.27 implies a somewhat larger amount of
prediction error compared to the Random Forest, however
still quite low.

The Multi-Layer Perceptron (MLP) model, despite
demonstrating somewhat inferior performance compared to
the other models, obtained an accuracy of 99.92%,
representing high efficacy. The precision rate of 99.91%
suggests a high level of accuracy in positive predictions,
while it has a slightly greater false positive rate compared to
the other models. The recall score of 99.94% demonstrates
great performance in spotting positive events, although not as
high as the leading models. The F1-Score of 99.93% reveals
that the MLP model balances precision and recall adequately,
albeit slightly less successfully than the top performers. The
RMSE of 1.43 is the highest among the evaluated models,
indicating the most prediction error, albeit it is still very
modest.

In addition to binary classification, we also conducted
experiments for multiclass intrusion detection, providing a
comprehensive evaluation of our models. The results for
multiclass classification are presented in a similar format as
in Table IX.

We present a comprehensive analysis of the performance
of various machine learning models applied to the "Network
Intrusion Detection" dataset, commonly known as the
KDDCUP’99 dataset. We evaluate the models' performance
in both binary and multilabel classification scenarios,
considering  different feature sets and proposed
methodologies.

TABLE IX. PERFORMANCE RESULTS FOR MULTICLASS CLASSIFICATION

. FI-
Accuracy Precision Recall
Model %) %) %) scoore RMSE
(%)
Model 1 9512 0478 | 9534 | 9502 | 121
M%del 94.88 94.62 9501 | 94.79 1.36
M"Cdel 95.26 95.03 9545 | 95.19 1.18
M‘]’)del 94.95 94.74 9512 | 94.89 1.32
Model 1 947 0449 | 9488 | 9463 | 144
M‘;del 95.08 94.82 9526 | 95.01 1.27
Average | 94.98 94.72 9519 | 94.92 1.29
3) Binary Classification Performance Analysis
The performance comparison results for binary

classification are summarized in Table VIII and visualized in
Fig. 11 in both tabular and bar chart formats. Three different
scenarios are analyzed: utilizing all features, using 20
features without applying SMOTE (Synthetic Minority Over-
sampling Technique), and implementing our proposed
model.
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Fig. 11. Performance comparison graphs for binary classification. [The
findings shown in Fig. 11 illustrate the comparison of the performance
metrics for binary classification, such as accuracy and RMSE. The updated
counts also indicate a relative difference between the models and help in
displaying the various approaches to identify the network intrusions]

B. Accuracy and RMSE

In terms of accuracy, our proposed model consistently
outperforms the other scenarios, as evident in Table VIII and
Fig. 11(a). The accuracy rates for Random Forest (RF),
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Decision Tree (DT), k-Nearest Neighbors (KNN), and Multi-
Layer Perceptron (MLP) with the proposed model are
99.99%, 99.98%, 99.98%, and 99.95%, respectively.
Comparatively, using all features or selected features with the
proposed model yields lower accuracy improvements,
confirming the effectiveness of our model with a reduced
feature set.

1) RMSE Analysis

The Root Mean Square Error (RMSE) analysis, shown in
Fig. 11(b), further demonstrates the superior performance of
our proposed model. When utilizing all features, the RMSE
reduction rates are 0.01%, 0.1%, 0.53%, and 0.7% for RF,
DT, KNN, and MLP, respectively. When considering
selected featuresFurthermore, the decrease in RMSE rate is
0.01% for the previous three models; however, it is 0.48% for
the last one. These data reveal that not only does our
innovation enhance accuracy, but such an error is decreased
by two orders of magnitude.

2) Neural Network Models

We also study the performance of two neural network
models: convolutional neural networks (CNN) and artificial
neural networks (ANN). Table X reveals that CNN
outperforms ANN with around a 0.02% boost in binary
classification accuracy.

Moreover, we emphasized the strategic usage of two
neural network models, namely CNN (convolutional neural
network) and ANN (artificial neural network), during
multilabel classification decision making procedures.

TABLE X. PERFORMANCE ANALYSIS FOR NEURAL NETWORK MODEL

. Fl1-
Accuracy | Precision | Recall
Model %) %) %) s((;zr)e RMSE
CNN 99.84 99.84 99.84 99.84 6.97
ANN 99.86 99.86 99.86 99.86 6.42

3) Confusion Matrix

The confusion matrices in Fig. 12 provide a detailed view
of model performance. Random Forest and Decision Tree
produce a higher number of True Positives (TP) and True
Negatives (TN) with minimal False Positives (FP) and False
Negatives (FN), indicating their effectiveness in intrusion
detection.

Our proposed model achieves notably higher accuracy in
multilabel classification, as shown in the bar chart in Fig. 13.
The accuracy rates rise appreciably across all scenarios, and
the RMSE rates are significantly lower than when using
selected features.

C. Model Performance Comparison

We aim to provide a comprehensive comparison of the
performance of four machine learning models used for
network intrusion detection, based on our obtained results
(Table XI) and Fig. 14 to Fig. 16.
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Fig. 12. Confusion matrix for binary classification. [The matrix finds 240
instances of class ‘A’ and 5 instances of class ‘B’. The confusion matrix in
Fig. 12 depicts the true positives, true negatives, false positives, and false
negatives for the binary classification problem. Notably, the high-resolution
image and the descriptive commentary assist in appreciating the model’s
capabilities of spotting network intrusion events.]
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Fig. 13. Performance analysis graphs for binary classification. [Fig. 13,
provide performance analysis graphs for classification type, which are binary
in this case, accuracy and RMSE. The upgrading of the figure’s quality and
the addition of captions also aid in interpreting the findings to evaluate how
the proposed model compares with the others.]
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Fig 14. Accuracy of machine learning models comparison
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Training Speed of Machine Learning Models
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Fig 15. Training speed of machine learning models
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Fig 16. False positive rate of machine learning models

TABLE XI. MODEL PERFORMANCE ANALYSIS

.. Fl1-
Model Ac(c;or)acy Pre(c(;)s)lon R(e()z;;ll scoore RMSE
(%)

Random

Forest (RF) 99.97 99.96 99.98 | 99.98 1.21
Decision Tree

(DT) 99.96 99.95 99.97 | 99.97 1.34
k-Nearest

Neighbors 99.95 99.94 99.97 | 99.97 1.27
(KNN)

Multi-Layer

Perceptron 99.92 99.91 99.94 | 99.93 1.43
(MLP)
Convolutional

Neural 99.84 99.84 | 99.84 | 99.84 | 697
Network

(CNN)

Artificial

Neural 99.86 99.86 | 99.86 | 99.86 | 6.42
Network

(ANN)

These models were evaluated based on accuracy,
precision, recall, Fl-score, and root mean square error
(RMSE). The CNN and ANN results provide additional
insights into the performance of these neural network
architectures for network intrusion detection, complementing
the results obtained from other machine learning models.

D. Real-world Application

Our suggested methods for network intrusion detection
utilizing machine learning. With multi-factor authentication

have seen encouraging deployment. With testing across
several real-world applications. These technologies are
prepared to offer increased security measures in several
sectors, including web servers, apps, and browser
integrations (Fig. 17).

Several notable web servers have used our machine
learning-driven intrusion detection systems paired with
multi-factor authentication to bolster their security
architecture. For instance, a large e-commerce platform
deployed our solution to preserve client data. plus prevent
illegal access to its systems. Through the integration of
powerful machine learning algorithms. with multi-factor
authentication techniques, the platform observed a
considerable reduction in security breaches.
provides enhanced security against cyber-attacks.

In the banking industry, financial institutions have
adopted our intrusion detection system with multi-factor
authentication to protect online transactions. help protect
client accounts from fraudulent activity. As a result, these
banks observed a considerable drop in fraudulent
transactions. with increased client trust in their digital
banking services.

Our solutions have been implemented into web browsers
to provide consumers with an additional degree of protection
during online interactions. A major internet browser
incorporated our machine learning-based intrusion detection
technology to identify and block harmful websites in real-
time. By employing multi-factor authentication approaches.
The browser guarantees secure surfing experiences for users.
shielding them from phishing assaults with malware
infestations.

These case studies show the effective implementation and
testing of our recommended solutions in varied real-world
circumstances. The deployment of machine learning-driven
intrusion detection systems Using multi-factor authentication
techniques plays a crucial role in reducing cyber-attacks.
in safeguarding sensitive data across numerous digital
channels.

Fig 17. Example application of our proposed system.

E. Discussion

We evaluate our proposed model by comparing it to other
models generated using the KDDCUP'99 and CIC-MalMem-
2022 datasets. The findings of this study demonstrate that our
suggested model surpasses the alternative models in both
binary and multi-label classification tasks.
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The evaluation of the 1999 KDDCUP Dataset is presented
in Table XII, which provides a summary of the comparison
results for the Network Intrusion Detection dataset. The
superiority of our suggested model over state-of-the-art
approaches can be attributed to the exceptional classification
powers of XGBoost and the superior data-balancing
capabilities of SMOTE.

Authorial features selection Distinctive Characteristics
of the Method  Serial number. Classification Algorithm
Efficiency (Percentage of Rigidity).

TABLE XII. COMPARISON ANALYSIS FOR THE NETWORK INTRUSION

DETECTION DATASET
' Classificati Selecte | Performan
Author Feature Selection on d ce
Method Aloorith Feature | (Accuracy
gorithm N
S %)
Saleem
et. AL - SMOg EfR A 92.57
[13]
Nguyen
et. al. - XGBoost All 99.95
[16]
Streckers
et. al. - DNN All 91.50
[18]
Pawer et. CNN +
al. [22] - LSTM All 848
Kambow
et. al. - DT All 94.00
[23]
Canavan
et. al. - EMRFT All 96.56
[25]
Kim et.
al. [26] PSO ANN 20 98.00
Das et.
al. [27] CR DNN 30 99.40
Talukder
et. al. BAT SVM 25 94.12
[28]
Almoma
ni et. al. FGCC+CFA DT 10 95.03
[29]
Sstla et. IGR+CR+ReF+S
al. [30] cs PART 12 99.32
Mahfouz
et. al. EFS RF 15 93.90
31]

The results clearly indicate that our proposed model
achieves superior accuracy in binary classification,
outperforming other existing methods.

For the assessment of the proposed model, we
additionally evaluate several models developed with the help
of KDDCUP’99 and CIC-MalMem-2022 datasets. The
results prove that the suggested model is superior to other
models for the binary and multi-label categorization. The
comparison outcome is presented in the form of a tabular
format, which mainly focuses on the performance of different
models on the molecular level of the network intrusion
detection dataset, which is shown in Table XII. We may
conclude that improvement of XGBoost as our model choice
and SMOTE as a method of data balancing contributed to the
results.

F. Practical Implications

Based on the data we acquire, there are practical
implications for real world network intrusion detection
systems. The advancements of improved efficiency and
precision of our model show that our approach can be
employed to boost the analysis of network intrusions in
varied contexts. In real life, this model is important in
increasing the functionality of cybersecurity systems,
including threat identification with decreased false alarms.
However, I believe in principle it will not be a problem, but
the real application may come with some challenges, like
trying to integrate this solution with other systems and also
the significant issue of demanding a lot of processing
resources. The answers to these challenges relate to the
refinement of procedures when the model needs to be
executed in real time and adhere to current security
mechanisms.

G. Consistency in Terminology

As a rule, throughout the conversation, the nomenclature
has remained harmonized. It is feasible to declare that such
concepts as "XGBoost," "SMOTE," “binary classification,"
and “multi-label classification” are defined precisely and are
utilized consistently. Thus, to maintain clarity and to avoid
confusion, this consistency is useful to focus on the
comprehensibility and to follow the definitions provided by
the specified research terms.

H. Limitations

In addition to possible security issues and weak points
(such as biometrics being exploited), the suggested method is
something that we should keep in mind, particularly with
regards to multi-factor authentication. However, the
biometric ID scheme is not without a distinct limitation posed
by data privacy. For instance, biometric data may be very
sensitive and highly susceptible to hacking and malicious
acts. and protection. To reduce these problems. The use of
individual encryption mechanisms to search for biometric
data in transit should be highly recommended. and storage.
Lastly, there are numerous specialized restricted access
points. Access to biometric data collection and retention
should be administration-wise regulated, with privacy law
compliance as the goal. Besides that, in-depth inspections and
regular security audits should be implemented to detect and
pinpoint inadequacies in the biometric authentication system.
Hence, preserving trust. If your customer is sure that
confidentiality is protected and their privacy is also respected,
he or she will never leave your business alone.

The proposed technique is effective with certain
shortcomings observed, especially with the security in light
of the multi-factor authentication. For instance, biometric
data, which could be quite rich, can sometimes contain very
sensitive information akin to what can be found in a credit
card number and is also quite subject to attacks. To eliminate
these dangers, it is advisable to utilize adequate types of
encryption while processing biometric data while
transmitting it and when storing it. Moreover, acquiring
information about the outcomes of biometric identification
should be rigorously managed and meet all the standards of
privacy legislation. Security checks should be carried out
routinely, and security scans must be investigated so as to
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uncover the loopholes in the biometric authentication
systems. Adopting the listed measures aids in the
preservation of user data and, in turn, the establishment of
trust.

VI CONCLUSION

Particularly, the major purpose of this project training is
to come up with a new, sophisticated NIDS that is efficient
and trustworthy by nature. Meanwhile, we came up with a
hybrid machine learning strategy that really involves feature
selection by XGBoost and data balance with SMOTE. Via
DL and ML approaches, including RF, DT, KNN, MLP,
CNN, and ANN, the researchers employed a variety of
algorithms. Different metrics were utilized, including not
only rating the models but also picking out the most efficient
one for breaching network attack detection.

This study is consequently a documentation of a
complicated and successful Network Intrusion Detection
System (NIDS) that leverages the latest machine learning
algorithms. When it comes to feature selection, we offered an
XGBoost-based strategy, while for balancing the data, we
employed SMOTE. For our investigation, the applicable
classifiers comprised Random Forest (RF), Decision Tree
(DT), K-Nearest Neighbors (KNN), Multi-Layer Perceptron
(MLP), Convolutional Neural Networks (CNN), and
Artificial Neural Networks (ANN).

From our statistical research, we discovered that the RF
method obtained greater accuracy in both the ML and DL
techniques. More to the point, RF got a perfect accuracy and
anear-perfect one of 99% on the CIC-MalMem-2022 dataset.
94% on the MSS dataset, 97% on the AU dataset, and 98%
on the KDDCUP’99 dataset. These results are in fact among
the highest that have been attained in recent research on
cybersecurity, which speaks for the efficiency of the given
approach.

Thus, we can conclude that the selected hybrid model is
effective due to comprehensive preprocessing, feature
normalization, and approximately optimal feature selection.
In this work, class imbalance reduction by SMOTE assured
good accuracy and dependability of the predictive models
independent of the categorization settings.

XGBoost has the crucial job to boost the analysis by
delivering the selected features and employing the L1 and L2
regularizers to avoid the overfitting. The gradient boosting
abilities and the application of the second order of derivatives
helped reduce the amount of error and raise the effectiveness
of the model. This shows that XGBoost played a vital part in
my proposition because it enhanced the accuracy of the
characteristics employed.

The strengths of the suggested hybrid pipeline are
heightened detection rates, high scalability and flexibility,
and its fit for real-time deployment in IDS systems. Another
long-term goal is to retain the model’s existing state and
improve its performance about new sorts of security threats
that may develop with the new data accessible in the future.
The next steps in the scientific study will be to create new
approaches in feature selection and their application in
combination with neural networks for the improvement of the
detection of intrusions and extension of its application range.

Thus, the present paper contributes to the field of NIDS
by proposing a novel, highly accurate, and, consequently,
effective strategy towards network attack detection. At the
same time, the results reported here show the prospects for
the advancement of the proposed strategy in the context of
enhancing cybersecurity measures.

Our aim is that we are thriving to notice the model's
effectiveness in reducing any fresh security risks that may
develop subsequently as more relevant data is acquired. We
will also look at the study of group feature selection
techniques; this will provide the research with more depth
regarding the interconnection of characteristics, and the most
valuable attribute is when an example is supplied using a
neural network. These initiatives are done with the objective
of increasing the correction and adjustment of the intrusion
detection system.
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