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Abstract—Flying Ad Hoc Networks (FANETs) are indispensable
in applications such as Surveillance, Disaster response missions,
and Military operations. Both security and communication ef-
ficiency must meet certain requirements. However, their effec-
tiveness is hobbled by dynamic topologies, resource constraints,
and cyber threats. Therefore, Post-Quantum Cryptography (PQC)
is necessary. Classical algorithms and current PQC schemes
for FANETs have been discussed in this thesis, including cryp-
tographic solutions that are lightweight enough for resource-
constrained environments. The numerical results of the experiment
show that while lattice-based cryptography involves minimal risk
of breaches, its power consumption is 25% higher than that for
other systems and its processing time 30% slower. In contrast,
multivariate polynomial cryptography is better on metrics like
usage of electricity: only 10% more power consumed energy-
wise and 15% more CPU cycles needed for processing. The
introduction of PQC algorithms and architectures resulted in a
5–10% reduction in network throughput and increased latency
to 20% in some scenarios. The results show that hybrid cryp-
tographic systems—combining classical with PQC techniques—
have the potential to achieve both high efficiency and long-term
security. Case studies have validated the feasibility of tailored
quantum-safe algorithms in FANETs, which can offer considerable
security benefits while standing rigorous scrutiny in terms of
scalability and computational performance on dynamic, mission-
critical operations.

Keywords—Lightweight Cryptographic Solutions; Flying Ad
Hoc Networks (FANETs); Resource-Constrained Networks; Post-
Quantum Cryptography (PQC); Quantum Computing; UAV Security

I. INTRODUCTION

Flying Ad Hoc Networks (FANETs) is a more developed
type of wireless networks that focuses on communication
between Unmanned Aerial Vehicles (UAVs) [1]–[3]. FANETs
topology is dynamic and distributed as with traditional Mobile
Ad Hoc Networks (MANETs) or Vehicular Ad Hoc Networks
(VANETs), but the missions are of great significance and
critical like surveillance, disaster response, military applications
etc [4]–[6]. They present novel challenges in their architecture:
real-time requirements, scalable structures, and restricted re-
sources; hence being a focus of state-of-the-art research and
development.

Communication protocol is an essential element of FANETs
that ensures UAVs work as a united organism while always
being connected to GS and satellites. FANETs can be operated
in different environments with the help of UAV-to-UAV (U2U),
UAV-to-Ground (U2G) and UAV-to-Satellite (U2S) commu-
nication frameworks. Such communication channels enable
mission data flow, complexity scaling in a highly dynamic
environment while facing challenges like interference, latency
and bandwidth [7].

FANETs are highly decentralized with a high nature of mo-
bility and several resource constrained nodes which makes them
prone to multiple security threats. Problems like interception,
spoofing, jamming and physical capture threaten not just data
integrity but operational functionality [8]. As FANETs depends
more on some sensitive applications, so it is extremely impor-
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tant to have more efficient and light cryptographic solutions
suitable for the characteristics of FANET.

Quantum computing has accelerated the need for adopt-
ing Post-Quantum Cryptography (PQC) in FANETs [9]–[11].
Quantum attacks easily break conventional cryptography (RSA,
ECC), so new quantum-resistant algorithms are needed. PQC
provides novel algorithms, like lattice-based and hash-based
cryptography, that can improve the security and scalability of
FANETs as a complement to their mission-critical yet resource-
constrained operational requirements.

• Evaluation of Post-Quantum Cryptographic Algorithms for
FANETs: This work examines the performance, scalability
and other characteristics of several post-quantum crypto-
graphic (PQC) algorithms, including lattice-based, hash-
based and multivariate polynomial cryptography exercises
for this evaluation over low-energy wireless networks such
as Flying Ad Hoc Networks (FANETs).

• Recommendation of Solutions Combining Hybrid Cryp-
tography: The study points out those hybrid cryptographic
systems that combine classical cryptography with PQC so-
lution. This method strikes a trade-off between short-term
operational efficiency and long-term quantum-resistant se-
curity in FANET applications.

• Seamless integration of PQC protocols in FANET en-
vironments: The paper effectively uses novel simulation
frameworks to demonstrate the practicality of seamless
integration of realistic and state-of-the-art PQC protocols,
thereby eliminating performance bottlenecks in secure key
exchange, message authentication and real-time commu-
nication. These findings confirm the validity of PQC with
respect to how future implementations should be designed.

It continues to follow this way in the rest of the article. Part
II introduces FANETs as an object, discussing its construction,
communication framework, and main issues with safety. Part
III presents a broad outline of Post-Quantum Cryptography,
introducing the importance and gauges for preserving different
algorithmic approaches in FANETs. Part IV deals with using
Post-Quantum Cryptography in FANETs, considering probable
obstacles when integrating this technology and offering some
solutions. Part V presents the results, taking up PQC algo-
rithms’ impacts on computation, power, and scalability. Section
VI discusses the results of this paper. Finally, Part VII wraps up
the paper with a summary of these results and some hints for
future research using quantum-resistant techniques that protect
FANETs.

II. OVERVIEW OF FANETS AND SECURITY REQUIREMENTS

A. Architecture and Communication in FANETs

Flying Ad Hoc Networks (FANETs) are a type of wire-
less network consisting of Unmanned Aerial Vehicles (UAVs),
which enable UAVs to communicate with each other and

communicate between GCS for performing different tasks [12]–
[14]. Smart Dust differs in the architecture and communica-
tion characteristics from conventional ad hoc structures like
MANETs (Mobile Ad Hoc Networks) [15]–[18] or VANETs
(Vehicular Ad Hoc Networks) [19]–[21].

• UAV Layer: Multi-UAV-based unit with [sensors, commu-
nication and computation, forms the backbone of FANETs]
These UAVs acquire, process and pass on data but their
role dynamically depends on the specifications of the
mission scenario [22], [23]. They can only be designed
to their specification according to well-known size weight
and power (SWaP) constraints, which require optimization
both in hardware and software. Their functioning as a
network helps to preserve the communication with the
base, while ensuring performance of mission objectives in
the regions such as disaster zones, urban areas or remotest
of sites [24].

• Communication Layer: The communication layer is the
fundamental interface for data exchange in FANETs, as
it allows UAVs (U2U) to communicate with each other
as well as with ground stations (U2G) and even satel-
lites (U2S). It provides robust, secure and low-latency
connectivity—all of which is paramount to successful
functionality within this highly dynamic and decentralized
network [24]–[26]. The communication layer supports re-
silience against mobility and environmental losses for real-
time data transfer applications of surveillance, mapping
and emergency. This layer uses higher level protocols to
optimize the usage of bandwidth and keeps the process
of communication going on smoothly in normal circum-
stances [27], [28].

• Ground Control Layer: The ground control layer allows for
centralized or distributed FANET operation control, mis-
sion planning, real-time monitoring and decision making.
To support long-range operations, ground control stations
connect with UAVs through high-capacity communication
links, including satellite (or cellular) networks [29]–[31].
This layer plays a key role in UAV deployment, multi-
UAV coordination and data processing for actionable in-
formation. It has an underlying infrastructure that allows
for scaling while maintaining operational integrity of the
FANET, even in intricate or mission critical situations.

Table I highlights the distinct roles and interdependencies of
each layer within FANETs.

B. Key Architectural Features

• Dynamic Topology: The relatively high mobility of UAVs
results in a constantly varying topology [32].

• Distributed Coordination: FANETs typically function
without central authority and maintain coordination using
distributed manner [33].
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TABLE I. COMPARISON OF LAYERS IN FANET ARCHITECTURE

Feature UAV Layer Communication Layer Ground Control Layer
Primary Func-
tion

Core of the FANET, comprising UAVs
that collect, process, and relay data.

Facilitates data exchange among UAVs,
ground stations, and satellites.

Mission planning, real-time monitoring,
and decision-making.

Components UAVs with sensors, communication
modules, and processing units.

Communication protocols and links
(U2U, U2G, U2S).

Ground control stations with satellite
and cellular connectivity.

Dynamic Role UAVs adapt to act as data sources or
relays based on the network topology.

Supports dynamic communication un-
der changing network conditions.

Adjusts mission strategies and UAV co-
ordination as required.

Key Challenges SWaP constraints, mobility, and envi-
ronmental adaptability.

Maintaining robust, secure, and low-
latency communication.

Ensuring reliable long-range communi-
cation and processing large data vol-
umes.

Applications Data collection, mapping, surveillance,
and environmental monitoring.

Real-time data sharing, network main-
tenance, and situational awareness.

Centralized control, decision-making,
and high-level data analysis.

Connectivity UAV-to-UAV, UAV-to-Ground, UAV-to-
Satellite.

Ensures interconnectivity across all
UAVs and external systems.

Relies on advanced links for extended
operational range.

Interaction with
Other Layers

Relies on communication layer for con-
nectivity and ground control for direc-
tives.

Acts as a bridge between UAVs and the
ground control system.

Directs UAV activities and uses data
relayed via the communication layer.

• Heterogeneity: UAV may have heterogeneous capacity in
FANETs, such as different types of sensors, flight range
or speed [34], [35].

• Resource Limitations: The performance and scalability of
the architecture can be limited by battery life, computation
ability and memory details [36].

C. Communication Types in FANETs

• UAV-to-UAV Communication (U2U): This type of com-
munication allows the UAVs to exchange information with
each other directly, and this forms the collaborative basis
of FANET operations. Connectivity over a large range is
typically maintained through the use of multi-hop routing
protocols [37]–[39]. Dynamic topologies, interference and
low-latency data exchange.

• UAV-to-Ground Communication (U2G): U2G communi-
cation links unmanned aerial vehicles with ground control
stations for command, control (C2) and data transfer.
Depending on cellular network (4G / 5G) Wifi and Satel-
lite link which allows for different distances of reliable
communication [40]–[42]. In urban environments with
obstacles and interference, challenges arise.

• Communication from UAV to Satellites (U2S): This class
has Near Line Of Sight (NLOS) link for UAVs that operate
Beyond-Visual-Line-Of-Sight (BVLOS) or far from their
base [43], [44]. That’s used a lot by the military and in
monitoring around the world. Despite this, it is still hin-
dered by high latency, less throughput, and susceptibility
to signal degradation.

Table II highlights the distinctions among the three types of
FANET communication while emphasizing their unique roles
and challenges in various scenarios

D. Security Threats in FANETs

• Interception: Provides an access point for sensitive com-
munication, allowing adversaries to listen in on mission
essenciais [45], [46].

• Spoofing: Nodes carrying out impersonation attacks, which
may enable malicious data injections or even UAV misdi-
rection [47], [48].

• Jamming: Intentional breaking of communication links,
causing degradation in the quality of a network [49], [50].

• DoS attacks (Denial-of-Service): This method consist on
flooding nodes or the network with traffic to overload and
disable the system [51].

• Physical Capture: UAVs being physically compromised
can have the ability for attackers to gain access to the
on board data and communication keys [52], [53].

• Key Management Issues: Problem: Generating, distribut-
ing, and managing cryptographic keys securely in an
environment with high network dynamics [54], [55].

E. Existing Security Mechanisms

• Symmetric Cryptography: In symmetric cryptography,
both encryption and decryption use the same shared key.
Fast, light-weight and based on CLNet, this is why it
can be used in resource-restricted environment such as
Unmanned Aerial Vehicles (UAV). One of the most crucial
challenges with this mechanism, however, is secure key
distribution — a prerequisite step for authorized access
and confidentiality during communication [56].

• Asymmetric Cryptography: Asymmetric cryptography or
public-key cryptography uses two keys — a public key
to encrypt the data and a private key to decrypt it.
This is very strong security, which is especially good for
the key exchange and authentication. However, it is also
more computational intensive than symmetric cryptogra-
phy which makes it unpractical for UAVs which often have
CPU and energy constraints [57].

• Intrusion detection systems (IDS): Intrusion Detection
Systems are specifically monitors that used network activ-
ities and anomalies which could indicate security threats.
These systems can detect anomalous patterns, e.g., when
someone tries to communicate otherwise or access without
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permission. IDS plays an important role to ensure the
security of UAV networks by detecting risks and imposing
mitigation in real time [46].

• Authentication Protocols: It means that authentication pro-
tocols are mechanism used for verifying the identity of
UAVs prior to granting access to network or enabling
any data transfer. These protocols guarantee that commu-
nication will be made through the authorized UAV only
which plays a significant role in impersonation attacks and
security aspects of UAV system [57].

• Secure Routing: Secure routing mechanisms make sure
that the data packets traveling from one UAV to another
follow a secure and reliable route that cannot be compro-
mised, altered, or rerouted by malicious players. This is
accomplished via cryptographic mechanisms, routing algo-
rithms and redundancy strategies that emphasize security
in communication across the network [58].

Table III provides a summary of the primary features, advan-
tages, disadvantages and general applicability to UAV systems
from each reviewed mechanism in which they particularly
emphasize on achieving either resource efficiency or security

1) Security Requirements for FANETs:

• Confidentiality: Facilitates restricted availability of sensi-
tive data (e.g., mission objectives, GPS coordinates) only
to entities authorized for access [59], [60].

• Integrity: Provides that the data is not modified, nor
tampered with during transmission

• Authentication: It authenticates nodes to block untrusted
parties from gaining access to the network.

• Availability: Provides the ability to continue working and
being accessible, even if under attack or in a hostile
environment.

• Scalability: Security mechanisms should be independent
to other network nodes and topologies must be changed.

• Energy Efficiency: Since UAVs have limited energy re-
sources, security solutions should strike a balance between
protection without jeopardizing mission duration.

III. POST-QUANTUM CRYPTOGRAPHY

In this section, Post-Quantum Cryptography (PQC) is pre-
sented along with its algorithmic classes and their performance-
based application for FANETs is evaluated.

A. Overview

• Definition: PQC stands for Post Quantum Cryptography,
which means the cryptographic algorithms that can resist
quantum computer attack on a classical scheme like RSA
and ECC [4], [11].

• Importance: These rapid advances in quantum computing
make the prospect of security risks from quantum com-
puters a pressing issue, making it absolutely vital to adopt
PQC solutions as soon as possible. Highlight the urgency

of quantum-safe security in FANETs, which depends on
secure communication to perform real-time decisions [61].

• Context: Reference to the challenges of quantum threats
on the confidentiality, integrity and authentication of UAV
networks; Link to FANETs [62].

B. Key Classes of PQC Algorithms

There are different types of Post-Quantum Cryptography
(PQC) algorithms segmented by their mathematical basis. These
algorithms would play an important role in the provision of se-
curity for future networks, especially Flying Ad Hoc Networks
(FANETs), as they are opportune due to the unique lack of
resources alongside the requirement for strong encryption [63].
The main categories of PQC algorithms, their features, and their
usage in FANETs are given below.

• Lattice-Based Cryptography: Lattice-based cryptography
depends on hard mathematical problems like Learning
With Errors(LWE) and Shortest Vector Problem(SVP)
which makes it computationally infeasible to break them.
These problems are computationally infeasible to solve
even by Quantum computers, which adds a significant
level of security to quantum-resistant cryptocurrencies
[64]. Finally, lattice-based algorithms are a more efficient
approach that has good security and speed properties.
Such algorithms are most applicable for key exchange and
encryption functions in FANETs, since they can function
efficiently even in resource-constrained environments as
those of small drones/unmanned aerial vehicles.

• Code-Based Cryptography: In this class of cryptography,
it relates to the so-called error-correcting codes, and one
of the best-known examples is the McEliece cryptosystem.
While this allows for outstanding security, the downside is
a large key size that does not really lend itself to scalability
— code-based cryptography. Nevertheless, this comes with
significant strength and is especially well suited to FANET
use cases that emphasize security over resource efficiency.
It is very resilient and therefore ideal for protecting critical
mission data where loss or corruption of data cannot be
tolerated [65].

• Multivariate Polynomial Cryptography: Multivariate
polynomial cryptography uses systems of multivariate
quadratic equations over finite fields. The low
computational overhead of these algorithms makes
them efficient and useful for resource-constrained devices
[66]. Thus, the lightness and speed of multivariate
polynomial cryptography makes it appropriate for digital
signatures in FANETs and to keep consistent security
between nodes, so as not to drop packets while executing
this lightweight authentication mechanism [3].

• Hash-Based Cryptography: Hash based cryptography has
a number of implementations that employ hash functions
to create secure digital signatures, including most notably
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TABLE II. COMPARISON OF FANET COMMUNICATION TYPES

Feature UAV-to-UAV Communication
(U2U)

UAV-to-Ground Communication
(U2G)

UAV-to-Satellite Communication
(U2S)

Purpose Direct data exchange between
UAVs for collaboration.

Connects UAVs to ground stations
for C2 and data transfer.

Provides long-range communica-
tion for BLOS operations.

Key Technologies Multi-hop routing protocols. Cellular (4G/5G), Wi-Fi, satellite
links.

Satellite communication systems.

Key Challenges Maintaining connectivity in dy-
namic topologies, low latency, in-
terference.

Reliable communication in envi-
ronments with obstacles.

High latency, limited bandwidth,
susceptibility to jamming.

Typical Applications Surveillance, search and rescue,
environmental monitoring.

Command and control, urban oper-
ation support.

Military operations, global moni-
toring systems.

Range Short to medium range. Medium to long range. Long-range (beyond the line of
sight).

Merkle tree based schemes [67]. Now, these are relatively
simple and secure algorithms, but they can mostly only
be used for signing applications rather than general en-
cryption. For example, hash-based cryptography can be
effectively used to authenticate messages transmitted in
FANETs so as to ensure integrity and authenticity of trans-
mitted data (e.g. flight commands and sensor information).

• Isogeny-Based Cryptography: Elliptic curve isogenies rep-
resent the mathematical structures upon which isogeny-
based cryptography builds its framework. This provides
small key sizes and possible low-weight implementation
making it a good candidate for restricted resource atmo-
sphere [68]. Although, in the current research point of
view, it is listed under the emerging area to get studied,
however still it seems the most reliable option through
offering encryption based algorithms for FANETs which
could secure and speed up communication through UAV
systems.

C. Comparison of PQC Techniques

In the comparative analysis subsection, the PQC techniques
are investigated according to three key dimensions; perfor-
mance, scalability, and applicability for FANETs, as shown in
Table IV.

• Lattice-based cryptography is tunable with speed and
security, while code-based relies on large key sizes with
slow operations. Abstract: We study for a lightweight
and real-time ready, fully first principle based multivariate
polynomial and hash-based cryptography [69], [70].

• Scalability: The lattice-based and hash-based mechanisms
are extremely suitable for large and dynamic networks. For
lightweight needs, isogeny-based cryptographic schemes
demonstrate scalability but code-based ones are limited
in this regard because their memory requirements are
relatively demanding [71], [72].

• Suitability for FANETs: Algorithms should be aware of
energy constraints, computational restrictions, and rapidly-
changing topologies in case of algorithms dedicated to
FANET. While lattice-based cryptography comes to the
fore as a viable alternative for some time now, it might not

be the best option in every single scenario (e.g., signature
verification where multivariate polynomial or hash-based
methods may do better) [73].

D. Security Vulnerabilities in Hybrid Cryptographic Systems

They are designed to insulate communications from offences
both now and in the future–a goal that hybrid cryptographic as-
semblies, combining classical and post-quantum cryptography
(PQC), seek to attain.

In these systems typically classical algorithms–well known
for decades of implementation quality and hardware optimiza-
tions–are used along with more recent PQC algorithms that
are meant specifically to withstand attacks posed by quantum
computing. Hybrid systems introduce specific security and
management challenges all of their own: these must be carefully
faced.

1) Transition Management: One of the most critical stages
of hybrid cryptographic systems is the transition from classical
to post-quantum algorithms. During this period, the security of
the system is only as strong as its weakest part. If not carefully
managed-transition can create temporary security openings
which provide offensive hackers with a window of opportunity
to attack. For example, if classical algorithms are phased out
too quickly before PQC algorithms have been fully integrated
and tested, residual weaknesses in those older components may
be used by an attacker.

2) Algorithm Compatibility and Interoperability: Hybrid
systems do have some challenges. One is to make sure that
different cryptographic algorithms used in creating a hybrid
system will not be incompatible with each other. In addition,
mismatched security protocols can lead to security vulner-
abilities, i.e. attackers can take advantage of the different
protocol strengths or weaknesses. Making sure that the clas-
sical and quantum-resistant layers of the system collaborate
harmoniously, without introducing readily exploited backdoors,
is critical. This means rigorous testing and validation under a
variety of scenarios to ensure that the hybrid approach does not
inadvertently lower the overall security level of the system.
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TABLE III. COMPARISON OF EXISTING SECURITY MECHANISMS

Security Mechanism Key Features Strengths Weaknesses Suitability for UAVs
Symmetric Cryptogra-
phy

Uses a single key for
both encryption and de-
cryption.

Lightweight, fast, and
resource-efficient.

Requires secure key distri-
bution.

Suitable for UAVs with
limited resources.

Asymmetric Cryptogra-
phy

Uses a pair of public and
private keys for encryption
and decryption.

Robust for key exchange
and authentication.

Computationally
expensive; high resource
and energy consumption.

Limited suitability due to
processing constraints.

Intrusion Detection Sys-
tems (IDS)

Monitors network traffic
for anomalies.

Real-time detection of un-
usual or malicious activ-
ity.

Can produce false posi-
tives; resource-intensive.

Suitable with optimized
implementation.

Authentication Protocols Verifies the identity of
UAVs before communica-
tion.

Ensures only authorized
UAVs communicate.

May add latency or re-
quire computational re-
sources.

Essential for secure
communication between
UAVs.

Secure Routing Ensures safe data packet
transmission through se-
cure paths.

Protects against data in-
terception, tampering, or
redirection.

Complexity increases with
network size; may require
cryptographic overhead.

Highly suitable for en-
suring communication in-
tegrity.

TABLE IV. COMPARISON OF POST-QUANTUM CRYPTOGRAPHIC (PQC) TECHNIQUES BASED ON PERFORMANCE, SCALABILITY, AND SUITABILITY FOR FANETS

PQC Technique Performance Scalability Suitability for FANETs
Lattice-Based Cryptography High Good Suitable for encryption and key exchange.
Code-Based Cryptography Moderate Limited Limited due to large key sizes.
Multivariate Polynomial Cryp-
tography

High Moderate Good for lightweight digital signatures.

Hash-Based Cryptography High Good Ideal for message authentication.
Isogeny-Based Cryptography Moderate Promising Suitable for lightweight encryption in

UAVs.

3) Complexity and Error Propagation: The problem is that
when two types of cryptographic algorithm are managed within
the same system, the system inherits the complexity and pro-
clivity for error. Frequently hybrid systems require complex key
management schemes as well as adjustments to protocols and
ciphers that can accommodate both types of cryptography.

Complexity raises not only the issue of more human error
being injected into security processes but also means that
both configuration errors and security missteps become more
likely. Any one of these—whether data breach or system
compromise—can easily occur.

4) Forward Secrecy: A major worry in scribes ignature
systems is how to make sure that even in the transition stage,
forward secrecy is respected. If Quantum computers of the
future could crack the hybrid system ’s classical portion, once
again they could decrypt past communications even if protected
by quantum-safe protocols. These include: Why is it necessary
to choose a cipher providing confidentiality and not something
else entirely.

E. Comparative Analysis of Existing Works

Table V gives a comprehensive comparison of the mecha-
nisms that works on the principles established in this paper
to see if they can be used for FANETs. The paper compares
the advantages and disadvantages of each approach, discussing
their possible application into the individual challenges that
UAV networks are faced with. The table illustrates various
cryptographic techniques e.g. lattice-based, hash-based and
hybrid cryptography that meet specific needs such as resource-

constrained environments, scalability requirements, and real-
time operation requirements [74], [75]. This comparison is
essential when it comes to selecting or developing solutions that
co-satisfy security and performance characteristics of FANET
environments.

IV. APPLICABILITY OF POST-QUANTUM SECURITY TO
FANETS

A. Integration Challenges

Integrating Post-Quantum Cryptography (PQC) with Flying
Ad Hoc Networks (FANETs) has a number of engineering and
usability issues. FANETs are characterized by special features
such as mobility, resource constraints and the requirement
of real-time responsiveness over communication networks —
making such networks highly dynamic in nature [76]. These
factors present obstacles that need to be overcome in order to
enable smooth PQC adoption.

1) Assumptions of Computational and Energy Constraints:
FANET nodes, which are mostly Unmanned Aerial Vehicles
(UAVs), have limited computing resources and powered by
batteries. Given this consideration, especially if the key sizes
or mathematical operations in the PQC algorithms are large or
complex, they may not be suitable for most of these nodes
[77]. The execution of complex and computation-intensive
algorithms may result in high energy consumption, limiting
the flight time and efficiency of the UAV. Striking this balance
between cryptographic strength, energy efficiency and the com-
putational feasibility is an ongoing research problem, especially
for smaller UAVs that have very constrained resources.
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TABLE V. COMPARISON OF SECURITY MECHANISMS FOR FANETS: STRENGTHS, WEAKNESSES, AND APPLICABILITY

Mechanism Strengths Weaknesses Applicability to FANETs
Lattice-Based Cryptography High security against quantum at-

tacks; efficient key exchange pro-
tocols.

High computational and memory
demands, especially for resource-
limited UAVs.

Suitable for key exchange and en-
cryption but may require optimiza-
tion for constrained environments.

Hash-Based Cryptography Lightweight, simple, and secure for
signature-based tasks.

Limited to specific applications
like message authentication; lacks
general-purpose encryption.

Ideal for message authentication
and lightweight security in FANET
communications.

Multivariate Polynomial Cryp-
tography

Low computational overhead; effi-
cient for signature schemes.

Vulnerable to some specialized at-
tacks; less versatile for broad cryp-
tographic functions.

Useful for digital signatures in
FANETs requiring quick and effi-
cient authentication.

Code-Based Cryptography Strong resistance to quantum at-
tacks; highly robust and secure.

Large key sizes and computational
demands make it less practical for
small, resource-constrained UAVs.

Applicable for scenarios requiring
high-security encryption but not for
lightweight applications.

Hybrid Cryptography Combines short-term efficiency of
classical cryptography with long-
term quantum resistance.

Complexity in implementation and
potential synchronization issues
between classical and quantum
methods.

Balances performance and secu-
rity, suitable for dynamic mission-
critical operations in FANETs.

2) Processing in real-time and latency of communication:
The inherent utilization of real-time communication and de-
cision making in mission-critical tasks such as navigation,
surveillance, and coordination makes FANETs inherently de-
pendent on real-time communication channels. Clicking on
this link will also let you listen to the latest episode of The
Ongoing History Of New Music – the general idea there is
PQC algorithms that take a lot of computing resources to run,
which may result in slowing down processing and consequently
adding communication latency [78]. This could delay the most
important commands or data packets, even putting missions at
risk of failure [79]. As an example, in a swarm of UAVs the
delayed communication can cause coordination failure which
affects coordinated operations. Maintaining the stringent latency
requirements for PQC algorithms, and avoiding any degradation
of real-time performance is one of the biggest challenges.

3) Scalability and the Nature of a Network: Since FANETs
are of dynamic nature as many nodes continues join and leaves
from the network. Such changes demand adaptive cryptographic
schemes that adapt without excessive reconfiguration overhead.
A number of PQC algorithms either have very large keys or very
computationally intensive operations, which do not scale well
as we add more and/or bigger nodes [80]. However, it is difficult
to create efficient PQC implementations that hold performance
when the network grows or topologies change regularly.

4) Compatibility with existing protocols: Furthermore, PQC
should not only be integrated into FANETs but also ensure
compatibility with conventional communication technologies
and hardware. Today network protocols are heavily optimized
for traditional cryptographic algorithms including RSA and
ECC, which have very different key sizes, processing require-
ments and implementation complexities than PQC. Incorporat-
ing PQC into these systems will likely necessitate significant
redesigns, making them cost-prohibitive to develop and forcing
a disruption of current operations. Making sure that developing
interoperable solutions have an easier path to PQC is just as
important—even if it requires a major system overhaul.

5) The Security vs Resource Trade-off: Since FANETs are
resource constrained, it becomes increasingly difficult or some-
times even impossible to have both; security and lightweight
Cryptographic solutions. PQC gives quantum resistance, but
using it in resource-constrained environments almost always
requires trade-off. The most secure algorithms may require
resources in unfeasible amounts, while lighter counterparts may
not offer full protection—leading to a trade-off. The challenge
lies in balancing these trade-offs to address FANET-specific
requirements (e.g. protecting sensitive data without draining
resources).

6) Avoid node failures and threats: FANETs are very lively
and non-centralized which makes them vulnerable to the node
failure and cyber cheats. However, the challenge is that we need
to implement PQC in such an environment that could be able
to sustain compromised or lost nodes while maintaining good
security of entire network. Consequentially, PQC schemes must
take these risks into consideration: part of their reauthentication,
key recovery and continuity under such hazardous conditions
should be secure.

7) Complexity and costs of implementation: PQC is a com-
plicated process that needs to be delivered by trained experts,
and requires an investment into upgrading systems as well. The
implementation of PQC over FANETs would require redesign
of cryptographic modules, upgrading of communication proto-
cols, and integration with new hardware; thus may incur high
cost. Additionally, PQC standards are still evolving—early im-
plementations may have to change to accommodate advancing
standards in the future.

B. Potential Solutions

1) Efficient Cryptographic Algorithms for FANETs: FANETs
are characterized by many stringent design constraints, such
as limited amount of computation, energy and instantaneous
reaction. In order to combat these issues lightweight crypto-
graphic algorithms are tailored or suited for good and secure
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communication under constraint conditions. In this paper, Post-
Quantum Cryptography (PQC) is customized particularly for
FANETs using algorithms that provide good balance between
security and efficiency.

• Lattice Basedwith Lightweight Key Exchange Protocols:
lattice based cryptography is naturally quantum resis-
tant and one of the candidates suitable for designing
lightweight protocols However, in case of FANETs, ex-
changing encrypted keys/seeds for the secure communica-
tions is a challenging task as all neighbouring nodes fre-
quently exchange messages and lattice-based systems pro-
vides efficient key exchange protocols such that they sig-
nificantly reduce computational overhead. Such schemes
enable secure key distribution over resource-constrained
UAVs while allowing for seamless communication under
dynamic topologies.

• Multivariate Polynomial Cryptography for Signature Val-
idation — Multivariate polynomial cryptography is based
on collections of quadratic equation systems over finite
fields that have a very low computational requirement.
An important reason why is an ideal candidate for digital
signatures used in FANETs, is that it provides fast au-
thentication of nodes and commands. This method enables
lightweight security to support resource-constrained UAVs
while ensuring strong protection, especially in terms of
real-time communication scenarios by reducing computa-
tional overhead.

2) Hybrid Cryptography with a Combination of Classi-
cal and Post-Quantum Cryptography: Hybrid cryptographic
schemes take advantage of the best features of classical and
post-quantum cryptography to due with future challenges. Such
Dual Approach is quite applicable for FANETs, as in the
detection of immediate operational challenges goes hand-in-
hand with surety from probable Quantum-enabled Attacks.
Hybrid cryptography provides the best of both worlds, enabling
users to choose a position between speed and security.

• Short-Term Security with Classical Encryption: Standard
cryptographic algorithms, including AES (Advanced En-
cryption Standard) or ECC (Elliptic Curve Cryptography),
that are currently in place to protect communications from
modern threats. They have good optimization as well as
efficiency on these algorithms which are good if you
require a fast search performance-wise.

• Integrated Post-quantum Columns: To secure the system
against quantum-enabled threat in the long term, post-
quantum algorithms are implemented to protect both the
column level and the system level [45]. This means, post
quantum computer era, FANETs security are gained by
including PQC into hybrid model.

• Flexible Trade-off between Security and Performance:
Based on the operational requirement, hybrid systems
will be able to switch from classical algorithms to post-

quantum ones and vice versa or operate in parallel. For ex-
ample, in low-security operations, classical methods may
prevail to save resources while high-security missions can
favor PQC. This flexibility supports FANETs in achieving
the security level that best uses resources according to
mission requirements.

C. Case Studies

The adoption of Post-Quantum Cryptography (PQC) within
Flying Ad Hoc Networks (FANETs) is still a relatively new
research topic. Still, one may learn from such cases and
especially from studies related to mobile systems with similar
environments either through simulations or actual deployment
– e.g., resource constraints or environmental factors affecting
performance. This demonstrates the feasibility and practicality
of PQC for FANETs as evidenced in these case studies.

1) Network Performance Analysis of PQC in Resource-
Constrained networks: However, simulations modeling the de-
ployment of PQC in environments with constraints comparable
to FANETs, such as IoT (Internet of Things) networks and
VANETs (Vehicular Ad Hoc Networks), give a baseline for
determining their effect on UAV systems.

• Lattice-Based Cryptography: Lattice-based key exchange
protocols simulated in an IoT network show being suitable
for resource-constrained devices with high security. The
results presented are also useful for FANET, as the re-
source profiles of those IoT devices highly resembles that
of UAVs regarding energy and processing capabilities.

• Discussion of Hash-based Cryptography: Studies on hash-
based signature schemes, particularly those based on
Merkle trees have demonstrated in VANETs that these
lightweight mechanisms facilitate secure message authen-
tication in a limited-time implementation environment
with a low computation cost. Such results can then be
translated into FANETs to provide real-time operational
communication integrity.

2) Hybrid Cryptographic Systems: This has been especially
the case for hybrid cryptographic systems that contain both
classical and post-quantum components, which have been tested
in low-latency high-security environments.

• For example, hybrid cryptography in practical systems
such as secure IoT platforms has been studied and it
was shown that while combining classical (immediate)
encryption with post-quantum algorithms for future pro-
tection is indeed possible; the potential problems of low-
latency applications after a sudden shift to Q computers
are instead left aside. Such systems continuously adapt
tradeoffs between performance and security, appropriate
for FANETs that have varying demands at runtime [81].

• Resource Optimization: Studies indicate that hybrid sys-
tems can allow classical cryptography to operate efficiently
on traditional hardware while layering quantum-resistant
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algorithms at its periphery for key exchange or digital
signatures [82]. This is particularly important in the case
of UAV networks as it is vital to conserve energy while
maintaining security.

3) Real-World Deployment: While limited, real-world in-
dicative instances of PQC use case in UAVs and military grade
networks are illuminating in their lessons on potential practical
obstacles and benefits to such technologies.

• Secure Networks of Military Grade: The possibility of
using post-quantum cryptographic protocols for secure
communication in military applications could potentially
be adapted in FANETs, as the military domain has been
investigating these methods. Such implementations tend to
leverage lattice- or hash-based cryptography, since both are
more resilient and can more easily be accommodated in
resource-limited settings.

• UAV Communication: Initial research of PQC in UAV
communication investigated the implementation of lattice
based algorithms for secure Key exchange. But these
cases also highlight the challenge of higher computational
overhead and protocol optimization to keep real-time per-
formance.

We develop a typology of simulated, hybrid cryptographic
system and followed by actual integration into service, with
each level assign relating approaches gained during the explo-
ration and reflections from insight provided as FANET designs
adopt PQC. Investigating comparable environments and actual
deploys gives insights to circumvent computational limitations,
make sure scalability, and strike the right level of security versus
operational efficacy that is cost effective in FANETs. The case
studies are a backbone for further enhancing the way in which
PQC is having adopted in UAV networks. Table VI provides a
clear and concise comparison of the insights, strengths, and
challenges associated with each case study type, helping to
contextualize their applicability to FANETs.

V. RESULTS

This part of the report looks at how different Post-Quantum
Cryptography (PQC) algorithms are applicable in FANETs in
ter ms of performance, scalability, and vulnerability (Fig. 2).
The computational overhead, energy efficiency, and robustness
of these cryptographic schemes against quantum threats and
traditional attacks. This paper will investigate some most impor-
tant results and apply them to find directions for improvements.
The findings are essential for establishing the practical feasibil-
ity as well as limitations in incorporating PQC into FANETs.

A. Experiment Setup

To rigorously research the performance, scalability, and
security of Post-Quantum Cryptography (PQC) algorithms in
FANETs, the test setting or properly configured Dian Di could

hardly be more important. Such a test environment must reason-
ably approximate flight conditions for FANETs out in the field,
to make findings reliable and practically applicable. Here are the
details of the experimental setup with PQC algorithms applied
to FANETs as its object of study: UAV Platforms: The test
platform employs several UAVs each fitted with components
for testing a main-onboard computer system that is also typical
of today’s small UAVs. The UAVs are configured to handle
various computational loads and even replicate some of the real
operating conditions of FANETs. Such UAVs Communication
Equipment: Each UAVs has standard communication gear that
complies with the specifications of FANET, able to simulate
both short-range and long-distance communications

B. Computational Overhead and Energy Efficiency

1) Lattice-Based Cryptography:

• Running Time: simulations also show the key generation
and decryption processes requires in average about 30%
more ceremony for computational cycles than what is
currently devoted on a standard UAV computer platform
(time driven).

• Power Consumption: Energy consumption measurements
indicate that lattice’s operations increase the power con-
sumed by an additional 25%, which could therefore take
off its ultrafast, uninterrupted 70% - and power delivery
runs as well.

2) Multivariate Polynomial Cryptography:

• Running Time: It offers lower computational overhead
than lattice-based schemes, its only up 15% on average
in processing time compared to current CPU complex
numbers and a little more than symbolic mathematics.

• Power Consumption: Shannon shows a moderate increase
in power (in the 10 % range), which does less impact
on UAV’s lifetime continued performance than the power
consumption of lattice-based codes.

Fig. 1 compares the resource demands of Lattice-Based
Cryptography and Multivariate Polynomial showing that the
former consumes significantly more computational time and
energy. This could limit its application in resource-sensitive
FANETs where UAV operations currently have no other choice.
In contrast, Multivariate Polynomial Cryptography lays not the
same heavy demands on both metrics and so it is a more
reasonable choice for UAVs where resource efficiency comes
first. The need to balance resource usage and security when
choosing cryptographic methods for FANETs is emphasized in
the comparison made here.

C. Scalability and Network Performance

• Network ThroughPut: Because FANETs has adopted post-
quantum cryptographic algorithms, throughput has actually
gone down by 5 to 10%, depending on the complexity of
the cryptographic algorithms involved.
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TABLE VI. COMPARISON OF KEY INSIGHTS FROM CASE STUDIES ON PQC IN FANETS

Criteria Simulations Hybrid Systems Real-World Deployment
Environment Modeled (IoT, VANETs) Mixed (Simulated + Real Sys-

tems)
Real systems (Military-grade
networks, UAVs)

Algorithms Explored Lattice-based, hash-based Classical + PQC (Hybrid) Lattice-based, hash-based
Performance Shows feasibility with re-

source optimization
Balances performance and se-
curity dynamically

Feasible, but highlights over-
head and real-world challenges

Scalability Demonstrates scalability in
resource-limited networks

Supports adaptable solutions
for varying demands

Real-world scalability depends
on specific implementations

Suitability for FANETs High relevance for constrained
UAV networks

Strong potential for balancing
operational needs

Provides actionable insights
into implementation

Fig. 1. Comparison of Computational Overhead and Energy Efficiency

• Latency: With the higher-complexity PQC schemes, like
lattice-based cryptography for example, delay was raised
by as much as 20% and multivariate polynomial schemes
of this type are as bad as an additional 10 percent delay.

In this Fig. 2, we see the network performance impacts
of Lattice-Based and Multivariate Polynomial Cryptography
in FANETs. Particularly for FANETs - the findings of this
visualization today underscore passionately that security and
performance must be considered together when cryptographic
solutions are implemented.

Fig. 2. Impact on Network Performance by Cryptographic Scheme

D. Security Analysis

This table VII and the accompanying analysis highlight the
strengths and vulnerabilities of each cryptographic scheme,
guiding the selection of the most appropriate methods for
securing FANETs against both current and future threats.

TABLE VII. SECURITY ANALYSIS COMPARISON TABLE

Cryptographic
Scheme

Quantum Attack
Resistance

Side-channel Attack
Susceptibility

Lattice-Based
Cryptography

High resistance Low susceptibility

Multivariate Polyno-
mial Cryptography

Moderate resistance High susceptibility

• Lattice-based cryptography: Its advanced mathematical
structure makes it highly resistant to quantum attacks, and
is therefore a good choice for long-term security during
the era of quantum computing. However, susceptibility to
side channel attacks is low; it is still robust even under
advanced exploitation attempts in which an attacker tries
to gain information from the physical implementation of
the cryptosystem.

• Multivariate Polynomial Cryptography: Moderately resis-
tant against quantum attacks, not as powerful as lattice-
based methods but still a big improvement over classical
algorithms. However, it is highly susceptible to side-
channel attacks like timing analysis or power analysis. This
could compromise security in practical implementations
especially for resource-constrained environments such as
FANETs.

VI. DISCUSSION IN IMPLEMENTING POST-QUANTUM
SECURITY IN FANETS

A. Challenges

• Computational Complexity: Recent PQC algorithms, like
lattice- and code-based cryptography have heavy compu-
tational demands that may exceed the limited processing
capabilities of UAVs.

• Energy Consumption: Most of the PQC schemes require
heavy computations or large key size which increases
energy usage, lowering UAV flight time and operational
efficiency.

• Real-Time Communication: Low-latency communication
is key to mission-critical FANETs. High computation
cost of PQC algorithms may incure latencies, negatively
affecting the speed of response.

• Limitations of memory and storage: PQC depends on large
key sizes and complicated data structures that cannot be
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easily managed by an UAV with extremely limited onboard
memory.

• Dynamic Topologies: The rapid changing of FANET
node configurations keeps requesting each cryptographic
schemes be quick reacting accompanied with minor re-
configuration overhead.

• Scalability: A channel facilitating ease drop with many
UAVs in a great areaEnsure that these PQC algorithms
can easily scale [40] when more and more UAVs are
present and the network size increases, without perfor-
mance degradation is another pressing challenge.

• Interoperability: In order to be ready for the transition
to PQC, it is crucial that both sides will use hardware
and communication protocols which are designed often
for classical cryptographic methods.

• Standardization Issues: This also means that new imple-
mentations have to reinvent the wheel as there are no uni-
versal standards to ensure interoperability and long lasting
schemes in PQC; all of these different implementations
end up needing a rewrite every x years while PQC is still
in development.

• Attack Surface Expansion: PQC schemes introduce addi-
tional computational or transmission steps which can place
UAV networks operating in hostile environments at risk
from new classes of attacks.

• An Implicit Augmentation of Hybrid Cryptography: As
a result, in the hybrid method of using the classical
cryptographic methods and PQC together, we integrate
complexity as it is necessary to prevent performance
reduction due to poor synchronization between classical
and advanced encryption.

• Deployment Costs: In resource-constrained or budget-
sensitive scenarios, retrofitting existing FANET infras-
tructure for PQC or deploying new systems comes with
significant cost.

• Resilience to Node Failures: Node loss due to hardware
failure or attacks is inevitable in FANETs. Making sure
that PQC-based solutions still work and are safe under
such scenarios is indeed a non-trivial task.

• Delayed Sensitive Applications: Specific FANET opera-
tions, including coordinated swarming or real-time data
streaming, need cryptographic protocols with low latency.

• Key Management Complexity: The use of large keys that
may also need frequent update on a dynamic FANET
makes it even more challenging to manage, distribute
and transfer the keys for secure channels in PQC based
algorithms.

• Adversarial Learning Attacks: New adversarial techniques,
such as attacks powered by quantum computers, might
leverage vulnerabilities in certain PQC implementations
or even their settings.

B. Opportunities

• Lightweight Cryptography: The further design of
lightweight PQC algorithms for resource-limited devices
such as UAVs provide an exciting opportunity to improve
the security for FANET while maintaining efficiency.

• Integrating with Next-gen Technologies: Eventually, other
paradigm-shifting technologies such as Post-Quantum
Cryptography (PQC), edge computing, artificial intelli-
gence (AI) and 5G/6G networks will be integrated into
FANETs to build strong adaptive and secure environments
for MANETS.

• Standardization Efforts: While several PQC algorithms are
available, initiatives from organizations like NIST that
build consensus around these solutions lead to interopera-
ble and broadly accepted methods for FANET applications.

• Hybrid Cryptographic Systems: There are opportunities
to refine hybrid systems that leverage classical, PQC ap-
proaches with strategic placement for near-term efficiency
and long-term quantum resistance.

• Development of Hardware more energy-efficient: Whether
efficient UAV encryption and key management, the devel-
opment of dedicated cryptographic hardware or accelera-
tors for post-quantum cryptography can overcome energy
consumption hurdles.

• Shielded Communication Protocols Against Quantum At-
tacks: Such compatibility allows the secure FANETs to
evolve but transmit network data via existing communi-
cation protocols by developing quantum-safe variants of
current communication protocols.

• Adoption in Critical Sectors: Traffic from FANETs in dis-
aster response, military and smart agriculture can facilitate
PQC adoption by demonstrating its importance in securing
mission-critical communications.

• Secure Swarm Coordination: In particular, PQC enables
new possibilities for such secure coordination of large
UAV swarms, by defending against command spoofing and
the external corruption of the collective in an adversarial
environment.

• Collaborative Security Models: The combination of
blockchain and distributed ledger technology (DLT) with
post-quantum cryptography (PQC) provides decentral-
ized and tamper-proof security mechanisms tailored for
FANETs.

• Global Research Collaboration: Better work between
academia, industry, and governments can expedite the
innovation and deployment process of PQC with respect
to FANET nature-specific applications.

C. Future Directions

• Optimizing Algorithms for FANETs: The work should
pertain to tailoring lattice-based, hash based and other such
specific PQC schemes with minimal computational and
energy overhead but must be secure.
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• AI-Driven Security: PQC incorporated with AI will pro-
vide better detection against any potential threats, dynam-
ically adjust the security mechanisms and allot available
resources optimally in FANETs.

• Real World Testing and Simulation: Further simulations or
even implementations of PQC in UAV and FANET settings
will provide useful performance and scalability insights in
practice.

• Managing keys dynamically: To overcome these limita-
tions, future research work should address adaptive key
management systems that could adapt to the dynamic
nature of FANETs topologies and network states.

• Multi-Tiered Models of Security: Layered security ar-
chitectures combining PQC with intrusion detection and
secure routing as well as resilient communication channels
will bolster overall network protection.

• Energy-Aware Implementations: This research direction
can tackle the energy consumption issue of FANETs by the
exploration of energy-aware PQC algorithms and hardware
accelerators for UAV platforms.

• Swarm Intelligence Quantum-Safe: PQC based Secured
swarm intelligence will provide resilient mechanism of
tamper-proof communication among UAVs in FANETs
supporting highly dynamic missions.

• Interdisciplinary Research: By working together, cryptog-
raphers, network engineers, and UAV designers can make
sure that the solutions they are developing strike a bal-
ance between both security requirements and operational
requirements.

• Creating Policies and Regulation: This will lead the way
for development of policies and regulatory frameworks to
integrate PQC into UAV and FANET systems.

• Firmware Updates With Quantum Resistance:
Quantum-safe methods for secure over-the-air UAV
firmware/software updates will protect FANETs from
future generations of cyber adversaries.

VII. CONCLUSION

The study emphasizes that it is critical to implement Post-
Quantum Cryptography (PQC) in Flying Ad Hoc Networks
(FANETs) to defend against future threats from quantum com-
puting. It analyzes representative PQC algorithms, focusing
on lattice-based and multivariate polynomial crypto primitives,
pitting the trade-offs these methods impose between security,
computational overheads, and energy efficiency against one an-
other. The findings are that it is possible to balance security and
performance through the use of hybrid cryptography systems
and lightweight protocols. While the study has limitations in
computational resources and test quantity, its real-world action
will be in the area of four-bodied regulations. This includes
adaptive algorithms as well as AI-driven security and secure
swarm coordination. We have something to be proud of in
the novelty of this paper. Future research should focus on

the adaptation of PQC to dynamic, resource-scarce FANET
surroundings, realizing practical deployments, and promoting
standardization frameworks in international collaboration.
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