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Abstract—Security in vehicular ad-hoc networks (VANETs) as
a result, vehicular ad-hoc networks (VANETs) need to adopt
and implement strong security protocols respective to vehicle-to-
vehicle and vehicle-to-infrastructure communication. But state-of-
the-art authentication methods have drawbacks like computational
overhead, scalability issues, and susceptibility to identity stealing,
replay attacks and data manipulation. To mitigate these issues,
we present an innovative protocol for mutual authentication
in edge computing assisted VANEts by employing an elliptic
curve signature-based to improve the security and performance
of the protocol. The proposed scheme guarantees low-latency
authenticated by offloading computation tasks to edge nodes and
simultaneously provides conditional privacy-preserving vehicle
tracing for law enforcement. Formal security verification using
ProVerif shows to be resilient towards replays, man-in-the-middle
and eavesdropping attacks. Simulation results also show that the
proposed protocol achieves highly efficient computational and
communication overhead in comparison with current approaches.
The performance results are promising and therefore, the proposed
scheme can I be considered as practical and scalable for realistic
applications in VANET.

I. INTRODUCTION

Over the past decade and years, the Vehicular Ad Hoc
Networks (VANETs) have been driven by the growing number
of vehicular networks and the growing number of connected
vehicles [1]–[3]. By allowing vehicles to communicate with
each other (V2V) and with the roadside infrastructure (V2I) in
real-time, VANETs help to increase road safety, efficiency of
traffic and convenience of the drivers [4]–[6]. Nevertheless, the
security vulnerabilities associated with these wireless communi-
cations are quite high, such as those involving identity spoofing,
replay attacks, data tampering while in transit, eavesdropping,
change, and interception [7]–[9]. By default, authenticating
successful mechanisms and preventing various attacks can allow
attackers to impersonate legitimate vehicles, inject false data,
or disrupt the network, causing great safety and traffic hazards
[10]–[12].

Vehicular ad hoc networks (VANETs) are crucial for bet-
tering road conditions and the driving experience due to the
proliferation of automobiles and advancements in wireless
communication technology [13], [14]. Message authentication
provides the foundation for secure communication in VANETs,
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which are centred around vehicles communicating with each
other. To make message authentication more efficient, several
approaches have been developed. An on-board unit (OBU),
a trusted authority (TA), and a roadside unit (RSU) make
up a typical VANET architecture [3], [15]. Registration and
issuance of secret key material are responsibilities of the TA,
which functions as the trusted management centre. Installed
at strategic points along roadways, RSUs connect automobiles
to TAs. Communication between vehicles and infrastructure is
controlled by the on-board unit (OBU) in each vehicle [16]–
[18]. Without a proper security plan for VANETs, malevolent
attackers can alter the message transmitted by a vehicle or
even pose as a vehicle because V2V and V2I communications
are wireless. The receiver of a communication in a VANET
must, therefore, verify its authenticity and trustworthiness. The
information contained in a message may only be trusted if the
message itself is reliable [19]–[21].

A growing number of people are worried about privacy
in VANETs these days. Nobody wants their personal details
or driving route revealed [22], [23]. Accordingly, VANET
communication protocols should meet anonymity requirements,
which means that vehicles should interact with all entities using
a fake identity rather than a genuine one [24], [25]. On the
other hand, you should stay away from a totally anonymous
programme for reasons like these. Although it is impossible
to completely eliminate the possibility of malevolent vehicles
sending fake communications or trying to alter legitimate ones,
it is possible to track such vehicles and identify who they
really are. We examine strategies in VANETs that can meet
the conditional privacy-preserving (CPP) criterion [26]–[28].

A public key infrastructure (PKI) based signature authenti-
cation technique was presented by Raya and Hubaux [29] to
address privacy and security concerns in VANETs. All traffic-
related data transferred on VANETs must undergo authenti-
cation before it can be trusted, according to their method-
ology. Authentication and integrity checks are best handled
by PKI-based systems [30]–[33]. Nevertheless, these plans do
come with certain drawbacks. There is a direct proportional
relationship between the number of vehicles and the RSU’s
gearbox overhead since each vehicle must keep a large number
of pseudonym certificates [34], [35]. As a second point, a
high volume of vehicles can cause communication channel
congestion due to the relatively large size of certificates. In their
schemes, the RSU and vehicles validate the received messages
sequentially; this process is extremely inefficient and not fit for
deployment in real-world circumstances [36]–[38].

An effective method for verifying the signatures of batches
of messages in V2I communications was proposed by Zhang
et al. [33] to solve the performance problems with PKI-
based methods. The RSU in this method may verify many
received messages simultaneously, which greatly reduces the
total verification overhead and improves the operating efficiency

of the VANETs. This is in contrast to prior schemes where
each received message is confirmed individually. Additionally,
their approach is highly favourable in terms of communication
and computing cost, and there is no need for a certificate
because it is based on identification. There have been numerous
improvements to identity-based batch authentication techniques
since Zhang’s proposal [33], including [33] and [39]. While
these schemes do increase efficiency, they aren’t designed to
handle situations where things aren’t going according to plan,
such when there are a lot of vehicles.

Most vehicles have limited processing capability, therefore
it will take longer than expected to verify several messages.
Chim et al. [40] offered a solution to these issues by having the
RSU assist adjacent vehicles in verifying the received messages,
eliminating the requirement for those vehicles to do it indepen-
dently. Specifically, the RSU executes batch authentication on a
number of communications to ensure their authenticity. The va-
lidity of the messages in the batch is determined by the success
of the batch authentication. If not, then at least one message is
invalid, and to identify them, batch authentication and a binary
search would be carried out. Upon verifying the authenticity of
the vehicle-sent messages, the RSU would next configure two
bloom filters to save the authentication outcomes. One specific
usage of the RSU is to create a positive filter for valid message
hashes and a negative filter for invalid message hashes. After
that, at a predetermined frequency, the RSU would transmit the
positive and negative filters to vehicles in the area. Therefore,
in order for the cars to confirm the messages, they would just
need to check the two filters. The overall system efficiency
is enhanced, and the amount of duplicated authentication is
substantially reduced, thanks to this. Nevertheless, it would be
overloaded if its performance were entirely dependent on the
RSU’s computational capabilities [35], [41].

By showing that adjacent vehicles may share the computing
load on the RSU, Liu et al. [42] made it possible to fully
utilise the computational capabilities of vehicles. Based on
the computing power, the system chooses proxy vehicles in
this approach. When the RSU verifies a message, the proxy
vehicles should relay that information to the RSU along with
their findings. The accuracy of the outcome will then be verified
by the RSU. Even while the suggested method greatly enhances
the RSU’s verification performance, it still falls short due to the
basic operation’s heavy reliance on bilinear pairing and map-
to-point. Furthermore, the RSU does not verify if the original
signature is faulty or if the proxy vehicle altered the valid
signature in the event that a batch of communications includes
defective messages, meaning that the signature of a message is
invalid.

Most data generated between the VANETs’ (vehicles’) pe-
riphery and the cloud’s periphery are inefficient, just like the
VANETs themselves [43]. Edge computing has been imple-
mented to address this issue. Instead of limiting computation
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to the cloud data centre, a method known as ”edge computing”
enables computation to take place at the network’s periphery,
near the data source [44]. The most distinctive feature of edge
computing is the fact that the very edges of the network are
both data consumers and producers. In contrast, the network’s
periphery only serves as a consumer in cloud computing. We
present an innovative edge-computing approach to VANET
message authentication in this research. Our plan calls for the
RSU to serve as the car’s cloud, while another component
of the vehicle will serve as an edge-computing node to help
authenticate messages. The following are some of the contribu-
tions we provide in this paper to overcome the aforementioned
drawbacks:

Based on the shortcomings of previous proposals for VANET
authentication, we present a new mutual authentication protocol
that incorporates edge computing and signature-based cryptog-
raphy to achieve improved levels of security, efficiency, and
scalability. - A summary of key contributions of this work are
as follows:

• The optimal edge-assisted mutual authentication The intro-
duction of signature-based authentication mechanism of edge
nodes to delegate tasks reduces the latency and computational
overhead of vehicles and RSUs.

• Common Attack Resistance: The protocol resists the identity
spoofing, replay attacks, eavesdropping, and man-in-middle
attacks.

• Privacy-Preserving Vehicle Tracking: Our scheme offers con-
ditional privacy by allowing authorized entity such as law
enforcement, to trace vehicle identities when needed while
ensuring that the personal information is not disclosed to any
unauthorized third party.

• Security Analysis: We analyze our protocol using a formal
security verification tool ProVerif, proving that our solution
is secure against standard cryptographic attacks.

• We demonstrate lower computational and communication
costs of our approach as compared to existing VANET-
based authentication schemes via simulations and perfor-
mance analysis, to highlight the practical scalability of our
proposed design for real-world implementation.

The rest of this paper is structured as follows. Section II
reviews security approaches on VANET. Section III introduces
architecture of design model based on our solution. Section IV
proposes novel work of this paper. Section V evaluates informal
and formal verification process of the proposal. Section VI
shows results of costs in terms of computation and commu-
nication. Lastly, the concluation and future work of this paper
are summarized in Section VII.

II. RELATED WORK

Some related works [45]–[52] proposed to provide security
and privacy in VANET. Lim et al. [53] presented a key
management approach that was both efficient and effective for

group signature based authentication. This protocol allowed for
the extension of groups to domains with many roadside units.
In addition to delivering group keys to vehicle nodes in a secure
manner, their approach guarantees security characteristics. With
the aim of enhancing the efficiency and security of cross-region
vehicle authentication, Zhang et al. [54]presented a modular
and decentralised system. Upon entering a new region, the
cross-region vehicle can choose the edge computing vehicle
by checking the reputation value of the nearby cars. Goudarzi
et al. [55] designed a mutual authentication approach based on
Quotient Filter (QF) and fog computing by assigning unique
pseudonym and ECC to maintain anonymity and achieve mes-
sage authentication in VANET system, receptively. Tahir et al.
[56] proposed a secure and efficient data transmission across an
open channel that is possible with the help of this work’s multi-
factor authenticated key agreement technique for VANETs,
which is both lightweight and encrypted. Almazroi et al. [57]
proposed a technique based on the Chebyshev polynomial to
safeguard vehicle-to-vehicle communication in 5G-based vehic-
ular networks from DDoS attacks. This proposed used the semi-
group and chaotic properties of the Chebyshev polynomial.
To address these concerns in 5G-enabled car networks, Al-
Mekhlafi et al. [58] suggested a CPPA approach that relies on
fog computing (FC). Their proposal the FC-CPPA technique,
which involves preloading each legitimate vehicle with a set of
public anonymity identities and their associated signature keys
obtained from a fog server. Almazroi et al. [59] proposed the
L-CPPA system that uses a fog server to produce secret keys,
which are then sent to each registered automobile via a 5G-
Base Station (5G-BS). The suggested L-CPPA approach has the
trusted authority, not the vehicle’s Onboard Unit (OBU), keep
track of the master secret information for each fog server. Mani-
vannan et al. [46] proposed a privacy-protecting, lightweight
authentication protocol that uses exclusively hash functions and
exclusive-OR operations, inside an appropriate communication
paradigm for VANET. To ensure that only authorised vehicles
can access the services provided by zones, Chen et al. [60]
presented BASRAC, a rule-based access control and batch
authentication mechanism for VANETs. Additionally, BASRAC
allows for batch verification, which boosts authentication ef-
ficiency even further. Wang et al. [61] designed lightweight
authentication mechanism that once the initial mutual authen-
tication with the closest roadside unit (RSU) was completed,
their methodology allows EVs to proceed with the mutual
identity authentication with subsequent RSUs without having
to redo the tedious calculations. Gupta et al. [62] proposed a
new framework for an Internet of Vehicles (IoV) architecture
model and an authentication-based protocol (A-MAC) for smart
vehicular communication. In order to keep communications
secure while they are being sent between cars, the method
employs cryptographic principles and hash operations. Ouaissa
et al. [63] designed secure mutual authentication by combining
vehicular ad-hoc networks with Fifth-Generation (5G) networks
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due to the diverse range of applications and services that are
needed by vehicle networks. Soleymani et al. [64] offered a
new framework for an Internet of Vehicles (IoV) architecture
model and an authentication-based protocol (A-MAC) for smart
vehicular communication. To ensure the necessary level of
security, the technique employed cryptographic principles to
transmit messages between cars and employs hash operations.
An innovative group signature-based approach was suggested
by Wang et al. [50] for mutual authentication between vehicle-
to-vehicle (V2V) communication in a 5G-enabled VANET’s
hybrid D2D message authentication (HDMA) scheme. An
improved and more secure group of vehicles based on the
Key Agreement Protocol (KAP) was proposed by Nyangaresi
et al. [65] for use in 5G networks. In this case, Automated
Validation of Internet Security Protocols and Applications was
used to validate the security results. Asghar et al. [66] offered
a mechanism that streamlines the authentication process and
makes CRL size linear. Meanwhile, Asghar et al. [66] simulated
a variety of authentication queries to demonstrate the decreased
time. Tangade et al. [67] proposed privacy-preserving authen-
tication (DSPA) method for safe vehicular ad hoc networks
was both decentralised and scalable. A mixed cryptography was
used by the suggested scheme. When communicating between
vehicles and infrastructure, DSPA uses symmetric hash message
authentication code (HMAC) authentication, and when commu-
nicating between vehicles, it used asymmetric identity-based
(ID-based) cryptography. Cao et al. [68] presented a new group
signature protocol for VANET authentication that combines
lattice cryptography for quantum-resistant authentication with
Bonsai-tree signature architecture for forward security. Yue et
al. [69] offered a new authentication protocol technique that
uses the entire sub-tree method to accomplish membership
revocation, which guarantees forward security. By dividing the
VANET domain into multiple sub-regions, Sun et al. [70] can
implemented a distributed key management (DKM) method that
ensures all vehicles regularly update their group secret key with
the regional group manager in charge of their respective region.
Zhang et al. [71] offered a smart drone-assisted anonymous
authentication and key agreement for 5G/B5G vehicular ad hoc
networks to let vehicles communicate more efficiently while
protecting their privacy. An efficient authentication scheme that
preserves privacy was proposed by Tian et al. [72]. Despite the
limited resources of small-scale UAVs, their approach guaran-
tees efficient authentication through the use of a lightweight
online/offline signature design. Khalid et al. [73] designed an
anonymous handover authentication system to safeguard the
flight path of drones by providing secure key management,
rapid verification, and signature creation. Lee et al. [74] sug-
gested a simple strategy for managing regional segmentation
and resolving overhead based on the dynamic characteristics of
vehicles. Our protocol also employs mutual authentication and
honey list technology to safeguard vehicle information during
transmission over public channels, which might be vulnerable

to many types of assaults. In order to set up a secure connection
between devices and the cloud through the movable drone,
Mall et al. [75] initially created a lightweight protocol and
an appropriate architecture based on Physically Unclonable
Function (PUF) for the endeavour, which is employed for
communication message encryption. To effectively aid and
guarantee the privacy and security of maritime transportation
systems, Chaudhry et al. [76] offered a lightweight authen-
tication protocol that can be used with 6G-IoT. To simplify
the verification of digital signatures and provide conditional
privacy protection in VANET communications, Samra et al.
[77] presented a novel system called Certificateless Aggregate
based on Traceable Ring Signature (CLA-TRS).

III. DESIGN MODEL ARCHITECTURE

This strategy takes into account four individuals. You have
TA, the RSU, the edge computing, and the car. In the phases
of message transmission and vehicle identification revelation,
after TA registrations, RSUs, edge computing, and cars engage
in communication and session formation. Edge server act as
go-betweens for vehicles and RSUs, and the two types of
channels in question are wireless. The connection between RSU
and TA is electrical. Allotting parameters and keeping tabs on
cars are TA’s responsibilities. General data transmission does
not involve it. It is clear that TA is solely used during the
registration and vehicle identity disclosure processes. No data
held in any entity is considered vulnerable to breaking. Every
communication between entities is vulnerable to interception,
forgery, or blocking by the enemy. Conversely, we might
state that the attacker has channel control during the message
transmission and vehicle identification revelation stages. Fig. 1
clearly shows the data flow and architecture, which everyone
can read and comprehend.
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IV. THE PROPOSED SCHEME

This proposes have the following stages called, setup, en-
rollment, mutual authentication, and vehicle identity disclosing.
Table I contains the referenced annotations.

TABLE I. GENERAL UTILISED NOTATIONS

Notations Definition
P Generator point on elliptic curve
q Large prime number (order of P )
G Cyclic additive group on an elliptic curve
TID True identity of vehicle or RSU
xA, PubA Private key and public key of the trusted authority (TA)
AIDi Anonymous identity of a vehicle
h Secure hash function
mi Message exchanged about road conditions
H1, H2, H3, . . . Cryptographic hash functions used for different security

operations
⊕ XOR operation

A. Setup

This phase initializes the system parameters as follows.
• TA uses a point generator P and a big prime order q to

create a cyclic additive group G on an elliptic curve.
• TA pick ups as TIDA identity, xA as its private key, and
PubA = xA · P as its public key.

B. Enrollment

This phase is responsible for enrolling the components in the
system as follows.

1) RSU Enrollment: For each RSU, TA assigns TIDr as its
identity, xk as private key, and Pubx = xk · P as public key.
Then TA submits these parameters to RSU through the secure
channel.

2) Edge Computing Enrollment: For each edge computing,
TA assigns TIDe as its identity. For each RSU, TA computes
βx
j = H1(TIDr||xA||TIDe) and transmits TIDr, Pubr all of

βx
j to edge computing through the channel security.
3) Vehicle Enrollment: For each vehicle, TA assigns TIDv

as its identity. For each RSU chooses xi ∈ Z∗
q and anonymity-

ID AIDi ∈ 0, 1s, computes βx
i = H2(AIDi||xi||TIDr), αx

i =
H3(TIDx||xk), ski = ci + H4(TIDr||TIDA||PubA)ck, and
fi = xi · P , and then transmits AIDi, βk

i , αk
i , ski and di to

vehicle through a channel security. TA saves (TIDv, fi) in its
databases.

C. Mutual Authentication

• Edge computing is set in RSU’ communication range, and
it sends TIDj , T IDk and Pubk periodically.

• Vehicle Vi generates the information mi. Once
obtaining the periodical transmission. Vehicle
chooses ei,1 ∈ Z∗

q and AIDnew
i ∈ {0, 1}x,

selects the timestamp ti, computes Ai,1 = ei · P ,
Ai,2 = βx

i ⊕ H4(AIDi||ei,1·Pubk||ti) ⊕ (fi)s, Ai,3 =
AIDnew

i ⊕ H6(AIDi||ei,1||fi||ei,1||ti) ⊕ mi, Ai,4 =
αk
i ⊕H7(AIDi||AIDNew

i ||fi||ri,1||ti)⊕mi, Ai,5 = ei,1+

H8(AIDi||AIDNew
i ||fi||Pubk||Ai,1||ei,1Pubk||mi||ti)Sk

i ,
Ai,6 = H9(AIDi||mi||TIDr||ei,1Puba) ⊕
TIDi, Ai,7 = ei,1 +
H10(AID||TIDi||ri,1Puba||Bi,1||Puba)si, and transmits
M1 = {AIDi, Ai,1, Ai,2, Ai,3, Ai,4, Ai,5, Ai,6, Ai,7, ti} to
edge computing.

• Once abating M1, D chooses e2 ∈ Z∗
q and gets the

position information Posj , calculates Aj,1 = e2 · P ,
Aj,2 = bkj ⊕ H11(e2Pubk||ti) ⊕ Posj and Ai,3 =
H12(Aj,1||Pubk||e2Pubk||ti||βj ||TIDj ||TIDr||M1),
and transmits M2 = M1, Aj,1, Aj,2, Aj,3, T IDj to RSU.

• RSU verifies ti after obtaining M2, and
calculates Ak,1 = xkAi,1, and Ak,2 = Ai,2 ⊕
H2(AIDi||xk||TIDr)⊕H5(TIDi||Ak,1||ti). Then fi can
be deduced. Then RSU passes to calculates AIDnew

i =
H6(AIDi||Ak,i||ti||TIDe||TIDr) ⊕ Ai,3, mi = Ai,4 ⊕
H4(TIDk||xk) ⊕ H7(TIDi||Ak,1||ti||TIDj ||TIDe)
and verifies if Ai,5 = Bi,1 +
H8(TIDi||TIDnew

i ||fi||Pubi||Ai,1||AK,1||mi||ti)(di +
H5(TIDr||TIDA||Pubk)Pubk). M1 can be considered
from Vi if the verification methods. Once RSU obtains
multiple information from edge computing in a short
period, it could process the batch verification as below.∑n

i=1 Ai,5P =
∑n

i=1 Bi,1+∑n
i=1 H8(AIDi||AIDnew

i ||fi||Pubk||Ai,1||Ak,1||mi||ti)
×(fi +H5(TIDs||TIDA||Pub))Pubk

(1)
• RSU calculates Ak,3 = xkAj,1, Posj =
Aj,2 ⊕ H1(TIDj ||xk||TIDk) ⊕ H11(Ak,3)||ti) and
tests if Aj,3 = H12(Aj,1||Pubk||Ak,3||ti||H1(TIDj ||
xs||TIDr)||Posj ||TIDj ||TIDr||M1). If ok, the entire
information M2 is legal.

• RSU selects timestamp ts calculates
Ak,4 = H2(AIDnew

i ||xk||TIDk) ⊕
H13(AIDi||AIDnew

i ||Bi,1, Pubk||AA,1||tk) and
Ak,6 = H15(AIDnew

i ||AIDi||H2(AIDi|| xk||
TIDj || TIDe||Ai,1, Ai,2, Ai,1|TID) and transmits
M3 = {Ak,4, AK,5, Ak,6, tk} to edge computing.

• Once obtaining M3, edge comput-
ing verifies of tk and if Ak,5 =
H14(TIDe||TIDk||tk||Posk||Aj,1||e2Pubk||Ak,4).
If ok, M4 = {Ak,4, Ak,6, tk} is sent to Venice.

• Finally, vehicle verifies tk and calculates βnew
i = Ak,4 ⊕

H13(AIDi)||AIDnew
i ||Ai,1||Pubk||ei,1|| TIDj ||TIDe||

Ai,1||Ai,7, Pubk||ei,1, tk||βnew
i .

D. Vehicle Identity Disclosing

Government agencies like the police can disclose automo-
biles by taking these steps:

• RSU selects r3 ∈ Z∗
q , computes Bk,7 = r3P , and

Ak,8 = H16(Ak,7||r3Puba) ⊕ mi, and transmits m5 =
{AIDi, Ai,1, Ai,7, Ak,8, T IDk} to TA.
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• TA selects Pubk according to TIDk, computes AA,1 =
xaAk,7, Ba,2 = xaAi,1, mi = Ak,8 ⊕ H16(Ak,7||AA,1),
and TIDi = Ai,6 ⊕ H9(AIDi||mi||TIDk||AA,2).
TA check fi according to TIDi and verifies if
Bi,7P = Bi,1(AIDi||TIDi||Aa,2||Ai,1||Puba)(fi +
H4(TIDA||TIDi||TIDk||PubA)PubA). If ok, the above
information is valid.

V. SECURITY ANALYSIS

A. Informal Security Analysis

• Confidentially: The personal information mi is protected
by H7(AIDi||AIDnew

i ||fi||ei,1pub||ti) and ki for mes-
sages M1 and M2. Answering ei,1pub refers running out
the problem of Diffie–Hellman based on Ai,1 = fiP and
the public key of RSU pub. Therefore, there is no risk of
attacks on the instant data.

• User anonymity: In both M1 and M2, TIDi is concealed
by H9(PIDi||mi||TIDi||diP ||) in A6. You also need di
and Pub. The Diffie-Hellman problem is still a problem
for the adversary.

• Unlinkablity: One important security aspect of an authen-
tication protocol is its unlinkability, which means that an
attacker cannot connect messages from two sessions that
were started by the same entity. Ai,1 = d1P and Ai,2 = d2P
vary from one session of our scheme to the next. The two
strings are used to calculate other elements such as Ai,1,
Ai,2, etc. That the messages will remain distinct and that
the adversary will be unable to connect any two sessions
is ensured by using such diverse random elements. The
usage of Ak7

= d3P to compute other elements in the
vehicle identity revelation phase further distinguishes M5

from the others.
• Traceability: In the event that a vehicle engages in malev-

olent behaviour, the conditional traceability function of
the TA may allow it to identify the vehicle. If specific
government agencies want us to, TA can figure out the
unique identification of the special vehicle. The other three
plans, however, do not include this feature.

• Modify Attack Resistance: In our design, the Diffie-
Hellman problem is a loving parent to every message. As
an example, in order to change di, a will need to consider
the calculations of both diPubi and diPubk in order
to accommodate all hash functions. The other messages
follow the same pattern.

• De-synchronization Attack Resistance: When a previously
formed session’s updated parameter is not received by
any entity, a de-synchronization happens. Nevertheless,
our work solely relies on strings stored in vehicles rather
than RSUs, as there is no string that requires variation
across sessions. You won’t find inconsistencies in the data
stored in RSUs and cars. Consequently, there will be no
de-synchronization assault.

• Replay Attack Resistance: The messages include times-
tamps ti and tsi in our scheme. The receiver will reject
the message because of the wrong timestamp if the enemy
replays even a single message. This would allow us to
prevent replay attacks.

B. Security Comparison

In Samra et al. [77], the cars and the RSU generate a ring
signature. Unfortunately, the approach is unable to preserve this
quality because the instant data is transmitted in plaintext. Since
data can only go in one way under the technique described in
[77], it is unable to provide reciprocal authentication. However,
in the authentication technique proposed by Mall et al. [75],
such identification is revealed in the public channel. The
transfer of elements in Samra et al. [77] is limited to those
pertaining to signatures. Instead of using conditional tracking,
it is recommended to verify the vehicle’s identify every time
according to [75], [76].

We conclude that the UAV is defenceless against this assault
because, as mentioned in [76], it cannot update its pseudo-
identity or remain consistent with the altitude platform system
if the fourth message is either blocked or lost.

C. Formal Verification

The security of cryptographic systems can be checked with
the well-known tool Proverif [78]–[84]. It processes funda-
mental components, such as the Diffie-Hellman key agreement
and the public key mechanism, under the conditions of the
Dolev-Yao model. The scheme simulation code’s outputs reveal
the security status of the secret elements. Proverif offers an
unlimited number of sessions in the simulation. Specifically, we
rely on this well-liked instrument to do the official validation.
Fig. 2 shows findings from our procedure.

VI. RESULTS

Performance evaluation and comparison with analogous pro-
tocols, such as those proposed by Mall et al. [75], Chaudhry
et al. [76], and Samra et al. [77], is the goal of this section.
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A. Implementation Environment

In this paper, the following symbols are measured using the
MIRACL library [85] running on Ubuntu 20.04, i5–9400 CPU-
based quad-core, and 16 GB RAM.

• Tpb refers the time cost of bilinear pairing.
• Tsm refers the time cost of scalar multiplication.
• Tse refers the time cost of symmetric encryption.
• Th refers the time cost of hash function.
• Tpa refers the time cost of point addition.
• Tmi refers the time cost of multiplication inversion.
Table II displays the values of all these operations when

implemented. The order of the applied elliptic curve group
is 160 bits long, which is the same as the multiplication
group, in terms of the parameters for communication cost.
However, 1024 bits is the length of the second set. Two-way
encryption using AES-128 and hash function using SHA2-256
were both executed in the test. The important aspect of message
submission is taken into account here.

TABLE II. GENERAL UTILISED NOTATIONS

Notations Time(ms)
Tpb 2.7325
Tsm 0.39865
Tse 0.025678
Th 0.00423
Tpa 0.00246
Tmi 0.0852

B. Computation Costs

This part evaluates the computation cost of the proposal and
other works, as shown in Table III and Fig. 3. The vehicle
in scheme of Mall et al. [75] needed six hash functions
and single symmetric encryption operation, which the whole
process is 6Th + Tse = 0.051058 ms. By operating drone
component, the proposal needed ten hash functions and three
symmetric encryption operations, which the whole process is
10Th + 3Tse = 0.145012 ms. By operating RSU component,
the proposal needed six hash functions and two symmetric
encryption operations, which the whole process is 6Th + 2Tse

=0.076736 ms.
The vehicle in scheme of Chaudhry et al. [76] needed

three hash functions and three symmetric encryption operations,
which the whole process is 3Th + 3Tse = 0.089724 ms. By
operating drone component, the proposal needed hash function
and two symmetric encryption operations, which the whole
process is Th + 2Tse = 0.055586 ms. By operating RSU
component, the proposal needed seven hash functions and eight
symmetric encryption operations, which the whole process is
7Th + 8Tse =0.235034 ms.

The vehicle in scheme of Samra et al. [77] needed two
multiplication inversion operations, two scalar multiplication
operations, point addition operation and four hash functions,
which the whole process is 2Tmi+2Tsm+Tpa+4Th = 0.98708

ms. By operating RSU component, the proposal needed two
hash functions and bilinear pairing operation, which the whole
process is 2Th + Tpb = 12.74096 ms.

The vehicle in the our solution needed eight hash functions
and two scalar multiplication operations, which the whole
process is 8Th + 2Tsm = 0.83114 ms. By operating edge
component, the proposal needed hash function and scalar mul-
tiplication operation, which the whole process is Th + Tsm

=0.40288 ms. By operating RSU component, the proposal
needed twelve hash functions and four scalar multiplication
operations, which the whole process is 14Th+4Tsm =1.65382
ms.

In Fig. 3, we compare the computation costs for various
schemes such as Mall et al., Chaudhry et al., Samra et al.,
and the proposed model. Different Schemes will have different
communication costs as shown in the Fig. 3 between the Nodes,
Edge/Drone and RSU. This visualization enables a direct com-
parison of performance between different methodologies.

C. Communication Costs

This part evaluates the communication cost of the proposal
and other works, as shown in Table IV and Fig. 4. The
single and multiple communication costs of proposed by Mall
et al. [75] are 548 and 548 n, respectively. The single and
multiple communication costs of proposed by Chaudhry et al.
[76] are 977 and 977 n, respectively. The single and multiple
communication costs of proposed by Samra et al. [77] are 140
and 140 n, respectively. The single and multiple communication
costs of our work are 772 and 772 n, respectively.

The computation costs (in Bytes) across various schemes are
shown in Fig. 4. Chaudhry et al. is the heaviest, with a cost of
977 bytes. Samra et al. achieves the smallest memory footprint:
140 Bytes and works quite efficiently. Mall et al. (548 Bytes)
and the proposed approach (772 Bytes) fall somewhere in be-
tween them–achieving an acceptable trade-off between memory
savings and functionality. The results in turn illustrate trade-
offs between computational efficiency, and potential security or
performance implications across the different designs.
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TABLE III. COMPUTATION COSTS COMPARISON

Schemes Nodes Edge/Drone RSU
Mall et al. [75] 6Th + Tse = 0.051058 10Th + 3Tse = 0.145012 6Th + 2Tse =0.076736

Chaudhry et al. [76] 3Th + 3Tse = 0.089724 Th + 2Tse =0.055586 7Th + 8Tse =0.235034
Samra et al. [77] 2Tmi + 2Tsm + Tpa + 4Th = 0.98708 - 2Th + Tpb = 2.74096

Proposal 8Th + 2Tsm = 0.83114 Th + Tsm =0.40288 14Th + 4Tsm =1.65382

TABLE IV. COMMUNICATION COSTS COMPARISON

Schemes Single Message
(Bytes)

Multiple Messages
(Bytes)

Mall et al. [75] 548 548 n
Chaudhry et al. [76] 977 977 n
Samra et al. [77] 140 140 n
Proposal 772 772 n

VII. CONCLUSION AND FUTURE WORK

We proposed a secure and efficient mutual authentication
protocol for VANETs that uses signature-based cryptography
and edge computing to improve both security and performance.
Our approach uses elliptic curve cryptography (ECC) and
secure hash functions to accomplish authentication, cutting
the computational overhead for vehicles yet providing strong
guarantees. With the aid of validation mechanisms in the
Roadside Unit (RSU), authentication messages in our protocol
are processed as quickly as possible to avoid delay. The system
also includes conditional privacy-preserving tracking, allowing
law enforcement agencies to know vehicle identities only when
they have reason for doing so. We seek a synthesis of user
privacy and accountability

We have verified the security of our method by using
ProVerif, showing that it can withstand all common attacks such
as replay attacks, man-in-the-middle attacks and eavesdropping.
Furthermore, grand simulations illustrate that our protocol has
less computational overhead and communication costs than
existing VANETs authentication schemes. In particular, batch
authentication avoids some redundant verification operations
which makes this method is great for real-world VANET
applications, with a high price at LOS cost.

Naturally, though there are many positive features of this
method, there are certain limitations too. The RSU’s role in
batch verification, while improving efficiency overall, does raise
the computational overhead there. Indeed, to succeed in large-
scale networks, more work will be needed. Moreover, although
our protocol performs well with varying network conditions,
more research is required: it should be tested in extremely high-
density environments in order assess fully whether or not such
systems can expand successfully.

Additionally, in order to increase both its security and perfor-
mance, there are aspects of future research we might like to take
up. One thing is for certain: now that quantum computing means
traditional cryptographic methods can no longer be relied upon,
we must look at post-quantum cryptographic techniques. For
example we propose lattice based authenticating schemes for
VANET. What kind of mechanism can ensure that these large-
scale id systems will not be corrupted over the entire life cycle?
Block chain technology makes it possible to decentralized
identity management in vehicular networks. This lowers the
all-permeating trust on a single center and increases the trans-
parency of information. Nevertheless, facing the high likelihood
that blockchain may be the proverbial elephant in a sugar
bowl, we need to find insight into how to tailor lightweight
consensus mechanisms for VANET. Enfin, we will optimize
the computation model and AI-driven authority optimization of
RSU processing efficiency to ensure it can adapt in real time
within highly dynamic vehicle environments.
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