Journal of Robotics and Control (JRC)
Volume 6, Issue 4, 2025
ISSN: 2715-5072, DOI: 10.18196/jrc.v6i4.26006

1681

SECRE-MEN: A Lightweight Quantum-Resilient
Authentication Framework for IoT-Edge Networks

May Adnan Faleh 1 Ali M. Abdulsada 2, Ali A. Alaidany 3 Mahmood A. Al-Shareeda **, Mohammed Amin
Almaiah 3, Rami Shehab ©
1,4 Department of Electronic Technologies, Basra Technical Institute, Southern Technical University, 61001, Basra,
Iraq
2 Biomedical Engineering Department, College of Engineering, University of Warith Al Anbiyaa, Karbala, 56001,
Iraq
2 Technical Institute of Karbala, Al Furat Al Awsat Technical University, Najaf, Iraq
3 Fuel and Energy Techniques Engineering Department, Shatt Al-Arab University College, Basra ,Iraq
> King Abdullah the II IT School, Department of Computer Science, The University of Jordan, Amman 11942,
Jordan
¢ Vice-Presidency for Postgraduate Studies and Scientific Research, King Faisal University, Al-Ahsa 31982, Saudi
Arabia
Email: ! afrah.alasady@stu.edu.iq, ? ali.abdalsadaa.ikr24@atu.edu.iq, 3 ali.ahmmad@sa-uc.edu.ig,
4 mahmood.alshareedah@stu.edu.ig, > m.almaiah@ju.edu.jo, ° ralali@kfu.edu.sa
Corresponding Author

Abstract—The wide 6G-IoT and Mobile Edge Computing
(MEC) deployments give rise to severe concerns in authentication,
revocation and protection against quantum-post and side channel
attacks. In this paper, SECRE-MEN (Secure and Efficient Cryp-
tographic Revocable Authentication for MEC enabled Networks)
is presented to be a lightweight and scalable authentication
architecture specifically designed for the resource limited IoT
systems. SECRE-MEN consists of three main parts: (1) Masked
Cryptographic Techniques that are used to randomise elliptic
curve operations, thereby mitigate side-channel attacks, (2) VCs,
providing support for digitally-signed, lightweight authentication,
without requiring the use of bulky certificates, and (3) a Bloom
filter-based RDB, which is distributed across multiple MEC
nodes, to allow for fast, memory-efficient revocation checks. To
enable future-proof security post-quantum cryptography (PQC)
is included in SECRE-MEN by lattice-based schemes, such as
Kyber and Dilithium, which may incur additional computational
cost on ultra-low-power platforms according to the trade-off
introduced in this paper. Effort experiments show that the pro-
posed RAM-MENAMI decreases 29.3% the computation cost, and
reduces 21.8% the communication budget and improve 20.3% of
power efficiency in comparison with the RAM-MEN. In addition,
SECRE-MEN is resistant against impersonation, MITM, replay
and quantum attacks, as well as allows for dynamic revocation and
secure synchronization among MEC nodes. This places SECRE-
MEN as an effective toolkit for cybersecurity of massive loT-MEC
networks in the era of the evolving 6G.

Keywords—Masked Cryptographic Techniques; Post-Quantum
Authentication; Bloom Filter Revocation; MEC Security; PUF-
Based IoT Authentication.

I. INTRODUCTION

With the fast-paced deployment of Internet of Things (IoT)
[1]-[4] and Mobile Edge Computing (MEC) [5]-[9] in 6G
networks, unique challenges of the security, privacy, and au-
thentication are posed. As billions of interconnected devices are
deployed in smart cities [10]-[12], healthcare [13], and indus-
trial automation [14]-[16], lightweight, scalable, and secure au-
thentication mechanisms are critical. Traditional authentication
methods utilize established techniques such as Elliptic Curve
Cryptography (ECC) [17]-[21], Public Key Infrastructure (PKI)
[22]-[25], and symmetric cryptographic protocols [26]-[28].
Nevertheless, they have high computational complexity, sus-
ceptibility to quantum attack [29]-[32], and exposure to side-
channel attack [33]-[41].

Moreover, real-time revocation of compromised IoT devices
is an open problem as existing revocation mechanisms depend
on centralized databases which raises lookup time and scala-
bility issues. New lightweight authentication protocols focused
on resource constraint criteria, like RAM-MEN [42], have pro-
posed authentication based on PUFs [43] and key agreements
based on ECC to meet the computational limitations of IoT
devices. However, these schemes have significant drawbacks
— they have a high latency for authentication, are not proved
resistant to side-channel attacks, and do not include an efficient
revocation mechanism [44]-[47]. Moreover, the development of
quantum computing represents a substantial threat to classical
ECC-based authentication methods as they may be susceptible
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to Shor’s Algorithm, which poses a challenge for their long-
term security in 6G networks [48]-[50].

Contemporary lightweight authentication protocols, like
RAM-MEN, proposed PUF-based authentication and ECC-
based key agreements to work on as restricted computation vs
resource-constrained IoT entities. Nonetheless, these schemes
suffer from significant drawbacks like high authentication la-
tency, no protection from side-channel attacks, and no efficient
revocation scheme. Furthermore, with the rise of quantum
computing, traditional ECC-based authentication schemes can
potentially be shattered using Shor’s Algorithm, which poses a
threat to long-term security in 6G networks.

To overcome these challenges, this paper presents SECRE-
MEN (Secure and Efficient Cryptographic Revocable Authen-
tication for MEC-enabled Networks), a new lightweight au-
thentication framework that mitigates these aforementioned
issues in IoT-MEC scenario with improved security, efficiency,
and scalability. SECRE-MEN incorporates four critical security
improvements to address the shortcomings of existing authenti-
cation measures. To start, it specializes Masked Cryptographic
Techniques to defend against side-channel attack which include
masked ECC computations, which makes power analysis im-
possible, and cryptography operations remain immune from
leakage based attacks. In the second part, it relies on Verifi-
able Credentials (VCs) in place of classical ECC authentica-
tion payloads offering light-weight, digitally signed approach
for authentication and consequently reducing communication
overheads and thus ensuring authentication. Third, SECRE-
MEN utilizes an MEC-Based Revocation Database (RDB)
to implement a Bloom filter-based revocation mechanism for
fast and scalable revocation lookup, which greatly reduces
authentication latency against traditional Certificate Revocation
Lists (CRLs). Last but not the least, SECRE-MEN features
Post-Quantum Security Enhancements, keying in with Lattice-
Based Cryptographic solutions like Kyber and Dilithium to pre-
vent the unforgiving advancements around quantum computing
from infiltrating security. SECRE-MEN’s strong authentication
framework combined with high security has provided robust
security optimizations for the practical 6G IoT applications.

The key contributions of this paper are as follow:

o Proposes SECRE-MEN, a lightweight, quantum-resilient
authentication system that combines masked cryptographic
methods, Verifiable Credentials (VCs), and multi-access
edge computing (MEC) based revocation for improving
security efficiency. Prevents side-channel attacks by ap-
plying random masking to ECC calculations.

o We propose a MEC-based Revocation Database (RDB)
which is scalable and employs the lookup of a Bloom
filter which minimizes confirmation time for revocation
and increases [oT security.

e The detailed performance evaluation indicates that
SECRE-MEN outperforms RAM-MEN and other exist-

ing authentication mechanisms in terms of authentication
speed, energy efficiency, and revocation scalability.

The rest of this paper is organized as follows: The related
work is discussed in Sec. II, where existing authentication
schemes are analyzed and their limitations. Section III in-
troduces the SECRE-MEN framework and its security exten-
sion and cryptographic design. Section IV presents a secu-
rity analysis that examines the resilience of SECRE-MEN to
MITM, replay, impersonation, and quantum attacks. Section V:
Performance Evaluation: Computational cost, communication
overhead, and revocation efficiency. Last but not least, Section
VI closes the paper and describes future research directions.

II. RELATED WORK

In this section, we will review recent authentication mecha-
nisms for smart grid and IoT-enabled networks with an empha-
sis on security, efficiency, and cryptographic techniques.

Some research studies [51]-[61] have been proposed authen-
tication mechanism for IoT. Meanwhile those studies [62]-
[68] have been proposed authentication mechanism for edge
networks. While, some authentication mechanism that proposed
[69]-[74] for ToT-enabled edge networks

Mahmood et al. [75] introduced a lightweight authentication
scheme for smart grid communication based on Elliptic Curve
Cryptography (ECC). This scheme improves message integrity
and authentication with low computational overhead [76]. It is
however still not resistant against quantum attacks, nor does it
currently feature a dynamic revocation mechanism for compro-
mised devices. ECC efficiency in constrained environments is
underscored in the study but adequate side-channel resistance
is not mentioned

Abbasinezhad et al. [77] developed a hardware-software
enhanced smart grid communication security using ECC-based
authentication. Based on the weaknesses of previously proposed
ECC-based schemes, the authors propose a more secure way
of authenticating for man-in-the-middle (MITM) and replay
attacks. However, the scheme is still susceptible to side-channel
attacks and does not provide verifiable credential (VC)-based
authentication for better privacy [78].

Chen et al. [79] proposed hybrid of bilinear map pairing
for authentication scheme (Pauth) for secure communication
in smart grids. The protocol provides mutually-authentication,
secret key agreement, and message integrity. It also provides
private key agility and forward secrecy [80]. However, with
only improved computational efficiency, the scheme is still
vulnerable against quantum attacks, and fails to consider MEC-
based revocation of compromised devices.

With respect to the security of smart grids, Kumari ’et al.
[81] provided a lightweight authentication and key agreement
protocol for the smart grid that achieves mutual authentication
and session key establishment. The proposed scheme lowers
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computational and communication costs along with handling
against cyber threats for smart grid systems [82]. However,
it does not implement post-quantum cryptography (PQC), and
lacks revocation mechanisms making it vulnerable to compro-
mised device reuse attacks.

RAM-MEN [42] employed these solutions to achieve mutual
authentication and tiny communication overhead by integrating
PUF-based authentication, ECC, and ASCON encryption for
IoT-MEC Environments in 6G Networks [83]. It is resistant to
replay, MITM, and impersonation attacks but is vulnerable to
side-channel attacks, quantum threats, and is not equipped with
a dynamic revocation mechanism. It uses traditional ECC, thus
it can be attacked with post-quantum cryptanalysis.

The current authentication methods in smart grid and
IoT-MEC( [42], [75], [77], [79], [81], [84], [85]) propose
lightweight cryptographic operations with low computational
overhead and mutual authentication. However, these schemes
have serious security vulnerabilities, making them unsuitable
for 6G-enabled edge computing environments. None of the
reviewed works provide strong countermeasures from side-
channel attacks (power analysis, timing attacks, fault injections,
etc.). Moreover, the latest advancements in quantum computing
threaten ECC-based authentication but such schemes do not
provide any PQC mechanism to cushion themselves against
Shor’s Algorithm threats. Dynamic revocation mechanism is
another important research gap. Current protocol lacks to revoke
compromised IoT devices when credential is compromised,
as compromised devices can still access even after credential
compromise. While RAM-MEN enhances the efficiency of
authentication through PUF-based authentication and ASCON
encryption, it is still vulnerable to side channel attacks, doesn’t
offer quantum resistance, and does not have an MEC-based
revocation framework. To fill in these gaps while keeping the
authentication secure, SECRE-MEN strengthens the authenti-
cation process with masked cryptography (to protect against
side-channel attacks), post-quantum cryptography (to protect
against quantum attacks), and a MEC-based revocation database
(to identify and deactivate compromised devices). In doing
so, SECRE-MEN helps ensure a holistic and future-proof
authentication framework for the 6G IoT-edge networks.

III. PROPOSED SECRE-MEN MECHANISM

SECRE-MEN is a secure, efficient, and scalable authenti-
cation framework for IoT-enabled edge networks in 6G. Fig.
1 shows the system model of SECRE-MEN mechanism. To
do so, it unifies masked cryptography, Verifiable Credentials
(VCs), and a MEC-based Revocation Database (RDB), by-
passing fundamental security flaws in current authentication
models. The framework is divided into five consecutive phases
covering the secure deployment of devices, their registration,
mutual authentication of the communicating parties, session key

agreement as well as dynamic revocation of the compromised
device.

11111=0
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11111=0
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Fig. 1. System Model

The initial phase (MEC Server Deployment Phase) facili-
tates the secure initialization of the MEC server through PUF
based authentication and masked ECC key generation to avoid
impersonation and side channel attacks. Phase 2: IoT Device
Registration Phase: Each IoT device is securely registered, and
the RA issues a Verifiable Credential (VC) digitally signed,
which serves as a privacy-preserving authentication token.
Phase 1, Device Attestation Phase, offers mutual authentication
and secure key establishment between IoT devices and MEC
server, applying masked cryptographic methods that construct
ciphertext structure to withstand against power/temporal-related
side-channel attacks. A secure session key (SK) is also estab-
lished in this portion to allow for secret communication.

The fourth phase, MEC-Based Revocation & Synchroniza-
tion, allows revocation and blacklisting of compromised devices
(known as revoked devices) dynamically, enhancing security
against compromised devices. Based on the Bloom filter-based
revocation mechanism, the MEC server updates the Revocation
Database (RDB) fast lookup mechanism and a low memory
overhead can be achieved. Furthermore, all the MEC nodes
periodically synchronize their revocation database and thus even
if the attacker tries to find a service through a switch of servers
it is impossible to evade the revocation.

With an innovative combination of hardware-based authenti-
cation, privacy-preserving VCs, and a merit-based and efficient
revocation mechanism, SECRE-MEN provides a holistic and
future-proof authentication framework that can secure [ocT-MEC
networks in 6G environments, as shown on Fig. 2. Each phase
is described in detail in the following subsections.
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Fig. 2. Proposed SECRE-MEN Mechanism

A. MEC Server Deployment Phase (Initialization & Setup)

The MEC server deployment phase is the first phase in the
SECRE-MEN authentication framework, where the MEC server
is securely registered, initialized, and provides authenticated
services to authenticate IoT applications. By employing PUF-
based authentication, masked cryptography, and secure public
key registration, this stage mitigates issues with fake MEC
deployment, insider attacks, and key compromise.

The following is an overview of the MEC server deploy-
ment process in a step-by-step manner and the cryptographic
operations used.

o Step 1:RA Outputs cryptographic Parameters It generates

an Elliptic Curve (EC) in a finite field F},, which can be
represented as:

E(a,b):y* =23 +ax+b mod p (1)

It selects a generator point P on the curve for key gener-
ation, and provides high security. The RA also specifies a
secure hash function H(x) (e.g., SHA-256) used to ensure
data integrity during authentication operations.

o Step 2: Generation of PUF-Based LT K by MEC Server:
MEC server is assigned a unique challenge C'yx by the
RA. The MEC servercreates a unique response using its
Physically unclonable function (PUF) based hardware:

R, = PUF(Cyx) )

In the hardware, the PUF responses may vary a little
according to noise that present in the hardware, to get
stable secret key, a fuzzy extractor is applied:

(LTsz, Hy) = Extract(R,,) 3)

Here, LT_Sx becomes the MEC long-term secret key,
which can only be authenticated by this hardware, thus
providing means to evade cloning and identity spoofing.
o Step 3: Generate Public Key From Masked ECC Oper-
ations in MEC Server: The public key generated is not
directly:
PK, = LTsz - P “)

Instead, it first applies a random masking factor R,,
to protect itself against side-channel attacks using the
following equation:

PK, = ((LTsz ® R,,) - P) + R,, P &)

Now, by utilizing a random masking value, the attacker
will not be able to identify LTsx by viewing the power
consumption or execute time, thus preventing the attack
through the side-channel.

o Step 4: Secure Storage & Registration of MEC Server
Credentials: To confirm the authenticity of the MEC server,
the RA signs its public key as follows: The MEC server
stores: The RA maintains a table of registered MEC servers
to ensure that only MEC can communicate securely.

e Step 5: The MEC Server Sends Public Credentials for
Authentication: In order to facilitate authentication of IoT
devices, the MEC server transmits its public credentials.
Thus, each IoT device checks the legitimacy of credentials
received using the following hash calculation:

H(PK, || Sigra) = H(PK}, || Sigr ) (6)

If the calculated hash matches the received hash, the
credentials are proven to be accurate. Otherwise, it rejects
authentication, protecting against MITM and spoofing at-
tacks.

B. IoT Device Registration Phase

The IoT Device Registration Phase is crucial for providing
a secure registration of IoT devices and issuing them with a
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Verifiable Credential (VC) for privacy-preserving authentica-
tion. The device impersonation, replay attack, and unauthorized
access can be avoided in this phase, which uses PUF-based
authentication, VCs, and digitally signed certificates.

o Step 1: RA assigns Unique Challenge: Each IoT device
is unique from another at initial registration, RA assigns
a unique PUF challenge C'yy Where the device responds
by issuing a PUF-based response as follows:

R, = PUF(Cyy) (7)

In particular, given that PUF responses can vary slightly
under environmental noise, we use a fuzzy extractor to
obtain a stable long term secret:

(LTsy, Hql) = Extract(Ry) (8)

Where LTgy represents the long-term secret key (LTK)
of the device, ensuring that authentication is tied to the
underlying hardware.

o Step 2: Generation of Secure Public Key by IoT Device: In
order to facilitate a secure authentication process, the IoT
device generates an ECC public key. Rather than compute
the key directly:

PK, = LTsy- P )

a random masking factor R,, is used to thwart side-
channel attacks:

PK, = ((LTsy & Ry,) - P) + Ry, P (10)

Retention of which ensures attackers cannot extract LTsy
from timing analysis or power consumption.

o step 3: RA issues Verifiable Credential (VC): To enable
privacy-preserving authentication, the RA issues Verifiable
Credential (VC) VCj, to the IoT device. The VC includes:

Device Identifier 1D,

Public Key PK,

Expiration Timestamp T,

— RA Digital Signature Sigra

The RA digitally signs the VC:

Sigra = Signga(IDy, PKy, Teyp) an

o Step 4: Store VC and Protect Credentials: The RFC stores
its VC and all the cryptographic parameters in an isolated
environment:

Verifiable Credential V' C,,

Long-Term Secret Key LTsy

Hash Key Hyl
— Public Key PK,

This is done to prevent leakage of keys or any alterations.

o Step 5:Device Registers With MEC Server for Future Au-
thentication: The IoT device registers its public credential
with the MEC server for future authentication. Device-
dedicated Transmittal:

H(VC, || PK,) — MEC Server (12)

The MEC server verifies the integrity of received credential
and stores it in its authentication database.

C. Mutual Authentication & Secure Key Establishment Phase

In this phase, IoT devices and MEC servers will mutually
authenticate each other and then establish a session key in a
secure way. In this phase masked cryptographic techniques are
adopted to counter side-channel attacks and MEC along with
a Revocation Database (RDB) is used to abort the revoked
devices from making access.

o Step 1: Authentication Request Initiating by IoT Device:
The IoT device initiates the authentication process and
generates an authentication request message M;. This
request includes:

M, ={VC,,T\,Zs} (13)

Where:

- VC, the Verifiable Credential issued by the RA.

— Th:a time stamp to stop replay attack

— Z3 =init(Ty | PK,) guarantees the message integrity.
Then the request sent towards MEC server.

o Step 2: MEC Server Validates IoT Device Credentials:
After receiving M, the MEC server checks its authenticity
through:

1) Retrieving ID,, PK,, T, from VC,.
2) Verification of RA’s digital signature Siggr4:

Verifyra(VC,) = Valid or Invalid 14)

3) Verification of T,,, bounds.
Authentication is then rejected if verification fails.

o Step 3: MEC Server Checks the Revocation Database
(RDB): The MEC server performs a revocation check
before granting authentication:

— The search for ID, in the Revocation Database
(RDB).
— For efficient lookups, we use a Bloom Filter:

RDBcpecr, = BloomFilter (15)

. In case IDy is not revoked, check authentication.
« Step 4: Receiving the Authentication Response from MEC
Server: If the IoT device is valid, the MEC server generates
the response M, as:

My = Encryptsg, (T2, VCy, Zy) (16)

o Step 5: IoT Device Derives Session Key: The IoT device
receives Mo, decrypts it and derives its session key SK:

SKy=HY1 || Rs | T1 || T2 || Kal) a7

If SK, = SK,, mutual authentication succeeds.
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D. Step 6: Acknowledgment for Final Authentication

The IoT sends acknowledgment message M3 to the MEC
server as follows:

M3 = EHCTyptSKy (ACk7T3725) (18)

If the MEC server can correctly decrypt and verify M3, a
secure session has been established.

E. MEC-Based Revocation & Synchronization Phase

Security Issues in MEC-connected IoT and the Solution Pro-
vided by MEC In order to avoid any unauthorized access to the
application, the compromised IoT device should be revoked as
soon as possible and without a possibility of re-authentication.
This phase consists of a MEC-Based Revocation Database
(RDB) paired along with Bloom filter-based lookups to enable
real-time security multiplexed with scalability.

e Step 1: Compromised Device Detection If a device is
compromised, its compromise is detected via the RA,
MEC server or anomaly detection system and triggers
generation of a revocation request. The request includes:

RevocationRequest = {ID,,, Reason, Te,}  (19)

Here,

— ID,: the identifier of the compromised IoT device.

— Reason shows the motive that this device is being
revoked (e.g. key leakage, suspicious activity)

— T,y 18 Tevocation timestamp.

o Step 2: Update of Revocation Database (RDB) by MEC
Server: The MEC server updates its local Revocation
Database (RDB) as the MEC server processes the revo-
cation request. The device’s ID is saved in a Bloom filter
which allows for efficient lookup of the

BloomFilter.add(ID,) (20)

Therefore, fast memory-efficient revoked devices checking
is possible.

o Step 3: RA Validate Signature of Revocation Entry Once
the signature is validated, RA digitally signs the revocation
entry to avoid unauthorized modification, before propagat-
ing it:

SigRA = SignRA(IDy,TreU) (21)

Which not only ensures integrity, but prevents rollback
attacks.

o Step 4: Periodic Synchronization to all MEC Nodes: To
ensure data updates, the revocation database is periodically
synchronized among all the MEC servers as follows:

RDBnew = RDBlocal U RDBglobal (22)

This will not allow the revoked devices to circumvent the
security vulnerability by changing the MEC server.

« Step 5: Denial of Authentication for Revoked IoT Devices:
In case a revoked IoT device tries to authenticate itself,
MEC server checks a Bloom filter, to guarantee that
compromised devices will be rejected automatically in real
time.

IV. SECURITY ANALYSIS
A. Informal Security Analysis

The SECRE-MEN framework is analyzed with respect to
multiple security attributes to demonstrate its strength against
known attacks. All the security properties mentioned in the
table are discussed below along with supportive cryptographic
operations.

o Direct Impersonation (DIMP) Attack: In SECRE-MEN,
IoT devices authenticate with a PUF-derived secret key
and a digitally signed Verifiable Credential (VC). The
authentication message is given as: My = {VC,, T4, Z3},
where V() is signed by Registration Authority (RA) and
Zs is a hash-based integrity proof. Since authentication
uses masked ECC operations, attackers cannot use side-
channel analysis to reconstruct valid credentials. Thus,
SECRE-MEN can prevent direct impersonation attacks.

o Session Impersonation (SIMP) Attack: SECRE-MEN ad-
dresses session impersonation by combining session-
bound authentication credentials with timestamp-based
validation. A unique session key is generated for every
authentication session: SK, = H(Y: || Rs || Th ||
Ty || K41), in which Rs and timestamps 77, 75 are used
to guarantee session uniqueness. An attacker can’t use
an eavesdropped authentication earlier to impersonate the
user.

o Denial-of-Service (DoS) Attack: SECRE-MEN prevents
DoS attacks through lightweight cryptographic operations
and a MEC-based Revocation Database (RDB) that keeps
a blacklist of compromised devices. Revoked devices are
kept in a Bloom filter for efficient checking. This ensures
that revocation entries are effective in real-time, thereby
mitigating the effectiveness of DoS attacks.

« Replay Attack: We protect against replay attacks through
freshness, random numbers, and hash checks: Z3 =
H(Ty || PK.). Authentication credentials are generated
fresh per session so that replayed messages are automati-
cally rejected.

e PUF-Driven Authentication Integrity: SECRE-MEN uses
unique long-term secret keys (LTK) for devices using
Physically Unclonable Functions (PUFs)such that: R, =
PUF(Cry) (LTsy, Hql) = Extract(R,) As PUF re-
sponses are unclonable, secure device authentication is
ensured by SECRE-MEN.

e Man-in-the-Middle (MITM) Attack: SECRE-MEN miti-
gates the MITM attack through the enforcement of mutual
authentication between IoT devices and MEC servers. The
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encryption of authentication messages is given as:My =
Encryptsk, (T2, VCy, Zy) Since session keys generated
are dynamically, adversaries are disabled to modify au-
thentication data.

o SECRE-MEN guarantees mutual authentication (MA) be-
tween IoT devices and MEC servers. Authentication is
established using RA-signed Verifiable Credentials (VCs)

Verifyra(VC,) = Valid or Invalid (23)

Secure communication is enabled first for both parties.

o Anonymity Preservation: In order to increase user privacy,
SECRE-MEN provides a randomized pseudonym (PID) to
a device in a Verifiable Credential as:

VC, ={PID,, PKy,Teyp, Sigra} (24)

Thereby avoiding tracking of devices via static identifiers.

o Privileged Insider attack Resistance: SECRE-MEN ad-
dresses insider attacks by employing PUF-based Key
Derivation:

LTK = H(K, || LTs) (25)

Since secret keys are never stored in plaintext, insider
attackers cannot misuse the authenticating data.

o Side-Channel attack resitance: SECRE-MEN uses masked
cryptographic operations to be safe against side-channel
attacks. Instead of:

PK,=LTsx-P (26)
SECRE-MEN adds a random masking factor R,,:

preventing both power and timing based attacks.

o Quantum Attack Resistance: SECRE-MEN adds on quan-
tum security risk, because it integrates post-quantum cryp-
tographic (PQC) mechanism. The SECRE-MEN breaks
from traditional ECC in that it supports Lattice-Based
Cryptography:

PQK = LatticeEncrypt(PK,) (28)

This maintains that the authentication is still resistant to
quantum attack.

o Revocation Attack Prevention: To mitigate revocation at-
tacks, SECRE-MEN utilizes a MEC-based Revocation
Database (RDB). Periodic synchronization across MEC
nodes ensures the latest revocation lists are available to all
MEC nodes, preventing attackers from bypassing security.

B. Security Comparison

In this subsection, we discuss and compare the security
of SECRE-MEN with existing authentication schemes like
RAM-MEN [42] and protocols in [75], [77], [79], [81]. It

compares based on important security properties like resis-
tance against impersonation attacks, replay attacks, man-in-
the-middle (MITM) attacks, side-channel attacks, and quantum
attacks, etc.

The summary of security analysis of the proposed protocols
against all attacks is listed in Table 1. Especially, as SECRE-
MEN is effectively equipped with advanced countermeasures
like masked cryptography, verifiable credentials (VCs) and an
MEC-based revocation mechanism, it shows better security
services than RAM-MEN [42] and existing works.

V. PERFORMANCE EVALUATION

In this section, we evaluate the performance of SECRE-MEN
based on factors such as computational cost, communication
overhead, energy efficiency, and expansion. Results are com-
pared with RAM-MEN and existing authentication mechanisms
to show SECRE-MEN’s efficiency.

A. Computational Cost Analysis

The authentication computational cost is the main source of
the overhead, which affects the efficiency of the authentication
process in IoT-MEC networks, especially in large scale de-
ployment of the networks, where authentication authentication
traffic delay and energy efficiency must be optimized. As
shown in Fig. 3, SECRE-MEN highly optimizes cryptographic
mechanisms while still ensuring that RAM-MEN and SECRE-
MEN provide strong security.

RAM-MEN 10.5 ms
10| === SECRE-MEN

Computational Cost (ms)

2
12ms 11ms
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e e

G
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Fig. 3. Comparison of Computation Costs

The implementation of RAM-MEN, based on the classic
challenge-response based security scheme of PUF, which while
being secure is not exactly efficient, leads to PUF response
generation time of 1.2 ms. SECRE-MEN uses a fuzzy extractor
to support close-to-reality user authentication, and it reduces
overall processing time by 1.1 ms, an improvement of about
8.3%, which leads to faster user authentication to use devices.
Specifically, RAM-MEN performs regular scalar multiplication
and inversion calculations to generate ECC keys with an
execution time of 5.8 ms.
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TABLE 1. ENHANCED SECURITY ANALYSIS
Protocol DIMP | SIMP | DoS Replay| PUF MITM| MA Anony-| P- Side- Quantum| Revocation
mity Insider| Channel | Attack Attack

[75] v v v X v v v v X X X X

[77] v v v X v v v v X X X X

[79] v v 4 X 4 v v v X X X X

[81] v v 4 X 4 v v v X X X X
RAM-MEN [42] v v v v v v v v 4 X X X
SECRE-MEN (Pro- | v/ v v v v v v v v v v v

posed)

While SECRE-MEN implements masked ECC operations
and applies random masking techniques to resist side-channel
attacks and reduce execution time to 4.1 ms, achieving a 29.3%
improvement. The reason for this is that signature verification
in RAM-MEN requires 3.4 ms as it uses standard ECC-
based digital signatures that involve modular exponentiation
and point multiplications, which are both computationally in-
tensive. SECRE-MEN reduces the execution time to 2.5 ms
using lightweight cryptographic techniques for redundancy and
provides a 26.5% improvement in the run-time of computation
by skipping the duplicate calculations.

The most significant optimization is achieved in mutual
authentication, and RAM-MEN takes 10.5 ms to complete
since its mutual authentication is a multi-step process that
consists of PUF validation, ECC key exchange, and signature
verification. On the other hand, SECRE-MEN adopts the usage
of Verifiable Credentials (VCs) and MEC-based authentication
to streamline the authentication process and avoid redundant
processing. The combination allows authentication time under
8.2 ms, which translates to improvement of 21.9% while ensur-
ing secure authentication through prevention of session replay
attacks, impersonation threats, and insider compromises. In
conclusion, both RAM-MEN and SECRE-MEN have strong se-
curity guarantees while SECRE-MEN considerably lowers the
authentication overhead, thus SECRE-MEN is more applicable
for low-latency, high-security IoT-MEC scenarios. Experiments
confirm that SECRE-MEN provides a future-ready authentica-
tion framework in 6G IoT Networks by improving up to 29.3%
and 21.8% efficiency over existing algorithms. SECRE-MEN
offers a framework that balances high-level security along with
optimized computational performance paving way for next-
generation 6G IoT networks.

B. Communication Overhead Analysis

In IoT-MEC environments, where scalability and real-time
performance is achievable by consuming less bandwidth, com-
munication overhead is a key performance parameter for au-
thentication mechanisms. As shown in Fig. 4, RAM-MEN and
SECRE-MEN both provide strong guarantees of authentication
security, and SECRE-MEN furthermore provides optimal com-
munication efficiency with respect to the length of authentica-
tion messages.

Total Message Size (bytes)

RAM-MEN

SECRE-MEN
Protocol

Fig. 4. Comparison of Communication Costs.

The total message size for verification in RAM-MEN is 620
bytes, which is significantly larger because a lot of authentica-
tion in traditional ECC-based protocols requires the exchange
of key payload and signature payloads, leading to larger mes-
sage structures. Although this provides strong authentication,
it incurs extra communication overhead, leading to pressure
on the network resources in large-scale IoT deployments. By
using Verifiable Credentials (VCs) rather than bulky authenti-
cation payloads, SECRE-MEN greatly lowers communicational
overhead. With the use of digitally signed VCs, SECRE-MEN
shrinks the authentication messages without impacting the
security level, simplifying the message into 485 bytes payload,
and attaining the 21.8% less in the communication overhead.
This improvement is significant for bandwidth-sensitive IoT
environments where less data being transmitted means an
overall better network throughput experience.

Furthermore, the minimized message size addresses loT
real-time authentication challenges, allowing for more effi-
cient message transfer and improved scalability for IoT-MEC
networks. In addition, while maintaining cryptographic in-
tegrity and minimizing transmission latency, SECRE-MEN
reduces network congestion, introducing a lightweight authen-
tication payload suitable for next-generation high-performance
machine-to-machine communications; therefore, it provides a
highly efficient temporary authentication system for IoT-MEC
frameworks.

C. Energy Consumption Analysis

Reducing power consumption at the IoT end becomes critical
to increase device lifetime and provides an eco-friendly route
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to sustainability concerning the authentication processes. As
shown in Fig. 5, while RAM-MEN and SECRE-MEN offer
similar forms of secure authentication, the energy efficiency of
the SECRE-MEN approach overall is vastly superior due to
the optimization of authentication mechanisms and lightweight
cryptographic operations.
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Fig. 5. Comparison of Energy Consumption Costs.

RAM-MEN is dependent on proper ECC based computations
and signature verifications that take many turns of complex
mathematical operations; and hence, the total energy utilization
of the authentication process comes out to be 18.2 mL. These
cryptographic computations add a processing overhead and
power consumption, which makes this authentication more
energy-intensive. By utilizing masked cryptographic techniques
and Verifiable Credentials (VCs) to reduce redundant computa-
tions whilst maintaining security, SECRE-MEN has optimized
authentication energy consumption in this way and brought
down authentication energy cost to 14.5 mJ, achieving a 20.3%
improvement of authentication energy efficiency. Moreover,
during revocation checks, RAM-MEN takes 5.4 mJ because it
requires conventional database queries for the revoked devices
validation, which incurs processing and memory overhead.
On the other hand, SECRE-MEN uses a Bloom filter-based
Revocation Database (RDB) to minimize lookup time and
computational cost, and reduce revocation energy consumption
to 3.9 mJ, achieving an improvement of up to 27.8%. SECRE-
MEN improves the energy efficiency of IoT authentication
by minimizing the consumption of power both in authentica-
tion and revocation domains, thus facilitating battery-powered
IoT devices. Consequently, SECRE-MEN is well suited to
resource-constrained IoT networks, providing longer device
penetration times, reduced maintenance costs and will cater to
better scalability of next generation 6G loT-based authentication
frameworks due to the minimized energy consumption.

D. Discussion

Specifically, we present a performance comparison between
SECRE-MEN and RAM-MEN regarding the computation
costs, communication overheads, energy-saving, and revocation

lookup time. Table II presents the results, demonstrating the
optimizations achieved with integrating PUF-based authentica-
tion, masked ECC operations, Verifiable Credentials (VCs), and
a Bloom filter-based revocation system.

TABLE II. OVERALL PERFORMANCE IMPROVE-
MENT OF SECRE-MEN OVER RAM-MEN

Performance Metric RAM SECRE | Impr
MEN MEN ove-
ment
(%)
PUF Response Generation (ms) | 1.2 1.1 8.3%
ECC Key Generation (ms) 5.8 4.1 29.3%
Signature Verification (ms) 34 2.5 26.5%
Mutual Authentication (ms) 10.5 8.2 21.9%
Authentication Message Size | 620 485 21.8%
(bytes)
Authentication Energy | 18.2 14.5 20.3%
Consumption (mJ)
Revocation Check Energy Con- | 5.4 39 27.8%
sumption (mJ)

o Computational Efficiency: The table shows SECRE-MEN
requires fewer cryptographic operations than RAM-MEN
for all important operations. For SECRE-MEN, there is a
8.3% speedup in PUF response-generation time because
our optimized fuzzy extractor method requires much less
computation to stabilize PUF responses. Likewise, the
complexity of ECC key generation is markedly reduced
with a processing time improvement of 29.3% by replacing
unmasked EC operations with their masked counterparts
which synergistically improve performance, provide better
security against side-channel attacks, and eliminate un-
necessary cryptographic computation. We further achieve
26.5% and 21.9% enhancement in the signature verifi-
cation and mutual authentication, by using lightweight
cryptographic primitives and eliminating redundant au-
thentication message transfers.

o Communication Overhead: Table 1 also shows that the size
of authentication messages can be decreased by 21.8% in
size from RAM-MEN which takes up 620 bytes in RAM
to 485 bytes in SECRE- MEN. The reasons for this are that
big authentication payloads are replaced with VCs, which
are kept secure while sending much less data over the
wire. This also greatly improves scalability for large-scale
[oT-MEC deployments and alleviates potential network
congestion due to communication among the devices.

« Energy Efficiency: The power consumption is another im-
portant parameter for IoT authentication, in which SECRE-
MEN performs significant improvements. SECRE-MEN
further reduces energy expenditure in the authentication
process by 20.3% compared to RAM-MEN, from 18.2
mJ to 14.5 mJ, owing to optimization of cryptographic
primitives and efficient session key derivation. A very
interesting aspect of SECRE-MEN is that it uses a Bloom
filter based revocation system that avoids computationally
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expensive database queries, reducing the amount of energy
consumed by revocation checks by 27.8%.

VI. CONCLUSION

In this work, we introduced SECRE-MEN, which is a
lightweight, scalable authentication method for IoT-enabled
MEC in 6G context. SECRE-MEN overcomes severe deficien-
cies in current proposals through the combination of masked
elliptic curve cryptography (which thwarts side-channel at-
tacks), Verifiable Credentials (VCs, for both communication
efficiency and privacy), and a Bloom filter-based Revocation
Database (RDB) (which enables swift, scalable device revoca-
tion). The framework has been also designed to include Post-
Quantum Cryptography (PQC) to be quantum-safe. Extensive
performance evaluations demonstrate that SECRE-MEN re-
duces computational cost, communication overhead, and energy
efficiency by up to 29.3%, 21.8%, and 20.3%, respectively,
compared to RAM-MEN, while providing real-time revocation
and secure setting up of sessions. The security analysis proves
the resilience against the impersonation, replay, MITM, and
quantum attacks, guaranteeing robustness in dynamic and large
IoT-MEC deployments. However, the method are limited in
some ways. First, the Bloom filter will inevitably create false
positives and may mistakenly prevent legitimate devices from
participating, where any such missed device would suffer a
dramatic performance loss. Second, synchronization of revoca-
tion information between MEC nodes could cause delay and
incoherency in the context of network congestion. Thirdly,
whereas the integration of PQC is vital for long-term security,
its add on to computational complexity and memory overhead
can make it unsuitable for ultra-constrained IoT devices.

To overcome these limitations, we propose to: Investigate
adaptive Bloom filter tuning or hybrid revocations models to
reduce false positives. Study edge-coordinated revocation syn-
chronization schemes to alleviate the communication overhead
for MEC networks. Implement light-weight Al driven anomaly
detection to detect compromise in real-time for automated
revocation. Evaluate hybrid PQC-ECC schemes to provide a
trade-off between post-quantum resilience and computational
feasibility on low-power IoT devices. Validate the architecture
using real world IoT-MEC test bed, and quantify the runtime
robustness under different network loads and adversarial envi-
ronments. These developments are part of an ongoing quest to
further optimize SECRE-MEN towards widespread adoption in
smart city, industrial and healthcare IoT ecosystems.
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