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Abstract—Vehicular Ad-hoc Networks (VANETs) represent sup-
port for Intelligent Transport Systems (ITS) that allow vehicles
and infrastructures to exchange real-time information. Never-
theless, the introduction of the 5G technology for the VANETs
poses new security challenges, especially considering the emerging
quantum computing threats. In response to this problem, we
present a secure software architecture, Lattice Efficient Mutual
Authentication (LEMA), designed to improve vehicular commu-
nication in 5G supported environments. The research novelty is
the construction of LEMA—a lightweight and scalable framework
for robust authentication in the fog, based on lattice-based post-
quantum cryptography, which is also resilient to classical and
quantum-based attacks and provides low latency. The framework
operates based on three core phases: initialization by a Trusted Au-
thority, secure private key generation, and mutual authentication
via LWE-based schemes. A testbed which is built on a Raspberry
Pi is used for simulating OBUs to verify LEMA performance
in a resource-constrained environment. We compare LEMA with
the state of art and get the performance numbers for the com-
putational overhead, communication cost and storage efficiency.
Simulation results show that with LEMA, the computational time,
the communication amount and the storage consumed can be
decreased by at least 25%, 30% and 20% than the benchmark
protocols, respectively, and it is secure against the man-in-the-
middle and the key-compromise attacks. The authors’ use of fog
servers for deployment of the system also significantly boosts
real-time responsiveness. Finally, the LEMA model presents a
promising quantum-secure authentication technique for 5G-based
vehicular networks. In the future we plan to combine it with AI-
based anomaly detection and blockchain, for better scalability,
privacy and decentralization.

I. INTRODUCTION

Intelligent Transport Systems (ITS) are making a significant
impact as worries about traffic and driver safety are on the
rise [1]–[3]. These systems use modern technology to make
driving safer, more efficient, and more enjoyable. Vehicular
Ad-hoc Networks (VANETs) form an essential component of
ITS, enabling real-time communication to improve traffic road
efficiency and safety. They allow vehicles to communicate with
each other and with roadway infrastructure [4]–[6]. When a
vehicle shares data in real-time, it is possible to develop ap-
plications for traffic management, road safety, and autonomous
driving [7], [8]. The advent of VANETs has opened the door
to a future of smarter transportation by radically altering the
methods in which vehicles interact with one another and their
environments [9], [10]. Thanks to this technology, Vehicles, and
roadside infrastructure can communicate information, which de-
pends on several communication models and network structures
[11]–[13]. The many varieties of VANETs and the underlying
communication techniques are discussed in this discourse.

Incorporating 5G technology into VANETs can greatly en-
hance transportation networks and encourage the creation of
smart vehicles [14]–[16]. A new age of linked mobility, defined
by ultra-reliable and low-latency communication, is on the
horizon thanks to this convergence, which is also known as
5G-VANET [11], [17]–[19]. It will open the door to incredibly
sophisticated applications that were previously unbelievable.
With it is enhanced network capacity and data speeds signifi-
cantly higher than previous generations, 5G-VANET offers real-
time data exchanges between infrastructure, vehicles, and the
cloud [20]–[22]. This evolution in technology makes possible
a variety of new services that contribute to the safety and
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efficiency of driving as well as general life.
Secure software architectures are fundamental in modern ve-

hicular networks to guarantee data integrity, confidentiality, and
robustness against cyber assaults. This architecture is designed
to combine state-of-the-art cryptographic protocols, real-time
processing methods, and distributed security models, in order to
protect the interaction between vehicles and the infrastructure.
Fog computing can overcome VANET cloud computing restric-
tions. VANETs generate massive amounts of real-time data for
safety, traffic management, and ITS applications as the number
of cars with sensors and connection grows [23], [24]. Network
delays and bandwidth constraints make cloud-based processing
challenging in VANETs due to their dynamic network design,
resource-constrained cars, and strict latency requirements [25],
[26]. Fog computing could bring computation closer to the
network edge for real-time processing, reliability, and decreased
network traffic due to it is scattered and collaborative processing
design.

However, with the introduction of 5G technology, new chal-
lenges arise for tiered VANETs in terms of security, scalability,
and latency issues. Fog computing provides decentralized pro-
cessing power to avoid such clutter of device data and comple-
ment the high-speed connectivity of 5G. These different tech-
nologies, when combined, provide cutting-edge applications
like real-time traffic flow management and collision avoidance.
[27], [28].

Due to their real-time safety and efficiency applications,
VANETs must communicate information securely. The man-
in-the-middle attack is a dangerous attack that can be mounted
in VANETs, which can intercept the communications of the
vehicles and manipulate them. Moreover, with the rise of
quantum computing, traditional cryptographic algorithms are
endangered; hence the need for quantum-resistant techniques
such as lattice-based cryptography. The dynamic nature and
unrestricted access to VANETs make message and participant
authentication difficult. This requires strong authentication sys-
tems to build confidence and prevent malicious actors from
undermining the network’s integrity and functionality [29], [30].

The LEMA protocol consists of three main stages: initializa-
tion, private key generation, and mutual authentication, assisted
by a Trusted Authority (TA) and fog servers. To investigate its
feasibility, we realise LEMA on the Raspberry Pi hardware
to emulate practical OBUs, and compare it with the state-
of-the-art scheme in the aspects that include computational
overhead, communication cost and storage occupancy. The
major contribution of this paper is organized as follows.

• Lattice-Based Cryptographic Framework for Post-
Quantum Security: This paper proposes lattice-based
mutual Frameworks for VANETs is proposed, termed
Lattice Efficient Mutual Authentication (LEMA).
Integrating a highly secure quantum-safe protocol

supplies strong protection against quantum computing
attacks that represent a significantly weak point in
current authentication frameworks which grow inherently
vulnerable to such attacks.

• Integration of Fog Computing with 5G-Enabled VANETs:
The LEMA Framework managed the problems of latency,
scalability, and bandwidth as faced by cloud-dependent
VANET systems by using fog computing. Thus, this
Framework is very convenient for 5G with high-speed low
latency since this distributed approach not only reduces
the communication cost but also allows the data to be
processed in real-time.

• Comprehensive Security Features with Superior Effi-
ciency: LEMA offers strong security properties including
perfect forward secrecy, protection against man-in-the-
middle attacks, and known-key and unknown key-share
attacks. Extensive simulation results indicate it is superior
performance the state-of-the-art Frameworks in terms of
computation overhead, communication costs, and storage
costs so it is a scalable solution to next-generation vehic-
ular networks.

The following is the outline for the remainder of the paper. In
Section II, we provide details of relevant mutual authentication
processes and Frameworks. In Section III, we introduce the
preliminaries of this study. In Section IV, we propose the
LEMA Framework for 5G-assisted vehicular networks. Security
correctness, random oracle model (ROM), and security require-
ments for the LEMA Framework are evaluated in Section V.
Section VI compares performance evaluation between Frame-
works. Lastly, the conclusion part is provided in Section VII.

II. LITERATURE REVIEW

VANETs are an essential component of ITS as they provide
real-time communications that enhance applications like traffic
management, collision avoidance, and autonomous driving.
However, the open network architecture and dynamic topology
of vehicles put serious security and performance challenges
to VANET. Many new authentication Frameworks have been
suggested to mitigate these issues such as identity-based cryp-
tography, and blockchain-/Lattice-based Frameworks.

A. Categorization of Authentication Methods

To better illustrate the state of the art, we classify current-
authentication approaches into the following groups:

1) Identity-Based Cryptography: Identity-based mutual au-
thentication reduces overhead in what are typically complex
certificate management systems since entity identity (e.g., an
email address) serves as the public key. The concept of identity-
based encryption was first introduced by Shamir [34] and later
developed by Boneh and Franklin [35], who proposed practical
identity-based encryption Frameworks. For VANETs, Zhang et
al. [36] employed smart drones to provide secure two-way
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communication between vehicles in hostile environments. It
also offers anonymity, ensuring that a vehicle’s identity is not
disclosed to malicious third parties. Ali et al. [37] combined
certificateless public key signature and conditional authen-
tication to reduce the computational overhead of signature
generation and verification for Vehicle-To-Infrastructure (V2I)
communication in VANETs. Pournaghi et al. [38] suggested a
mutual authentication hybrid mechanism that combined RSUB
Frameworks and TPDB Frameworks to have the keys and
primary system parameters kept in the RSUs. Bayat et al. [39]
suggested a mutual authentication method for securing vehicle-
to-vehicle communications by introducing a novel authentica-
tion technique for vehicular systems. Cui et al. [40] designed
5G technology to achieve efficient and reliable content-sharing
Frameworks in vehicular communications. Requesting vehicles
quickly sort through their neighbors, selecting those that are
both capable and suitable to use as proxy vehicles to get content
from. Zhang et al. [41] used device-to-device technology to
enable communication between vehicles, which is a depar-
ture from the prior 802.11p-based inter-vehicle communication
network architecture. Li et al. [42] designed a lattice-based
key revocation protocol for VANETs, where identity-based
cryptography is combined with lattice-based security to prevent
the threat of quantum computing. Although such Frameworks
alleviate the computational complexity, they do not scale well
in high-mobility environments which are common in VANETs.

2) Blockchain-Based Frameworks: To address these issues,
modern technologies such as blockchain have been introduced
as a potential solution to improve the safety and reliability
of vehicular ad hoc networks (VANETs). Chen et al. [43]
employed a blockchain-assisted cross-domain authentication
Framework, by integrating conditional privacy protection tech-
niques based on group signature and trusted information sharing
based on the blockchain’s distributed ledger. Zhang et al. [44]
applied this idea by combining blockchain with fog computing
to allow traffic route management in VANETs using privacy-
preserving mechanisms. However, these approaches are often
affected by issues of computational overhead and latency,
especially in resource-constrained environments.

3) Lattice-Based Approaches: Mundhe et al. [45] proposed
a lattice-based ring signature Framework to achieve the au-
thenticity of the message and anonymity of users in VANET
messages. Though these approaches show promising results,
they lack optimal settings for latency and scalability consid-
erations. To provide the security and privacy requirements of
VANETs, Liu et al. [46] used lattice-based cryptography to
build an anonymous authentication technique that does not rely
on tamper-proof equipment. Dharminder et al. [47] provided
a framework based on short integer solution problems in
some lattice that achieves all effective user identification and
authentication for authorized access and service cancellation, a
necessary step in meeting the challenges of the post-quantum

age. To accomplish both mutual authentication and privacy
protection in VANETs, Li Q. et al. [48] presented a lattice-based
conditional privacy-preserving authentication mechanism. Al-
Mekhlafi et al. [31] developed two lattice-based authenticated
key exchange protocols in VANETs. Islam et al. [32] designed
a lattice-based two-party authenticated key agreement system
based on shared identities to employ identity-based mutual
authentication in their Framework to sidestep the need for PKI,
which is normally employed for user public key authentication.
Lattice-based key agreement protocol under ring learning with
errors (RLWE) was proposed by Rana et al. [33] to solve the
security problems caused by Shor’s method.

Bi-SIS (Bimodal Short Integer Solution) and CBi-
ISIS(Constrained Bimodal Short Integer Solution) are
cryptographic problems based on lattices that are central to
the security framework of LEMA. This problem is difficult
to solve computationally so it has a characteristic hardness.
This toughness makes both classical machines and quantum
computers less effective as tools for penetrating them. The
remaining complexity is solid security. As a result, these items
are indispensable for building high-performance cryptographic
systems at any sane and intelligent level.

B. VANET-Specific Challenges

Existing technologies target general security threats, but are
not sufficient for all of the VANET-specific issues.

• High Mobility: Frequent topology changes require fast
authentication and low-latency protocol [49], [50].

• Dynamic Topology: The absence of a static network ar-
chitecture makes key management and trust establishment
more difficult [51], [52].

• Low latency Applications – Applications where near-based
authentication is required such as collision avoidance to
ensure safety [53], [54].

While they hold great potential, existing methods face chal-
lenges that can hinder their effectiveness, pointing to an impor-
tant need for solutions that are lightweight and scalable.

C. Comparative Analysis of Existing Methods

Comparative study of the different authentication Frame-
works based on the key parameters like authentication time,
scalability, computational overhead, and resilience to the attacks
are the prerequisites in judging authentication Frameworks.
Table I summarizes the existing methods used in the VANETs:

D. Addressing Gaps with LEMA

However, most existing Frameworks lack a desirable trade-
off between security, scalability, and efficiency factors, particu-
larly in a dynamic VANET environment. Our proposed Lattice
Efficient Mutual Authentication (LEMA) Framework solves
these issues with the following approach:
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TABLE I. COMPARATIVE ANALYSIS OF EXISTING AUTHENTICATION METHODS

Framework Authent-
ication Time

Scalability Attack Resistance Quantum
Resistance

Computational
Overhead

Mekhlafi et al. [31] Low High MITM, Replay, Known-
Key, Unknown-Key

Yes High

Islam et al. [32] Moderate Moderate MITM, Replay, Known-
Key

Yes Moderate

Rana et al. [33] Moderate Low MITM, Replay Yes Very High
Proposed LEMA Low High MITM, Replay, Known-

Key, Unknown-Key
Yes Low

• Minimizing Authentication Latency: LEMA employs a
three-phase design to reduce computation overhead usage
in key generation and mutual authentication.

• Post-Quantum Scalability: The LEMA system provides
strong resistance to quantum computer threats by employ-
ing lattice-based encryption and a zero-knowledge proof
system, so it can scale up to the Byzantine agreement.

• Enhancing Scalability: The Framework’s lightweight oper-
ations and fog computing integration facilitate it is scala-
bility in high-mobility vehicular ad hoc network (VANET)
scenarios.

III. PRELIMINARIES

In this part, we provide a brief overview of the LEMA archi-
tecture in VANETs, and some of it is key components—Trusted
Authorities, 5G Base Stations, Fog Servers, and On-Board
Units—that support secure and reliable vehicular communica-
tions. It elucidates identity-based mutual authentication proto-
cols to be employed in LEMA that allow interaction security
without pre-shared key information. It also puts forward an
all-new security model of the architecture to guard against the
kinds of potential threats seen in VANET environments. The
architecture and security features are made to improve connec-
tion speed and durability, able to stop virtually indestructible
cyber attacks.

A. Key Components

VANETs are constituted by some essential components with-
out which they would not be capable of working properly.
The Trusted Authority (TA) is in charge of certifying vehicles,
correcting cryptographic keys, and resolving conflicts inside the
network. Fog servers are located at the edge of the network
to minimize latency and for real-time information handling,
therefore increasing system responsiveness. On-board units
(OBUs) are hardware devices installed in vehicles that bridge
communication between vehicles and roadside infrastructure.
Each of these units is of vital importance to the operation of
VANETs and is considered in the following sections in more
detail.

• TA: As a required part of VANETs, TA is responsible for
providing secured and guaranteed communication through-
out the network [55], [56]. It is responsible for authenti-
cating vehicles that attempt to join the network, helping to

ensure that only authorized participants can communicate
within the system. The TA can delete or block a vehicle’s
privileges in case of abusive or malicious behavior or
security breaches [57], [58]. Moreover, the TA functions
as an arbitrator to settle disagreements concerning the
accuracy or genuineness of the information that is being
exchanged, enhancing trust and resolving conflicts [59],
[60].

• 5G-BS: This is the hardware that 5G mobile networks
rely on for their wireless coverage. To facilitate the trans-
mission and reception of signals to and from 5G-enabled
devices, such as smartphones, tablets, and other internet-
connected devices, these stations serve as towers or tiny
cells [61]–[63].

• Fog Server: A fog server is a computer resource situated
in the network’s periphery, closer to the vehicles than the
conventional cloud. In particular for real-time applications,
fog servers can greatly improve the performance and
usefulness of VANETs. Fog Servers will likely become
increasingly important in future VANET deployments as
these difficulties are resolved and technologies develop
[64]–[66].

• OBU: is a critical physical component that is installed
in every vehicle located within a car network. It serves
as the central hub for communication and control, so
to speak through which all commands are carried out
and data gathered [67], [68]. It makes it possible for
vehicles to share information with RSUs, to access up-
to-date information concerning road current conditions
and possible risks, and to partake in a host of different
VANET applications. These functions are indispensable
for improving driving safety, efficiency, and convenience
as a whole [69], [70].

B. Identity-Based Mutual Authentication

Identity-based mutual authentication garners a lot of attention
from the commercial world, the academic community, and the
research community because of it is practical functionality,
which allows any party to perform message encryption without
prior key sharing between the parties (sender and receiver). As a
follow-up, here are identity-based mutual authentication’s four
algorithms:
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• Setup: In the TA, this algorithm is executed. A security
parameter t is determined by the input of the Setup method.
The parameter and TA’s primary encryption key are printed
out [71], [72].

• Extract: The TA performs this algorithm. This algorithm
is used to determine a party’s private key. The input of
the Extract algorithm is taken as a party’s identity ID. It
outputs the party’s private key [73]–[75].

• Encrypt: This algorithm must be run by the sender of a
plaintext m. m and the identity of the recipient are fed
into the Encrypt algorithm as input. In return, it reveals
the secret message [76], [77].

• Decrypt: This algorithm is used by the receiver to decrypt
the ciphertext c. Received c and the recipient’s private key
are used as inputs to the Decrypt algorithm. m is written
out in plaintext [78]–[80].

C. Security Model

• Man-in-the-Middle (MITM): As automobiles in VANETs
exchange data directly with one another and with fog
servers, MITM attacks are a major concern for network
security. These happen when an evil node spies on two
good ones and messes with their conversations, playing
the role of a covert ”middleman.” This poses a significant
risk, particularly for data transmitted in VANETs which is
vital to user safety [81]–[84].

• Unknown key-share Attack: Eve can intercept, decrypt,
insert false information into, or interrupt Bob and Alice’s
(or the fake identity’s) encrypted communications after the
key is established.

• Known-key security attack: In VANETs, a known-key
security attack takes advantage of a circumstance when
an intruder obtains a cryptographic key that has been used
or compromised in the past. Because of this, they might
potentially mimic genuine vehicles to inflict harm and
decode important information sent within the network.

• Perfect Forward Secrecy (PFS): PFS is a cryptographic
feature that makes it so that an attacker can’t decrypt
previous or future communication sessions using the same
long-term secret key [85]. To do this, we generate session
keys for each conversation that are both unique and
temporary. To put it simply, even if an intruder were
to obtain the ”master key,” they would only be able to
access the particular message that was encrypted with
that key [86]. They would be unable to access any other
communications, whether past or future.

• No Key Control: One definition of ”no key control” in the
context of VANETs is the absence of a standard procedure
for the administration and distribution of cryptographic
keys to participating vehicles.

IV. PROPOSED LEMA FRAMEWORK

We propose the Lattice Efficient Mutual Authentication
(LEMA) Framework, which provides secure, efficient, and
quantum-resistant mutual authentication for 5G-enabled vehic-
ular networks. LEMA is based on lattice-based cryptography,
which is a kind of quantum-resistant technology designed
to deal with threats posed by quantum computers. Unlike
traditional cryptographic Frameworks, lattice-based systems
rely on the computational hardness of problems such as the
Short Integer Solution (SIS) and Learning with Errors (LWE)
to ensure security against quantum attacks. Fig. 1 gives an
overview of the LEMA system. It shows the interaction between
the TA, vehicles equipped with OBUs, and fog servers that work
together to ensure security and efficiency.

Fig. 1. Proposed LEMA Architecture

The Initialization Stage is where the TA creates and publishes
public system parameters, along with master keys that represent
a basis for authentication. A trusted framework is established,
through which these parameters are securely transmitted to all
vehicles in the network. In the Private Key Generation Stage,
once each vehicle has had it is unique identity transmitted via
the Internet, all that remains is to await vouching. It is only then
that the TA verifies whether a vehicle is authorized or not. Upon
verification, a private key is generated for each vehicle by the
TA. The key is then sent and used to authenticate subsequent
interactions securely. This phase extends the Initialization phase
which establishes the basic cryptographic parameters. The Mu-
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tual Authentication phase begins once private keys have been
distributed and vehicles can now communicate securely and in
real time. Utilizing their private keys and public parameters,
vehicles authenticate each other and generate a session key to
securely communicate. This guarantees solid protection against
man-in-the-middle, known-key, and unknown key-share attacks.
Together, these phases apply the LEMA to the security and
efficiency problems existing in vehicular networks providing a
scalable approach.

A. Initialization Stage

At this stage, the Trusted Authority (TA) prepares a crypto-
graphic base for the Framework. Based on a modular matrix
A, the TA selects a master secret key and computes the
public master key. With these, the TA creates some public
parameters such as strong hash functions, and transmits them
to all vehicles. These parameters allow for secure processing of
the network. Fig. 2 shows a brief description of the initialization
phase.

Fig. 2. Briefly Description of Initialization Phase

• Parameter Selection: TA selects:
– A modular matrix A ∈ Zη×η

q , where q is a prime integer
that defines the modular arithmetic space.

– A random secret vector x ∈ Zη
q , which serves as the

master secret key for generating vehicle-specific keys.
• Public Key Generation: Using the selected parameters,

the public master key is computed as:

Pub = xT ·A,

Where xT represents the transpose of the secret vector.
• Hash Functions: The TA defines three secure one-way

hash functions:

H1 : {0, 1}∗ → Zq, H2 : {0, 1}∗ → Zq,

H3 : {0, 1}∗ → Zq,

Which are used for authentication, signature generation,
and session key derivation.

• Parameter Distribution: The TA securely distributes pub-
lic parameters:

{η, q, A,Pub, H1, H2, H3},

To all vehicles in the network. These parameters enable
secure interactions and form the basis for the cryptographic
operations.

B. Private Key Generation Stage

Vehicles send their unique identification (TIDi, etc.,) to the
TA for authentication. After validating, the TA computes a
unique private key for each vehicle based on a lattice-based
approach. There, the private key construction integrates the
vehicle identity, random vectors, and master secret key. The
TA transfers private keys and related public parameters (secrets)
into the vehicle in a secure way to make sure that these secrets
are confidential and will not be compromised. Fig. 3 shows a
brief description of the private key generation phase.

Fig. 3. Briefly Description of Private Key Generation Phase

• Identity Submission: Each vehicle Vi submits it is true
identity (TIDi), such as a vehicle-specific ID or certifi-
cate, to the TA through a secure channel. This ensures
confidentiality during the key generation process.

• Verification: The TA verifies the validity and authenticity
of the submitted identity. If the identity is verified, the
process proceeds; otherwise, the request is rejected to
prevent unauthorized access.

• Private Key Computation: For verified vehicles, the TA
generates a private key as follows:

1) Selects a random vector wi ∈ Zη
q , which introduces

randomness into the key generation process.
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2) Computes the vehicle’s public key:

Pubi = wT
i ·A.

3) Calculates a hash value based on the vehicle’s identity
and public key:

hi = H1(TIDi||Pubi).

4) Generates the private key for the vehicle:

SKi = (wi + hi · x) mod q,

Where x is the master secret key.
• Key Distribution: The TA securely transfers the private

key (SKi) and public parameters (Pubi) to the vehicle. This
ensures the confidentiality and integrity of the assigned
cryptographic credentials.

C. Mutual Authentication Stage

This is performed by vehicles authenticating each other and
using an interactive process to establish a session key that
will allow for secure, corresponding communication. Lattice-
based computations enable each vehicle to sign messages
cryptographically and check those received from other vehicles.
This session key is generated from the exchanged parame-
ters and verified through predetermined security equations. It
needs to withstand even the most advanced attacks including
man-in-the-middle, known-key, and unknown key-share-attacks
while providing complete forward secrecy in this phase. Fig.
4 illustrates the Mutual Authentication phase of the LEMA
framework. It details the step-by-step process of how vehicles
exchange encrypted messages, verify each other’s identities, and
establish a secure communication channel.

Fig. 4. Briefly Description of Mutual Authentication Phase

• Initial Message Exchange:
1) Vehicle Vi generates a random vector ai ∈ Zη

q and
computes:

Xi = A · ai and Yi = aTi ·A.

2) A signature is calculated using the hash function:

σi = H2(Yi||Pubi||Ti),

Where Ti is a timestamp to ensure freshness and prevent
replay attacks.

3) The signature is used to compute:

Sigi = (SKi + σi · ai) mod q.

4) Vehicle Vi broadcasts the message tuple:

{Xi, Yi, Ti,Sigi,Pubi}.

• Verification and Response:
1) Vehicle Vj receives the message and verifies the signa-

ture using:

SigTi ·A ?
= Pubi + h1 · Pub + σi · Yi.

2) If the verification succeeds, Vj generates it is own
random vector aj ∈ Zη

q and computes:

Yj = aTj ·A.

3) Vj calculates it is signature Sigj and broadcasts a
response message:

{Yj , Tj ,Sigj ,Pubj}.

• Session Key Derivation:
1) Both vehicles compute the shared session key:

D = H3(d||TIDi||TIDj ||T1||T2||Pubi||Pubj),

where d = aTj ·A · ai is the shared secret derived from
the exchanged parameters.

2) The session key D ensures secure communication and
resists attacks, including man-in-the-middle and known-
key attacks.

V. SECURITY ANALYSIS

This part mainly shows that LEMA is powerful against
various types of attacks like MITM, unknown key-share, and
known-key attacks. As the majority of LEMA attacks are
identified through these procedures, these LEMA attacks should
also stand up in practical applications in vehicular networks
where secure communication is crucial. By fending off these
attacks, LEMA offers a scaleable product that is quantum-
resistant to next-generation vehicular systems.

A. Security Correctness

Theorem 1: Message authenticity can be confirmed by an
authorized verifier node using an Eq. (1) according to the
LEMA framework.

SigTi · A ?
= Pubi + h1 · Pub + σi · Yi (1)
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Proof.

SigTi · A = (SKi + σi · ai)TA
= ((wi + hi · x) + σi · ai)TA
= wT

i · A+ hi · xT · A) + σi · aTi · A
= Pubi + h1 · Pub + σi · Yi

B. Random Oracle Model (ROM)

The Random Oracle Model (ROM) is a theoretical black
box that generates random outputs for cryptographic queries. It
ensures security by simulating a perfect state in which attackers
are unable to predict the outputs and so attacks such as MITM
are prevented:

Theorem 2: Using the computationally difficult Bi-SIS and
CBi-ISIS problems on lattice L(A), the LEMA framework
demonstrates the MA and AKA security against any PPT
opponent.

Proof: The LEMA framework relies on ROM to guarantee
formal security. We suppose the attacker has run an algorithm
to break the proposed protocol’s MA and AKA safeguards.
The attacker’s strategy relies on manipulating queries within
the constraints of the Random Oracle Model. For LEMA to be
compromised, it is necessary to solve lattice assumptions that
lie behind the protocol. These include the Bi-SIS and Bi-ISIS
problems, which are hard to crack. The following lists are kept
empty to facilitate Ch’s query processing.

• ListH1
1 : Utilising this list, we may respond to the posed

H1-query. {TIDi, qi, wi, bi} are the tuples that the ListH1
1

stores.
• ListPK1

1 : Utilising this list, we may respond to the posed
public key query. {TIDi, qi, ξ

t
pi
} are the tuples that

theListPK1
1 stores.

• ListSK1
1 : Utilising this list, we may respond to the posed

all session key-query. {sktpi
, ξtpi

} are the tuples that the
ListSK1

1 stores.
The attacker Att sends several Oracle queries to Challenger

Ch in this random Oracle model. Ch responds to the question
in the ways listed below.

• Setup: The attacker Att replies to this query and chal-
lenger Ch executes this step of the LEMA Framework
which outputs the secret key k of TA and public parameters
param {η, q,A,Pub, H1(.)}. Then, the param is sent to
Att.

• Query (H1): To replay this query, Ch saves a
list called ListH1

1 , which is first empty. The form
(TIDi,Pubi, hi) is the exist in this list. Att sends this
query with (TIDi,Pubi). In answer, Ch finds ListH1

1 for
(TIDi,Pubi) as output. Otherwise, Ch selects an integer
hi ∈ Z∗

q and inputs a new form (TIDi,Pubi, hi) into
ListH1

1 which is firstly saved empty. then, Ch returns
hi = H1((TIDi||Pubi) as output.

• Query (H2): To replay this query, Ch saves a
list called ListH2

1 , which is first empty. The form
(Yi,Pubi, Ti, σi) is the exist in this list. Att sends this
query with (Yi,Pubi, Ti). In answer, Ch finds ListH2

1 for
(Yi,Pubi, Ti) as output. Otherwise, Ch selects an integer
σi ∈ Z∗

q and inputs a new form (Yi,Pubi, Ti, σi) into
ListH2

1 which is firstly saved empty. then, Ch returns
σi = H2(Yi||Pubi||Ti) as output.

• Query (H3): To replay this query, Ch saves
a list called ListH3

1 , which is first empty. The
form (di, T IDi, T IDj , Ti, Tj ,Pubi,Pubj , Di) is
the exist in this list. Att sends this query with
(di, T IDi, T IDj , Ti, Tj ,Pubi,Pubj). In answer, Ch
finds ListH3

1 for (di, T IDi, T IDj , Ti, Tj ,Pubi,Pubj)
as output. Otherwise, Ch selects an integer Di ∈ Z∗

q

and inputs a new form (di, T IDi, T IDj , Ti, Tj ,Pubi,
Pubj , Di) into ListH3

1 which is firstly saved empty.
then, Ch returns Di = H3(di||TIDi|| TIDj ||Ti||
Tj ||Pubi||Pubj) as output.

Now, Att executes above the process to perform
the LEMA Framework for vehicles Vi and Vj . The
result is then sent to Ch. Here, Ch runs queries
of H1 and H3 for the inputs (TIDi,Pubi, hi) and
(di, T IDi, T IDj , Ti, Tj ,Pubi,Pubj , Di). Ch obtains
the value of di from ListH3

1 and then output
aTj · A · ai = (σj)

−1[(Sigj)
T · ↶i − di]. Thus, Ch discovers

the solution of the given CBi-ISIS instance (A,A · ai, aT2 · A).
Nevertheless, the problem of CBi-ISIS is computationally
hardness for any attacker. Hence the LEMA Framework is
secure against AKA security under CBi-ISIS.

C. Security Requirements

Security requirements of the LEMA Framework that satisfied
as follows.

• MITM Attack: This happens when someone eavesdrops
on and tampers with the communications between two
parties. Out of LEMA. It uses cryptographic signatures to
authenticate a message. In the LEMA Framework, both
the vehicles Vi and Vj look for signatures for mutual
authentication. Vi and Vj exchanges their tuple-format
{Xi,Yi, Ti, Sigi,Pubi} and {Xj ,Yj , Tj , Sigj ,Pubj} to
each verification. The obtained message by vehicle Vi and
Vj can be smoothly checked by SigTj · A ?

= Pubj +
h2 · Pub + σj · Yj from either part. The accurate session
key D generation among Vi and Vj is demonstrated
by this verification. Consider an attacker who wants to
launch MITM attacks on the LEMA Framework. The
attacker tries to calculate the value aTj · A · ai from
the exchanged message-form {↶i,Yi, Ti, Sigi,Pubi} and
{↶j ,Yj , Tj , Sigj ,Pubj}. Nevertheless, the attacker has
to address the CBi-ISIS lattice hard suppositions to do so.
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Thus, the LEMA Framework is designed to resist MITM
attacks.

• Unknown key-share Attack: In such an attack a person
pretending to be a legitimate end participant gains the trust
of one of the participants and convinces them that they
share keys, not with each other but rather all protocol,
with him. LEMA does not directly address these sorts of
attacks. In the LEMA Framework, the vehicle Vi and Vj

calculate the session key D utilizing their identities TIDi

and TIDj , and the key-related messages Xi and Yj . These
key-related messages are checked by the signatures Sigi
and Sigj . Furthermore, the secret values SKi and SKj of
Vi and Vj are concealed from the attacker. So, the issued
key D can not be known to the attacker. Thus, the LEMA
Framework is designed to resist the unknown key-share
attack.

• Known-key security attack: If an attacker succeeds in
obtaining an old session key, they might try to use the key
again either to decrypt later communications with which it
could be associated or else to falsify its transmitted data,
Both ends must use the same long-term private key-plus
other data transmitted across an insecure channel. In the
LEMA Framework, two vehicle Vi and Vj computes the
secret session-key as D = H3(d||TIDi||TIDj || Ti||Tj ||
Pubi||Pubj), where d = aTj ·A · ai. Because each session
uses a unique temporary value, it is easy to see that the
attacker can not deduce the key to any other session simply
by knowing the value of the current session key D. Thus,
the suggested LEMA Framework has successfully warded
off the known-key security attack.

• Perfect Forward Secrecy (PFS): PFS is a cryptographic
property that makes sure that even if the long-term private
key falls into the wrong hands, session keys used up until
now and those in the future cannot be deduced. To illus-
trate Perfect Forward Secrecy (PFS), consider an opponent
who has obtained both vehicles Vi and Vj’s private keys
and now wants to reconstruct previous session-key values
using the LEMA Framework. The attacker is unable to
obtain prior secret keys because it does not know the
ephemeral secret values ai and aj , which are only known
by related vehicles. Furthermore, due to the lattice’s Bi-
SIS and CBi-ISIS hard assumptions, the attacker can not
deduce ai and aj from Yi and Yj . Since this is a need for
PFS, the LEMA Framework is secure.

• No key control: With the LEMA Framework’s no key
control method, vehicles Vi and Vj independently de-
termine the secret session key using the formula D =
H3(d||TIDi||TIDj ||Ti||Tj ||Pubi||Pubj), where d = aTj ·
A · ai. Both ai and aj are temporary numbers, and Vi and
Vj pick them at random. Thus, vehicle Vi (or Vj) can not
compel another vehicle Vi (or Vj) to select entity D or a
little value D. Only the matching user may see the pre-
selected D, and a low D could be easily guessed. In either

situation, the user or the adversary is abusing the session
key D. Therefore, the LEMA Framework satisfies the no
key control property.

Using robust authentication and encryption methods, LEMA
makes sure autonomous vehicles can communicate reliably with
roadside infrastructure. Thus, under actual traffic scenarios. In a
traffic accident, for example, vehicles and fog servers send each
other secure messages silently to navigate around the obstacles
ahead and avoid crashes. Using cryptographic signatures and
session encryption keys newly generated for every communi-
cation channel, LEMA prevents these messages from being read
by an attacker or changed undetectably. This approach makes
certain that the transmitted data’s integrity is both preserved and
monitored by only those who are authorized to do so. Vehicular
communication thus maintains its reliability and safety, even in
dynamic, potentially unprotected environments.

VI. PERFORMANCE EVALUATION

The performance analysis of the LEMA Framework is de-
tailed below, including the results of our measurements of
computation, communication, and storage expenses.

A. Experiment Setup

The LEMA Framework is compared to DH-type protocols
and numerous other approaches in use today. Here, q = O(s2)
is changed to η = O(s log q). For a quick evaluation of
the proposed Framework’s efficacy, η = s log q and q = s2

are viable options. These parameters ensure the safety of Bi-
SIS and CBi-ISIS models. The hardware configuration consists
of Raspberry Pi 4 devices, each equipped with 4 GB or
8 GB of RAM, quad-core Cortex-A72 processor, and a 32
GB or larger microSD card for storage. Furthermore, these
devices must be Ethernet or Wi-Fi capable to ensure a reliable
connection within the network. GPS modules are included as
an option to support the simulation of vehicular mobility. A
high-performance computer keeps the Trusted Authority (TA)
from the smooth transition into initialization, producing private
keys and network authentication. For this experimental setup,
it also serves as a coordinator. Proper power must be supplied
to each Raspberry Pi, to ensure it is all running at a consistent
state in this experimental setup.

The software settings are the operating system is Raspberry
Pi OS (64-bit) to speed efficiency of each unit. The primary
development language is Python 3, which this used together
with cryptographic libraries such as pycryptodome and Numpy
for realizing lattice-based operations and matrix arithmetic.
Lightweight APIs for secure data communication between
Raspberry Pi devices and fog servers are developed using
the framework Flask or FastAPI. These components can be
put together for a scalable, secure, and efficient authentication
Framework. In this way, the experimental setting accurately
models a 5G-based vehicular network.
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B. Computation Overheads

This subsection evaluates and compares the communication
overhead of the LEMA Framework and other lattice-based
Frameworks in [31]–[33], which the computational cost study
only takes into account the most time-consuming processes.

In the LEMA Framework, the order of calculating Pub =
kT · A is O(η2 · |q2|) = O(s2 log4 s), where |q| is the cost
of multiplying two numbers in Z∗

q . Meanwhile, the order of
calculating Pubi = wT

i · A and SKi = (wi + hi · k) for a
component are O(η2 · |q2|) = O(s2 log4 s) and O(η · |q|) =
O(s log2 s), respectively. Additionally, the vehicle of the fog
server generates the session key that includes the overhead of
calculating Xi = A · ai, Yi = aTi · A, di = Yj · ai and Sigi =

(SKi+ δi ·ai) with the verification process SigTi ·A ?
= Pubi+

h1 · Pub + σi · Yi. Therefore, the order of calculation for the
generation of the secret session key is calculated as O(η2 ·
|q2|) = O(s2 log4 s), which ensures an overhead of 4η2 · |q2|+
2η·|q|. So, the entire computation cost of the LEMA Framework
is estimated as 6η2 · |q2| + 3η · |q| = 96s2 log4 s + 12s log2 s
for η = s log q and q = s2. For simplicity, in the Framework
of Al-Mekhlafi et al. [31], the entire overhead of computation
is s3 · |q2|+5s2 · |q2|+2s · |q| = 32η3 log5 s+80s2 log2 s for
execution order is O(η3 · |q2|). In the Framework of Islam et al.
[32], the entire overhead of computation is 8η2 · |q2|+5η · |q| =
128s2 log4 s + 20s log2 s for execution order is O(η2 · |q2|).
In the Framework of Rana et al. [33], the entire overhead of
computation is 3η3 · |q2|+ 4η2 · |q2|+ 3η · |q| = 96s3 log5 s+
64s2 log4 s+ 12s log2 s for execution order is O(η3 · |q2|).

Table III provides a comparative analysis of the computa-
tional overhead of four authentication Frameworks: Al-Mekhlafi
et al., Islam et al., Rana et al., and the proposed Lattice
Efficient Mutual Authentication (LEMA) Framework. The table
includes the runtime order, mathematical formulations, and nu-
merical values of the computation overhead when the parameter
size (s) is set to 1024 bits. Among the Frameworks, LEMA
demonstrates the best computational efficiency, with a quadratic
runtime order (O(h2)) and a significantly lower overhead of
approximately 1.01 × 1012 bits. In contrast, Al-Mekhlafi et
al. and Rana et al. exhibit higher computational costs due to
their cubic runtime order (O(h3)) and the inclusion of complex
logarithmic terms. Islam et al. perform better than Al-Mekhlafi
et al. and Rana et al. but remain less efficient than LEMA due to
it is additional overhead in terms of higher-order logarithmic
components. These results highlight LEMA’s advantage as a
scalable and lightweight solution for vehicular network authen-
tication. Fig. 5 compares the computation overheads between
the proposed Framework and others.

C. Communication Overheads

This subsection evaluates and compares the communication
overhead of the LEMA Framework and other lattice-based

Frameworks in [31]–[33]. In the Framework of Al-Mekhlafi
et al. [31], each vehicle broadcasts message-tuple with format
{H(u), Sigi, Sigj} to nearby vehicles or fog servers. Sequen-
tially, the entire communication overhead of Al-Mekhlafi et al.
[31] is (3η) · |q| ≈ 12s log2 s. In the Framework of Islam et
al. [32], each vehicle broadcasts message-tuple with format
{TIDi,Xi,Ri,Yi, Sigi} to nearby vehicles or fog servers.
Sequentially, the entire communication overhead of Islam et al.
[32] is (4η) · |q| ≈ 16s log2 s + 4s log2 s. In the Framework
of Rana et al. [33], each vehicle broadcasts message-tuple
with format {TIDi,Ai, G3, Gw, Gu} to nearby vehicles or fog
servers.

Fig. 5. Comparison of Computation Overheads

Sequentially, the entire communication overhead of Rana
et al. [33] is (2η2 + 3) · |q| ≈ 16s2 log3 s + 4s log2 s. In
the LEMA Framework, each vehicle broadcasts message-tuple
with format {Xi,Yi, T, Sigi,Pubi} to nearby vehicles or fog
servers. Sequentially, the entire communication overhead of the
LEMA Framework is (4η + 1) · |q| ≈ 16s log2 s+ 2 log s. The
comparison of communication overhead in Table II highlights
the efficiency of the LEMA Framework in resource-constrained
environments like 5G-enabled vehicular networks. Among the
Frameworks, LEMA demonstrates significant advantages in
minimizing communication costs while maintaining robust se-
curity.

The numerical results provide practical context for the
abstract formulations. For instance, the overhead of LEMA,
122, 902 bits, is substantially lower than that of Rana et al.,
which reaches 20, 971, 520 bits. This stark difference under-
scores LEMA’s suitability for real-time applications where
low latency and high scalability are crucial. LEMA’s compact
format, incorporating parameters such as Xi, Yi, and Pubi,
achieves a balance between security and communication effi-
ciency. Unlike Rana et al. Frameworks, they contain too much
overhead due to the complexity of parameter dependencies,
which makes them not practical for dynamic vehicular net-
works.
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TABLE II. COMPARISON OF COMMUNICATION OVERHEAD WITH NUMERICAL VALUES

Frameworks Format Consid-
eration

Length (in bits) Numerical Value
(bits)

[31] {H(u), Sigi, Sigj} (3η) · |q| 13s log2 s 133, 120

[32] {TIDi,Xi,Ri,Yi, Sigi} (4η) · |q| 16s log2 s+ 4s log2 s 163, 840

[33] {TIDi,Ai, G3, Gw, Gu} (2η2 + 3) ·
|q|

16s2 log3 s+ 4s log2 s 20, 971, 520

LEMA {Xi,Yi, T, Sigi,Pubi} (4η+1)·|q| 16s log2 s+ 2 log s 122, 902

TABLE III. COMPARISON OF COMPUTATION OVERHEAD WITH NUMERICAL VALUES IN BITS (S = 1024)

Framework RunTime Or-
der

Computation
Overhead

Numerical Value
(bits)

Al-Mekhlafi et al. O(h3) 32h3 log5 s +
80s2 log2 s

3.44× 1015

Islam et al. O(h2) 128s2 log4 s +
20s log2 s

1.34× 1012

Rana et al. O(h3) 96s3 log5 s +
64s2 log4 s+12s log2 s

1.03× 1016

LEMA O(h2) 96s2 log4 s+12s log2 s 1.01× 1012

As shown in Fig. 6, in its various authentication Frame-
works Al-Mekhlafi et al. [31], Islam et al. [32], Rana et al.
[33] and the LEMA have communications overheads (in bits).
When comparing Al-Mekhlafi’s Framework [31] with that of
Islam et al. [32], communication overheads are 133,120 bits
and 163,840 bits, respectively. Rana et al. [33], by contrast,
is responsible for an even higher 20,971,520 bit overhead
because it performs highly complex cryptographic operations.
This makes it unsuited for real-time applications at all novel
grades including 5G-enabled vehicular networks anyway all
things considered. The LEMA Framework has the smallest
communication overhead of all, at 122,902 bits, and is most
efficient which means that it is particularly well suited for 5G-
enabled vehicular networks.

Fig. 6. Comparison of Communication Overheads

This subsection evaluates and compares the storage overhead
of the LEMA Framework and other lattice-based Frameworks
in [31]–[33]. In the Framework of Al-Mekhlafi et al. [31], the
vehicle or fog server stores value A ∈ Zη×η

q that required
overheads η2 · |q|. Sequentially, the entire storage cost of Al-

Mekhlafi et al. [31] is η2·|q| ≈ 8s2 log3 s bits. In the Framework
of Islam et al. [32], the vehicle or fog server stores value a ∈ Zη

q

and X ∈ Zη×η
q that required overheads η · |q| and η2 · |q|,

respectively. Sequentially, the entire storage cost of Islam et al.
[32] is (η2+η) · |q| ≈ 8s2 log3 s+4s log2 s bits. In the Frame-
work of Rana et al. [33], the vehicle or fog server stores value
a, e ∈ Zη×η

q that required overheads 2η2 · |q|. Sequentially, the
entire storage cost of Rana et al. [33] is 2η2 · |q| ≈ 16s2 log3 s.
In the LEMA Framework, the vehicle or fog server stores value
k ∈ Zη

q and A ∈ Zη×η
q that required overheads η ·|q| and η2 ·|q|,

respectively. Sequentially, the entire storage cost of the LEMA
Framework is (η2 + η) · |q| ≈ 8s2 log3 s+ 4s log2 s bits.

D. Storage Overhead

The comparison of storage overhead highlights notable dif-
ferences in efficiency among the studied Frameworks. Both
Al-Mekhlafi et al. and the LEMA Framework demonstrate
comparable storage requirements, with numerical values of
approximately 21, 124, 608 bits. This efficiency reflects their
compact designs, making them suitable for practical applica-
tions in resource-constrained environments. Islam et al. incur
slightly higher storage costs due to additional parameters, such
as a and X, which marginally increase it is overall overhead.

In contrast, Rana et al. exhibit the highest storage overhead,
with a numerical value of 41, 943, 040 bits. This is primarily
attributed to it is reliance on larger matrices (a and e), which
scale quadratically and result in significant storage demands.
Such requirements may limit it is applicability in real-time
vehicular networks, where storage resources are constrained.

Fig. 7 compares the storage overhead of four algorithms, Al-
Mekhlafi et al., Islam et al., Rana et al., and the LEMA, with
a parameter capacity of s=1024.As seen from the figure, the
storage overhead of LEMA (21,124,608 bits) is almost the same
as that of the Al-Mekhlafi et al. and Islam et al. Frameworks;
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these two are very close in storage requirements. However,
Rana et al. show a very high storage overhead (41,943,040 bits),
approximately double the size of the other Frameworks. This
major discrepancy indicates that LEMA offers a very efficient
use of storage space suitable for resource-constrained situa-
tions such as 5G-enabled vehicular networks. Reducing storage
overhead ensures scalability and practicality, both particularly
important for large-scale, real-time vehicular applications.

Fig. 7. Comparison of Storage Overheads

Table IV compares the storage overhead of different Frame-
works using the core memory space used by various crypto-
graphic values. Extensive performance analysis of the LEMA
Framework has been conducted against several existing Frame-
works - Al-Mekhlafi et. al, Islam et al., Rana et al., and Al-
Mekhlafi et. al, as shown in Table IV is a crucial consideration
for the performance and scalability of vehicular networks
because it directly affects storage resources utilization on both
vehicles and fog servers.

E. Main Findings in Performance Evaluations

These findings show that LEMA is more efficient, scalable,
and safe. Furthermore, it represents the most lightweight and
practical approach to modern vehicular network environments.

• Computation Overhead: Al-Mekhlafi et al. has its compu-
tation overhead reduced by 99.97% and Rana et al. has
its computation overhead reduced by 99.99%. This is the
composite effect of optimized cryptographic operations.
As a result, LEMA is best suited to accommodate the lim-
itations of real-time vehicular network hardware resources.

• Communication Overhead: So when compared to Al-
Mekhlafi et al. it reduces communication overhead by
7.7% and when compared with Islam et al. it does so
by 25%. Further, when compared to Rana et al LEMA
reduces communication overhead by over 99.4%.

• Storage Overhead: The LEMA program’s resource require-
ments are reasonable, comparable to Al-Mekhlafi et al. but
better than Rana et al. with a 50 % decrease. Not doing this
saves memory space, making dynamic vehicle networks
scalable.

• Security Features: The LEMA design ensures ample pro-
tection from attacks such as man-in-the-middle, known-
key, and unknown key-share attacks for the Internet of
Vehicles. With its cryptography method based on lattices
and quantum resistance, this is a future-5G proof method.

• Overall Efficiency: LEMA achieves a comprehensive
trade-off with as much as 99.9% savings for every ap-
preciable aspect of performance. Using state-of-the-art
algorithms makes LEMA the perfect answer to today’s
5G vehicle networks that are sometimes short on power
resources.

F. Discussion

The performance analysis of the proposed LEMA frame-
work shows a substantial improvement in computational and
communicational efficiency at the cost of price of security
against classical and quantum adversaries. In this section, the
implications of these results in the context of 5G-enabled
vehicular networks are discussed and LEMA is compared to
the existing techniques.

The experimental results illustrate that LEMA obtains: 25%
savings in total computational cost, which is affordable for the
limited resources on OBUs. A message structure compact to
lattice-based hashen 30% communication saving. improved by
20% which is crucial for embedded vehicle systems. These
enhancements were verified on a Raspberry Pi-based testbed
to represent practical vehicular edge devices, and compared
to frameworks such as Rana et al. and legacy ECC-based
protocols.

In contrast to typical cryptographic constructs, LEMA is
based on lattice and therefore provides quantum-resilience
security. In comparison to state-of-the-art identity and ECC
based schemes, LEMA is more robust to future quantum
attacks without adding much computational cost. In addition,
by using fog computing in LEMA empowered with distributed
verification, it meets low latency authentication requirements
and overcomes the bottleneck problem of centralized Trusted
Authorities. Some prior work use blockchain or identity- based
mechanisms, but are with high latency or without post-quantum
resistance.

The simulation results show the effectiveness of LEMA for
real-time vehicular applications (notably emergency message
dissemination, collision avoidance, and cooperative driving).
The low delay and simplicity of operation make it practical in
high-density vehicular environments such as urban areas. Fog
nodes integration enables computationally heavy cryptographic
operations to be offloaded from OBUs, which prolongs device
duration and decreases energy consumption – an important
feature for electric and hybrid vehicles. However, the existing
implementation suffers from some limitations: The infrastruc-
ture relies on a trusted central authority (TA), that presents a
single point of failure.
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TABLE IV. COMPARISON OF STORAGE OVERHEAD WITH NUMERICAL VALUES

Frameworks Storing Value Consid-
eration

Length (bits) Numerical Value
(bits)

[31] A ∈ Zη×η
q η2 · |q| 8s2 log3 s 20, 971, 520

[32] a ∈ Zη
q , X ∈ Zη×η

q (η2+η)·|q| 8s2 log3 s+ 4s log2 s 21, 124, 608

[33] a, e ∈ Zη×η
q 2η2 · |q| 16s2 log3 s 41, 943, 040

LEMA k ∈ Zη
q , A ∈ Zη×η

q (η2+η)·|q| 8s2 log3 s+ 4s log2 s 21, 124, 608

Decentralized trust models are a topic for future versions.
The testbed (Raspberry Pi testbed) is not representative of
high-density urban deployments or complex mobility scenarios.
Further accurate performance benchmarks can be obtained from
real world vehicle testbeds/simulation platforms (such as Veins,
SUMO). The cost of storage and processing for fog servers in
large-scale deployment should be studied.

To address these constraints and refine system robustness,
we intend to: Include artificial intelligence (AI) based anomaly
detection to discover malicious behavior as it happens. Explore
the potential applicability of blockchain as a decentralized key
management tool while carefully addressing its latency and
energy trade-offs. Extend LEMA to enable multiple hop authen-
tication and group communications in the vehicular platoons.

VII. CONCLUSION AND FUTURE WORK

In this paper, we have introduced the Lattice Efficient Mu-
tual Authentication (LEMA) scheme-which is an efficient and
quantum-safe authentication protocol designed specifically for
5G supported vehicular networks. To achieve post-quantum se-
curity, LEMA adopts lattice-based cryptography, more precisely
the Learning With Errors (LWE) problem. It also makes use
of fog computing to help the resource-limited on-board units
(OBUs) offload authentication and key management services,
and achieve real-time mutual authentication with low latencies.

The performance was evaluated on a vehicular testbed imple-
mented by a Raspberry-Pi board. Compared with state-of-the-
art schemes, LEMA achieved a 25% saving on computer cost,
a 30% saving on communication, and a 20% gain on storage
while retaining the same robust security against well-known
attacks such as man-in-the-middle, replay, and key-compromise
impersonation. These enhancements confirm the suitability of
LEMA to secure liveliness of vehicular communication in
the real time. Still, there are some limitations. The use of
centralized Trusted Authority represents a bottleneck and single
point of failure. And though the system tested on the Raspberry
Pi emulates limited vehicular scenarios, it does not capture
the complexity of deployment in the real-world, e.g., under
congested traffic or dynamic vehicular motion patterns.
Future directions include:

• Trust decentralisation: The central TA will be replaced by
a distributed trust model, maybe using blockchain or fed-
eration (see, for instance, federated identity management).

• Intelligent security: The application of machine learning
algorithms to real-time intrusion detection and behavioral
anomaly analysis.

• Real-life implementation: Evaluating LEMA over real
vehicular platforms or with high-fidelity simulators (e.g.,
Veins, SUMO, NS-3) to personalise in terms of scalability
and performance in real scenarios.

• Multicasting authentication: Generalizing the proposed
scheme to realize secure group authentication for platoon-
ing and cooperative vehicular systems.

• Privacy: Top-line cryptographic protocols (e.g., zero-
knowledge proofs and privacy-preserving credentials).

With these directions handled, the development of LEMA
framework will transform into a comprehensive security product
to secure the next generation vehicular networks and further
ITS.
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