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Abstract—The advent of 5G has opened a new era of intel-
ligent, adaptive and secure VANETs that is envisaged to serve
as the backbone network architecture for next generation of
vehicular transportation systems. In this work, we present a
connected 5G VANETs-to-Edge Computing systems with Artificial
Intelligence (AI) infrastructure to improve system adaptability,
anomaly detection, trust management, and real-time decision-
making. Crucial enabling technologies like Software-Defined Net-
working (SDN),.Mobile Edge Computing (MEC), and millimeter-
wave communication are investigated in detail. We examine key
security threats such as identity forgery, data interception, and
denial-of-service attacks, and assess the AI-enhanced defense
measures such as intrusion detection systems and blockchain-
based trust models. Applications, like autonomous platooning, and
collaborative vehicle authentication provide additional examples
of AI technologies’ added value in the context of vehicular
communications and safety. The paper concludes by providing
open issues and future directions, including quantum-resistant
protocols, lightweight AI models and cognitive networking in the
context AI-driven 5G-VANET ecosystems.

Keywords—Artificial Intelligence in VANETs; 5G-Enabled Vehic-
ular Networks; Secure VANET Architectures; Intelligent Transporta-
tion Systems (ITS); Edge-Assisted AI Computing; Software-Defined
Networking (SDN); Blockchain-based Trust Management

I. INTRODUCTION

Intelligent transportation systems (ITS) rely on vehicular
communication as a backbone technology to enable wireless
connectivity among cars, roadside gadgets, passengers, and
pedestrians. At present, there are two main schools of thought
in the field of vehicular communications: dedicated short-range
communications (DSRC) and vehicle-to-everything technolo-
gies based on Long Term Evolution (LTE) (i.e., LTE-based

V2X or LTE-V) [1]–[6]. The first is based on cellular network
technologies specified by the Third Generation Partnership
Project (3GPP), while the second is based on standards for
Wireless Access for Vehicles Environment (WAVE) and has
already been defined by IEEE 802.11p and IEEE 1609 [7]–
[10].

Several vehicle communication services, both for safety and
non-safety purposes, can be supported by LTE-based V2X
communications, which take use of huge cell coverage range,
high capacity, and widely distributed infrastructure. The road
map for vehicle-to-everything (V2X) services based on 5G has
already been prepared by technical organisations such as 3GPP
and Qualcomm [11]–[16].

The goal of 5G is to facilitate new air interfaces and access
ways using the re-allocated spectrum. Moreover, it will be
based on existing wireless technologies such as Wi-Fi, LTE,
high-speed packet access, the Global System for Mobile Com-
munications, and others [17]–[20]. Nevertheless, outlining the
fundamental components of 5G is crucial for facilitating the
coexistence of current technologies [21]–[24]. Among the many
essential components of 5G are technologies for discovering
and providing services based on proximity information, network
slicing techniques, software defined networks (SDNs), mobile
edge computing (MEC), and millimeter-wave communications
(specifically, in the 28 GHz, 38 GHz, 60 GHz, 71-76 GHz, and
81-86 GHz bands) [25]–[28].

The current standards for vehicular communication, known
as IEEE 802.11p, [29]–[31] primarily address issues like re-
duced latency, extremely reliable transmission of periodic com-
munications, and spectrum scarcity. When it comes to large-
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scale network deployments, the current standard isn’t scalable
and doesn’t provide guaranteed service delivery. Further re-
search on 5G-enabled vehicle communications is warranted due
to the promises made by the successor of LTE, 5G, which
has already been the subject of some studies. Gathering varied
application requirements and basic standard specifications for
5G rollout until 2020 are current endeavours. We don’t know
of any other lesson that covers 5G for car communications like
this one. The list of main contributions are listed as follows.

• Historical Context, Current Applications, and Service
Quality Review: We start by an in-depth background about
VANETs describing their evolution from the beginnings
until present. This encompasses a review of their founding
principles, milestones, and progress. Also, the diverse
applications of VANETs with respect to Intelligent Trans-
portation Systems (ITS) including traffic control, improved
road safety, and infotainment systems are discussed. This
equips with extensive knowledge of the standards of
reliability, latency, scalability, and interoperability across
services.

• Architecture and 5G Integration with IoT and Heteroge-
neous Device Support: The architecture of 5G-enabled
mobile edge VANETs is proposed that highlights the pri-
mary components contributing to strong vehicular commu-
nication networks. VANETs interact effortlessly with the
Internet of Things (IoT), enabling real-time data sharing,
automation, and smart city functionalities. Moreover, we
investigate the 5G offerings for supporting heterogeneous
devices to enable vehicle to vehicle (V2V), vehicle to
infrastructure (V2I), and vehicle to everything (V2X)
communication, wherein vehicular systems, roadside units
(RSUs), and user devices are efficiently inter-connected
making the city networks smart and intelligent.

• Security Analysis in 5G-Enabled VANETs: A separate
section examines the security challenges and threats posed
by the integration of 5G and VANETs. We analyze crit-
ical vulnerabilities, including sensitive data leaks, iden-
tity spoofing, and denial-of-service (DoS) attacks, and
assess the effectiveness of existing security frameworks
in preventing these attacks. Analyzing the introduction
of five G infrastructure with sample attack scenarios in
VANETs then providing countermeasures for enhancing
network security through usage of high end cryptographic
algorithms and intrusion detection systems.

• Open Challenges and Future Directions in VANET Se-
curity Using 5G: The paper ends with the identification
and discussion of unsolved problems in the integration of
5G with VANETs. We highlight key challenges such as
enabling privacy, providing ultra-low latency for safety-
critical applications, and dealing with the high computa-
tional cost of real-time security mechanisms. We further
propose future research directions as lightweight security

protocols, integration of artificial intelligence (AI) for agile
recognition of anomalies, and utilization of blockchain
technology for secured and transparent resource sharing.

The rest of this paper is structured as follows. Section II
introduces the overview of VANET. Then we present VANET
using 5G technology in Section III. As a case study, Section
IV investigates the security of VANET using 5G. Section
V provides the taxonomy of VANET using 5G. Section VI
discusses open challenges and future direction in VANET using
5Gs. Section VII shows results of this paper. Finally, Section
VIII concludes this article. Fig. 1 provides the organization
work of this paper.

Fig. 1. Work Organization of Review Paper

II. VEHICULAR AD HOC NETWORK (VANET)

A. Evolution of VANET

In 2001, VANETs were initially mentioned and introduced.
Speed is the hallmark of moving vehicles [32], [33]. If the car
travelling in the opposite way is driving at a high speed, the
link will be broken after a few seconds. The network would like
to transmit only the most important data in order to reduce the
likelihood that it would not be received successfully in such
a scenario. However, if a cluster of vehicles is travelling at
a consistent speed, the network will have plenty of time to
transmit any incoming data [34], [35]. This duration could grow
substantially for events like parades or vehicle escorts. Because
it’s crucial to know which intermediate nodes will remain in the
network long enough to complete the necessary transfer, multi-
hop communication becomes much more challenging due to
high mobility [36].

B. VANET’s Applications

The characteristics, significance, benefits, etc., of VANET
applications are covered in this section. Over the years, a
number of research have focused on developing applications
and use cases for communication in the vein of VANETs. A
VANET application is one that prioritises safety and comfort
[37], [38].

1) Applications-based Safety Aspect: Preventing traffic fa-
talities is the goal of these programmes. In order to avoid
accidents, these apps primarily aim to send safety-related infor-
mation to the right person at the right moment [39], [40]. The
following are a few of the safety-related applications, which
are listed in Table I.
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• Information Messages (IM): Instant messages can be sent
while driving through areas with work zones, toll booths,
or signs restricting speed.

• Assistance Messages (AM): On the road, this kind of
information will be useful to the driver. Navigation, lane
change, and cooperative collision avoidance (CCA) signals
are all part of AM. When it comes to helping the motorist,
the CCA message is considered vital because it tells them
to slow down so they may avoid uncertain conditions.

• Warning Messages (WM): WMs provide information like
toll booths, traffic signal heads, and warnings regarding
bad road conditions.

TABLE I. A FEW LITERATURE-BASED SAFETY APPLICATIONS

Applications Explanation
Turn assistance Provide assistance to the driver as they manoeu-

vre the vehicle
Avoiding collisions at
intersections

Please provide information about the intersec-
tion of the roads.

Warning for blind spots Warn the motorist that another vehicle is occu-
pying their blind spot.

Curve speed Signalling impending lane changes in a vehicle
Vehicle for emergency
services

Allow passage to emergency vehicles, including
ambulances.

Disruption of traffic sig-
nals

Warning other drivers in the area of the danger-
ous situation

Lane change warning Verify that the designated entryway is free of
obstructions.

2) Applications-based Non-Safety Aspect: While this may
not be as important as the safety applications, it will help ensure
that drivers are comfortable and traffic flows efficiently [41].
Such programmes may also be known as value-added offerings.

Road users should have unified internet access for non-
safety uses, since there is a significant demand from those
travelling with internet-connected autos [42]. Non-safety uses
include things like stress-free driving, traffic flow information,
route optimisation alternatives, and sites of interest [43], [44].
There are a variety of applications for this technology, including
the automatic collection of tolls, location-based services (such
as the exact positions of stores and restaurants), and internet
connectivity. Apps that prioritise user comfort are shown in
Table II.

C. The VANET’s Service Quality

Changes to quality of service apps are covered in this section.
Thanks to quality of service, both network efficiency and data
sharing are enhanced. Quality of service also refers to the
servability of network applications. The quality of service is
determined by the support of VANET apps. There may be
restrictions on VANET traffic monitoring, user comfort, and
security. In terms of road safety and traffic monitoring, the
authenticity of real-time data is the biggest challenge. Ongo-
ing dialogue is essential for comfort application development.
VANET Quality of Service entails MAC protocol cooperation,
QoS routing, and resource reservation. The mechanisms of

the routing and network layers provide quality of service.
Ensuring VANET QoS requires optimising the routing protocol.
According to [45], [46], networks aim towards success.

TABLE II. A FEW LITERATURE-BASED NON SAFETY APPLICATIONS

Applications Explanation
Navigations Making available a map that can be used to find

the way to any place
Service announcement Be sure to provide information regarding the

restaurant and any other rest stops along the
way.

Status update for passen-
gers via remote

Proposal for an ambulance-specific wireless
body sensor network. Direct transmission of
patient vitals from the ambulance to the hospital
allows for more precise diagnosis.

Entertainment Users can enjoy live video and audio while on
the go.

Parking availability Details regarding available parking spaces, es-
pecially in urban areas

Route Alteration In the event of traffic congestion, it helps drivers
save time by modifying their routes.

Map download Facilitate the downloading of maps for use in
planning

Ad hoc networks present challenges for QoS routing due to
fast topology changes and inaccurate state information [47].
To achieve QoS routing, a route must meet requirements
in addition to connecting a source to a destination [48]. A
service’s capacity to implement QoS can be determined by
applying previously stated requirements, such as minimum
bandwidth, maximum delay, and maximum packet loss rate.
Therefore, choosing the most accessible route is critical for
QoS metrics. Conventional cable routing protocols can disrupt
VANET connectivity due to its high mobility, poor link quality,
and limited transport distance (28). Researchers have suggested
several QoS routing methods to solve reliability and security
concerns in VANET networks [49]–[51], while also considering
the challenges faced by these networks.

III. VANET USING 5G

A. Overview

It is worth noting that cellular networks are becoming more
popular for ITS connectivity services, partly because of their
widespread deployment and coverage around the world. To
be more precise, the 3GPP standardisation body has defined
V2X services for the LTE network (release 14, 15) and im-
proved V2X (eV2X) for the 5G network (release 6) [52],
[53]. 5G, short for ”fifth-generation wireless,” is the most
recent innovation in networking for mobile devices. Due to
its architecture’s compatibility with other new technologies,
such as Heterogeneous Networks (HetNet), networking slicing,
massive Multiple-Input Multiple-Output (MIMO), device-to-
device communications, millimetre wave (mmWave), software
defined networking (SDN), and high data rates (up to 20 Gbps)
for real-time applications, it guarantees a latency of 1 ms on
top of that [54]. 5G is able to accomplish more thanks to these
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cutting-edge technologies, including increased capacity, ultra-
low end-to-end latency, faster data rates, a large number of
connected devices, and reliable quality of experience (QoE)
delivery [55].

5G technology’s network management is just as notable as
its increased capacity and decreased latency. With the use of
network slicing, this network management may handle many
virtual network connections according to the services needed.
For instance, CAMs only employ secure, data-only connections,
non-safety or multimedia applications necessitate greater ca-
pacity rather than high rate, and alert messages and pertinent
security services necessitate a quick, low-latency network con-
nection [56]. Existing VANET standards (IEEE 802.11p/DSRC)
have flaws that have been previously mentioned, such as inef-
ficient use of the 5.9 GHz band, limited communication range,
overhead/delay caused by centralised security, and inefficient
protocols for broadcast and acknowledgement. In order to rem-
edy these deficiencies, 5G relies on Device-to-Device (D2D)
connections [57]. Discover services and communicate with
nearby users directly with D2D. Because of this, it can facilitate
V2V and V2I communications directly, bypassing the need for
the cellular infrastructure and the conventional uplink/downlink
methods of cellular communication. This means that mission-
critical automotive applications can benefit from D2D-based
vehicular broadcasting, which offers low transmission power,
low latency, high data rate, and great spectral efficiency [58].

In terms of safety, 5G offers a number of advantages due to
its inherent flexibility. An important part of 5G-based flexible
security is software-defined networking (SDN) control and
virtual network functions (VNFs). As a result, 5G allows for the
modification of security parameters and data encryption through
the user plane. With NFV, virtual network functions (VNFs) are
deployed and managed on cloud platforms. These VNFs may
then be accessed remotely, doing away with the requirement for
specialised hardware to run various applications and services
offered by different vendors. With SDN, the network control
plane and the data forwarding plane are physically separated,
which allows for improved network control. Consequently, NFV
and SDN both use the properties of the underlying networks to
offer dynamic and need-based security [59]. That being said,
5G holds great promise for the commercialization of VANET
thanks to SDN’s exceptional capabilities in managing a multi-
tude of heterogeneous devices, various network circumstances,
improved security, and network flexibility.

Along with other groundbreaking features, 5G solves the
issue of supporting a high number of nodes, which is a common
difficulty in the Internet of Things (IoT). Additionally, it is not
feasible to handle wireless network operations and applications
independently due to their strong coupling. Consequently, we
must zero in on a communication paradigm that serves various
application needs in a heterogeneous, efficient, and scalable
manner while also complementing and integrating with current

technologies. 5G is an excellent choice for diverse situations in
this regard. Similarly, VANET makes use of several networks,
including WSN, the Internet of Things (IoT), CC, and others, in
addition to the vehicles on the road. Thus, the aforementioned
developments in computing, communication, processing, and
storage can be utilised to access the capabilities of 5G. In
VANETs or the so-called Internet of Vehicles (IoV), it may
handle a large number of communication links all at once. in
the 45th

B. Architecture for VANETs Using 5G

The 3GPP group has been hard at work standardising LTE-
V and developing solutions for vehicle-to-element communi-
cations. The Long Term Evolution (LTE-V) standard intro-
duces two modes: the centralised LTE-V-Cell mode and the
decentralised TD-LTE Direct mode. A new decentralised design
called LTE-V-Direct modifies the TD-LTE physical layer to
preserve the short-range direct communication feature, increase
reliability, and provide low latency, in contrast to the older
DSRC. Both DSRC and LTE-based systems will coexist soon
[60]. With the help of Fig. 2, we can see the three levels of
5G-enabled vehicular networks’ architecture: vehicle, network,
and application.

Fig. 2. Architecture for VANETs Using 5G [61]

Working tirelessly, the 3GPP group has standardised LTE-V
and created solutions for communications between vehicles and
elements. Two new modes, LTE-V-Cell and TD-LTE Direct,
are part of the Long Term Evolution (LTE-V) standard. The
LTE-V-Direct decentralised design replaces the DSRC with an
updated version of the TD-LTE physical layer that maintains
the direct communication capability over short distances while
also improving reliability and delivering low latency. In the
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near future, there will be systems that use both DSRC and
LTE [60]. The vehicle, network, and application layers make
up the architecture of 5G-enabled vehicular networks, as shown
in Fig. 2. functions related to policy control, authentication, and
authorization (such as carrying out procedures for secure chan-
nel formation and access authentication, among others). The
primary function of DF is to forward packets. When vehicles
access the core network, SPF can store crucial materials and
provide security and privacy services. A certificate authority
(CA) handles certificate management, and a trusted identity
manager (TIM) handles the actual vehicle identities for various
uses; these two components make up the trusted third party
(TTP). In 3GPP, there are four distinct kinds of vehicle-to-X
applications: vehicle-to-infrastructure (V2I), vehicle-to-vehicle
(V2V), vehicle-to-network (V2N), and vehicle-to-pedestrian
(V2P).

C. VANETs Using 5G with Internet of Vehicles (IoV)

The Internet of Vehicles (IoV) is a hot subject right now,
touching on topics like smart cities, data security, and au-
tonomous cars. 5G’s low latency, high connection density, and
high data speeds are grabbing a lot of attention on VANET.
Recent experiments with 5G-enabled VANET have focused on
improving data connectivity and traffic safety. 5G makes a
huge difference in traffic safety and management thanks to its
faster data transfer, real-time vehicle-to-vehicle and vehicle-to-
infrastructure connections, and its high resilience and network
failure recovery capabilities. These projects are crucial for a
better, safer, and more efficient transportation system since they
promote advancement in the Internet of Vehicles area. Research
on the Internet of Things (IoT) and 5G-enabled VANETs is
summarised in the following.

• Higher Data Rates: Faster and more efficient vehicle-to-
vehicle communication is possible with 5G’s increased
data rates. When it comes to enhancing traffic safety,
autonomous cars are a major concern because they are
able to communicate and share data amongst themselves
thanks to sensors and artificial intelligence.

• Low Latency: With 5G’s ability to enable low-latency, real-
time communication between vehicles and infrastructure,
traffic safety can be enhanced. Several aspects of smart
city development, including parking, traffic control, en-
ergy conservation, and sustainability, can be aided by the
Internet of Vehicles.

• Higher Connection Density: More infrastructure and ve-
hicle gadgets may interact at once with 5G’s increased
connection density. Protecting sensitive information during
inter-vehicle communication is a top priority. Data encryp-
tion, authentication, and intrusion detection systems are all
part of this category of security measures.

• High Reliability: Critical applications like emergency com-
munication and traffic coordination can benefit from 5G’s

increased reliability in vehicle-to-vehicle communication.
• Network Outage Fix: 5G is designed with specific features

that ensure continuous service, even when the network is
down.

D. Interactions Between Heterogeneous Devices

The variety of verbal network transactions makes big data,
with its high data volume, numerous data picks, and stringent
quality of service requirements, challenging to send via the IoV.
A issue for contemporary VANETs is the provision of transition
requirements for distinct IoV purposes. After that, for each
unique application, the transition methods are summarised and
placed into categories. We are looking into MAC and routing
protocols for state-of-the-art IoV. Fig. 3 shows a high-level
paradigm for the creation of such IoV systems in relation to
cloud computing, LTE, or 5G.

Fig. 3. The scenario of cloud-to-LTE or 5G VANET connectivity and data interchange
in the IoV platform [62]

1) Transmission Needs and Applications: In order to sell
digital ads, mobile advertising programmes have chosen a
variety of small public vehicles, including buses and taxis. It is
mandatory for every vehicle to periodically transmit its location,
speed, acceleration, and title direction to all other cars in the
area. The short size of security messages—typically 200-500
bytes—means that these capabilities require a decreased trans-
mission rate (DSRC Committee, 2009). To draw the attention
of drivers operating heavier vehicles, these announcements or
advertisements can be transmitted over longer distances than
safety warnings. It is possible for commercial records to be
continuously released via the network via the link between the
seed motor and others in a vast area [63].

2) Challenges with Wireless Channels: Significant and ever-
changing factors affecting V2V link performance in scenery
include tall buildings, tunnels, overhead bridges, lengthy road-
ways, and the condition of time-altered traffic. Because of these
obstacles and multipath fading, Wi-Fi channels break down
[64].
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3) Shortage of Spectrum Resources: The DSRC standard
includes multiple service channels (SCH) and one control
channel (CCH) that offer 10 MHz and 20 MHz bandwidths,
respectively, as options. However, the 75 MHz of licenced
spectrum that the FCC has given the DSRC is not enough to
guide IoV transmission in dense environments for applications
that are rich in media [65].

4) High Mobility: Overwhelming traffic frequently inter-
rupted Wi-Fi connections between moving vehicles and under-
capacity road infrastructure. In addition, factors such as speed,
acceleration, road layout, visitor lights, riding behaviour, and
movement connected to site restrictions all impact channel
effective resource allocation, routing protocol structure, and
message reception [66].

5) The Density of Dynamic Vehicles: Cities and highways
often have high vehicle densities, but suburban areas and high-
ways often have extremely low densities [67]. The fundamental
and unanswered topic is how processes might adapt to various
vehicle densities in a way that prevents channel aid from being
squandered at low densities and minimises channel congestion
at high densities.

6) Lack of International Collaboration: Due to the vast
geographic scope and diverse range of community admissions
covered by IoV, the establishment of a central coordinator for
the initiative presents unique challenges. In an effort to work
around these limitations, IoV transmission systems are spread
out.

IV. USE CASES

As shown in Fig. 4, the use case for security of VANET
using 5G technology as follows.

Fig. 4. Types of Use Case

A. An Autonomous Platoon

The most important use case for 5G is autonomous driv-
ing. Platooning is an effective way to increase road capacity,
according to research, as shown in Fig. 5. This is because it
reduces the distances between cars or trucks via electronic (and
maybe mechanical) linking. The vast majority of autonomous
vehicle fleets will use this style of driving [68], [69]. Automated
technology in semi-trucks is now being tested by a number
of businesses, including Volvo. Vehicle fleet trains, consisting
of multiple autonomous vehicles following a predetermined
course and led by a platoon leader, greatly enhance vehicular

networking performance and pave the way for future coopera-
tive communication applications. Though this driving behaviour
will be useful for future intelligent transportation, we must
prioritise security and privacy concerns before releasing these
technologies to the public.

Fig. 5. A platoon of vehicles [70]

Using an autonomous platoon as an example, we look at
the privacy and security concerns and offer various solutions.
A platoon can be formed in one of two ways: with a fixed
trustworthy member or with a dynamic untrusted member.
When it comes to vehicles owned by individuals, the former
can form weak ties only when they are physically close by,
while the latter is more appropriate for vehicles controlled and
managed by a company, such as a transportation fleet, where
a pre-established trust relationship already exists. As a result,
their connection is fleeting and based on mistrust. The focus of
this section is on the second scenario.

B. Group Setup

The social aspect is offered by 5G-enabled self-driving cars
[71]. A fleet of nearby cars can be formed. Autonomous
vehicles with 5G connectivity will encourage passengers to
work together by having them run an algorithm to gauge
their social skills. Collaboration is essential for group growth
and knowledge exchange. The most straightforward way to
submit vehicle qualities is through collaborative attribute sets.
Every aspect of CAS reflects some aspect of the traveler’s
history, hobbies, or goals. During neighbourhood discovery,
you have the option to manually input vehicle cooperation
traits. Examining shared characteristics enables vehicles to
work together.There are two drawbacks to this method. Be wary
of unfamiliar vehicles. Cooperating vehicles require trust.

Proprietorship of blockchain trust [72]. Chats are validated
by a nearby car. Once validated, the vehicle can go on to rate
message source vehicles and upload them to BSs or RSUs. BSs
and RSUs use car ratings to determine trust and prohibit it.
Mine trust blockchains with every BS/RSU. Trust blockchains
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are maintained by all BSs/RSUs by consensus. Before adopting
a vehicle, the entire company verifies its legitimacy. Vehicle
characteristics are not known prior to a merger. These qualities
are known even by temporary couples. As an illustration, every
vehicle possesses ten distinct characteristics. Turn 6 on, and
vehicles with more than 6 features will function. Collaborative
attribute matching with privacy protection is the goal of multi-
party PSI [73]. It is possible for several people to anonymously
calculate dataset intersections. According to Fig. 6, secure
groups value privacy.

Fig. 6. Setup of a secure group while protecting individual privacy [61]

C. Distributed Group Key Management

Two scenarios, SEGM-I and SEGM-II, are taken into account
by Lai et al. [74] when they offer a secure group management
framework for integrated vehicular ad hoc network (VANET)-
cellular networks. In contrast to SEGM-I, which is intended
for use with fixed trusted members, SEGM-II is tailored to
handle more generic cases, such as those including dynamic
untrusted members. According to SEGM-II’s inherent topology,
an autonomous driving fleet’s composition can vary rapidly, and
cars can join or exit the fleet at any moment. Consequently,
a difficult challenge is how to design dispersed group key
management to facilitate flexible autonomous vehicle fleet
management. Key generation protocols that contribute (CKGPs)
are applicable in this case. Everyone in a CKGP-based dis-
tributed group key management system can guarantee that their
contributions are completely random, making it impossible for
anybody else to guess anyone else’s secret key or determine the
group’s final key without everyone’s input. Because everyone
in the group has an equal say in creating the keys, CKGP is
just. Among the many operations that the suggested distributed
group key management can facilitate are: (I) Adding a member
to the group: With a credit system and privacy-preserving
attribute matching, a new autonomous vehicle can join the fleet.
(II) Departure from the group: For various reasons, including
malevolent actions, an autonomous vehicle may be expelled
from the fleet. (III) Merging into an existing fleet: a new breed
of autonomous vehicles is in the works. (IV) In certain cases, a
subgroup is separated from the fleet through group partitioning.

Organisational structure is based on the Skinny TRee (STR).
Fig. 7 shows an autonomous platoon with distributed group key
management in action, with Vi-j standing for the ith group’s jth
vehicle.

Fig. 7. Group key management in a distributed system: a) adding members; b) removing
members; c) merging groups; and d) partitioning groups [61]

D. Authentication for Collaborative Messages

Each autonomous car updates neighbouring vehicles on its
status and road conditions for safety. Reliable autonomous
platoon services require message authentication. Authentication
methods are computationally and communicationally expensive
[75]. Fixed trustworthy member and dynamic untrusted member
cooperative message authentication for autonomous driving
fleets can overcome these constraints because vehicles may be-
long to various groups. This is perfect for trusted relationships.
A company’s car fleet or comparable autonomous vehicles can
collaborate. Group key agreements allow pre-sharing. MAC
messages authenticate cooperatively.

Second type is better for dynamic untrusted members.
Anonymous message authentication works best for broadcast
vehicle position tracking. Linkable ring signatures verify co-
operative messaging [76]. Ring signatures enable anonymous
group messaging. Trusted third parties can identify ring signa-
tures. Combining n signers’ signatures on n messages into one
unit-length signature cuts communication costs.

Because our system authenticates using the flock as a unit,
rather than each vehicle broadcasting its message like most
existing schemes, we are able to drastically reduce the num-
ber of messages needed for authentication. Also, within each
group, members will use an authentication mechanism based on
symmetric cryptography, and across groups, they will utilise
authentication technology based on public key cryptography,
which may effectively lower the authentication computation and
transmission overhead. Fig 8a depicts the fundamental concept
of cooperative message authentication within a group, whereas
Fig. 8b shows the same concept between groups.
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Fig. 8. The two main types of cooperative message authentication are (a) authentication
within a group and (b) authentication between groups [61]

V. TAXONOMY OF SECURITY IN 5G-VANETS

This section briefly provides the taxonomy for security of
5G-VANET works as follows.

A. SDN enabled 5G-VANET

Duan et al. [77] proposed an SDN-enabled 5G VANET by
clustering neighbouring vehicles adaptively according to real-
time road conditions using SDN’s global information collecting
and network control capabilities to accommodate rising traffic
and improve Het-Net management. With twin cluster head
architecture and dynamic beamforming coverage, trunk link
communication quality and vehicle cluster network robustness
improve.

Kachhoria et al. [78] investigated how flexible optical net-
works can combine adaptive SDN with V2V communication
in 5G. As the auto industry progresses towards 5G integra-
tion, commercial V2V (C-V2V) technology could revolutionise
wireless infrastructure by eliminating the requirement for short-
range contact methods.

Saleh et al. [79] examined the deployment of 5G tech-
nologies, particularly SDN, to satisfy the ultra-low delay and
reliability communication needs of level-2 autonomous vehicle

delegation to the Remote-Control Centre (RCC). Our edge-
deployed deep-learning-based approach detects drowsy drivers
to prevent accidents and traffic congestion. Deep learning-
based models outperformed conventional methods in accuracy,
precision, and recall.

B. Blockchain enabled 5G-VANET

The benefits of blockchain for 5G-based IoV are examined by
Karim et al. [80]. BSDCE-IoV, a blockchain-based secure data
exchange mechanism based on Elliptic Curve Cryptography,
is proposed and evaluated. Our method eliminates various
IoV vulnerabilities. Real-or-Random oracle model and Scyther
tool analysis, along with informal security study, validate the
scheme’s security and privacy.

Dwivedi et al. [81] aimed to integrate blockchain technology
into VANET and create a strong handover authentication proto-
col to address the aforesaid issues. They use the hash function
and Elliptic Curve Cryptography to build blockchain-based
mutual authentication and session key agreement protocols for
intra-vehicular and inter-vehicular (handover case) scenarios.

C. Fog Computing Enabled 5G-VANET

Farooqi et al. [82] established a priority-based fog comput-
ing paradigm for smart urban vehicle mobility to reduce fog
computing latency. To meet latency and QoS requirements, 5G
localised Multi-Access Edge Computing (MEC) servers were
utilised to improve the fog computing infrastructure, which
greatly reduced delay and latency.

Nkenyereye et al. [83] suggested a secure and privacy-
preserving 5G fog-based IoV collision avoidance system in
this paper. Fog devices capture vehicle speed sensor TVR.
Fog nodes aggregate numerous TVRs, authenticate their sig-
natures, and send anonymous notifications to nearby entities.
The protocol uses certificateless aggregate signcryption and
pseudonymous techniques for authentication, integrity, secrecy,
and privacy.

For fog resource availability to aid offloading, Maan et al.
[84] proposed the Kalman filter prediction scheme to forecast
the vehicle’s next location. Deep Q network-based reinforce-
ment learning selects VANET’s resource-rich fog node.

D. VANET using 5G

MAT assigns dedicated nodes (with common distance from
both vehicles) to monitor message forwarding and routing
behaviour in information trust by Perarasi et al. [85]. The
particular node drops all information after time out, making
this approach beneficial for predicting an exact intruder.

Das et al. [86] presented an architecture that combines
existing security requirements and 5G security standards for
a safe 5G-enabled VANET paradigm. It also addresses security
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challenges to enable a secure and efficient 5G-VANET inte-
gration and lays out a trust management system to boost 5G-
enabled VANET performance.

A fog-based DDoS detection method that uses fuzzy logic
to distinguish attack traffic from regular traffic in 5G-enabled
smart cities is proposed by Gaurav et al. [87]. Thier suggested
technique properly identifies DDoS attack traffic with over 90%
precision and true negative rate.

E. Machine Learning Enabled 5G-VANET

Tayyaba et al. [88] presented a flow-based policy framework
for SDN-based vehicular networks employing two-tier virtual-
ization. Wireless virtualization allows vehicle-to-vehicle (V2V)
communication by allocating radio resources based on flow
classification, such as safety-related or non-safety flows, and
letting the controller manage the vehicular environment and
V2X communications.

Selvakumar et al. [89] suggested a microgrid-based energy
management and monitoring system. Creating an energy man-
agement microgrid is the goal. VANET monitoring data is
analysed using reinforced layered adversarial neural networks.

Sharma et al. [90] proposed a 5G smart home security pro-
tocol using Sailfish-based Distributed IP Mobility Management
(SbDMM). A Home Gateway communicates with IoT devices
in smart homes.

F. Existing problem and solutions

The integration of 5G cellular networks with VANETs, or
Vehicular Ad-hoc Networks, opens up promising avenues for
the transportation of the future. Having said that, we still have
a ways to go:

• Security: The increased data interchange and new types
of applications in 5G networks necessitate changes to
traditional VANET security.

• Localization services: Many 5G-VANET applications rely
on precise location data. Still, a network of cars that are
continually on the go presents unique challenges when it
comes to reliable localization and effective management.

• Protocols for broadcasting: Message broadcast optimisa-
tion for reliability and delay reduction is critical as the
network handles more vehicles and data.

Many potential answers to these difficulties are being consid-
ered by researchers:

• Securing 5G networks with VANETs: The development
of new security protocols that take 5G-VANETs’ specific
features into account is of the utmost importance.

• Using traffic infrastructure as a foundation, location ser-
vices: One such option could be to use the roadside infras-
tructure, such as traffic lights, for location management.

• Enhanced protocols for broadcasting: Creating new pro-
tocols that make use of 5G’s features to decrease latency
and increase message delivery dependability.

When it comes to transportation, 5G-VANETs have the ability
to completely transform the industry. A future where roads are
safer, more efficient, and more connected can be achieved by
tackling the current difficulties through continual study.

VI. OPEN CHALLENGES AND FUTURE DIRECTIONS

More investors should get behind the commercialization of
VANET if we want safe 5G-based VANET applications and ser-
vices, and more people should use VANET services every day.
Consumers will also have access to the CPS ecosystem, which
comprises smart homes, healthcare, transportation, offices, and
more, as 5G-based VANETs become more commonplace.

There are a number of problems that conventional VANET
security standards failed to resolve, however 5G’s security
services for the VANET are an encouraging improvement. Nev-
ertheless, there are new obstacles that must be overcome prior
to the commercial launch of 5G-based VANETs brought about
by the introduction of 5G to VANETs. This article discusses
some of the impending challenges and possible solutions related
to 5G and VANET security research, as shown in Fig. 9.

Fig. 9. Open Challenges and Future Directions for Security of VANET using 5G

A. Efficient Economic Framework

Due to their interactions with other nodes and their environ-
ment, vehicular nodes in VANET generate a substantial volume
of data. Communication over cellular networks, like 5G, will
not come without cost; users may need to pay for data plans. In
addition, the service providers’ viewpoint should include Return
on Investment (RoI). Providers of these services will also need
to address the issue of hardware cost by developing a tangible,
consumer-friendly business model. This matters since it has a
direct impact on how popular this integration becomes and how
interested people are. Payment models like pay-as-you-go, pay-
per-use, pay-per-service, and others might be updated to offer
consumers more options. Alternatively, service providers should
think about processing and storage accordingly. Consumers
must also be assured of acceptable security and privacy.
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B. Management of Handover

Present VANET implementations take advantage of the dense
deployment of RSUs, which allows for mobility, the apex of
VANET. Given the design of 5G cellular networks, it is typical
for network entities (such as Base Transceiver Stations, or
BTSs) and service providers to undergo frequent handovers.
To ensure authentication, secrecy, and other essential security
features in VANET applications, it may be necessary to transfer
cryptographic keys, identities, and certificates to the new cells.
Consequently, we need devise systems for effective handoff
management. One approach could be to adopt 5G’s umbrella
cell idea, where a single giant cell oversees multiple smaller
micro-cells and covers a wide region to accommodate mobile
nodes. To minimise frequent hand-overs, the connection for
high-speed nodes like connected trains and trucks could be
managed by the umbrella cell. Further research of the security
management at the umbrella cell is still underway, nevertheless.

C. Privacy and Identity Protection

One more thing that car networks have to worry about is pri-
vacy protection. 5G wireless networks are transmitting massive
amounts of sensitive data, and the open nature of these networks
is causing some to worry that this data could be leaked. The
majority of VANET services rely on precise user identification
and location data. Users’ and their locations’ privacy, however,
is of paramount importance to them. Currently, VANET security
guidelines include using temporary identities (pseudonyms)
and other cryptographic primitives for user identity, and mix-
zones and silence intervals for location privacy [91], [92].
To add to that, location privacy is further enhanced using
location-based encryption [93]. Cellular networks, on the other
hand, use a unique hardware component called a Subscriber
Identification Module (SIM) to verify the identity of each user.
If we care about protecting users’ identities and where they
are, we need to look into hardware-based identity management
more. Importantly, 5G enables identity management, meaning
that several devices can be associated with a single subscriber
(which is great news for the IoT and healthcare networks), but
we still need to learn more about the privacy needs and how to
meet them. The 5G communication paradigm could be used to
modify some current technologies, such as [94] and [95], for
use in VANET applications.

D. Technical Specifications

Problems arise when 5G designs incorporate network slicing.
The lack of precise operational specifications is the main
source of most of the worries around network slicing. For
example, in order to provide a genuinely modular solution for
various sliced networks, it is crucial to meticulously translate
and classify the requirements of automotive applications into
technical standards. This will make sure that changes made

to one slice of the network are automatically reflected in the
others, and that no one slice of the network affects another.

E. Spectrum Allocation Policies

The distribution of spectrum for automobiles is another
obstacle with ProSe. Dynamic allocation is possible using
policies that take into account the vehicle’s viewpoints, such
as message priority, QoS, and security. On top of that, the eNB
can statically assign spectrum to cars in a static configuration.
A key component of the Internet of Things (IoT) ecosystems
in future 5G scenarios will be automobiles, which will play a
role in auxiliary communications beyond safety [11]. What this
means for the degrees of interference between vehicles using
the same frequency band for both gearbox and reception is
unclear.

F. Quantum Computing

The automobile industry is looking to quantum computing as
the technology of the future. The quantum revolution is being
facilitated in large measure by electric vehicles. In order to
address a wide range of issues, car manufacturers have begun
to use quantum computers. For AI in VANET to analyse and
respond optimally in dynamic settings, massive amounts of
data are required. A lot of processing power and speed in AI
is needed to find the best route based on real-time vehicle
locations [96]. Quantum computers are capable of achieving
the first characteristic, which is enormous processing power.
Volkswagen, a German automaker, worked with D-Wave sys-
tems to plan and implement quantum computing-based traffic
routing in Beijing. Optimisation issues, such as waiting times,
fleet deployment, etc., can also be solved by these systems.
Additionally, Volkswagen and Google have collaborated to
foresee traffic conditions in order to prevent accidents, model
the operation of electrical components, and incorporate artificial
intelligence into autonomous vehicles. Due to their increased
exposure to the outside world, AVs can be protected from
security breaches using quantum technology. To implement AV,
massive computational resources are needed, for example, to
improve route planning and transform transportation networks
into intelligent ones. Through internal and external communica-
tion, the vehicles will acquire intelligence. To reap the benefits
of processing power and computation, more advancements in
the area of VANET coupled with quantum computers are
anticipated.

G. Network Slicing

The categorization of user needs is another consideration
for deciding whether network functions should be centralised
or sliced. Network slicing is still in its early stages with
vague technological requirements. Possible justifications for
network segmentation in a vehicular context include service
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kinds offered, the needs of quality of service applications (such
as infotainment and Internet access), and the resources at hand.

H. Enabling Technology Security Administration

The virtualization and softwarization of network control
through 5G allows for efficient and easy network manage-
ment. But it also gives hackers a chance to launch network
attacks through security holes. The tried-and-true methods of
addressing security vulnerabilities through hardware are still
very much in use today. Consequently, network security could
be compromised due to the paradigm shift towards software-
based network control. Because people’s lives are on the line
while utilising a VANET safety application, additional research
into the security of software-based network control through
SDN in 5G is necessary. As a corollary, this softwarization
necessitates consideration of privacy, identification, and other
security concerns. From an integration perspective, VANET
and 5G need more research into access control vulnerabilities,
malicious applications, and distributed denial of service (DDoS)
assaults because of the potential impact on VANET applica-
tions. Saturation attacks on network controllers and exploits of
malicious APIs are two further types of assaults. Furthermore,
VANET’s auditability, security provisions, and other critical
functions could be compromised due to configuration errors in
SDN and NFV, which in turn could impact mobile networks. In
addition, denial-of-service (DoS), side-channel, and hypervisor
takeover attacks are all possible with NFV [97]. To make the
5G-driven secure VANET a reality, we need to find and fix the
security flaws in the enabling technologies.

I. Deploying the Cost-Effectiveness Edge

Considering the cost-effectiveness of large-scale deployment
is crucial, as the fundamental objective of MEC is to minimise
latency by bringing services closer to the customer. This is
especially important for vehicle networks since RSUs can
contain cloud services in addition to eNB stations. Neverthe-
less, it is expensive to deploy RSUs and eNB stations over
entire vehicle networks. The security, processing, and storage
needs of specifically designed hosted services should also be
carefully considered. Moreover, data that is normally kept in
the cloud, like driver details, vehicle identification, destinations,
and routes, cannot be maintained on eNBs/RSUs due to security
considerations (e.g., confidentiality).

J. Trust Management

There is an enormous amount of data exchanged between
various VANET units. Reliable data sharing is crucial to
the VANET’s apps and services as well as the 5G enabling
technologies. Hence, it is imperative to ensure trust in both
entities and material. Several methods, including cryptographic
and non-cryptographic ones, are employed in conventional
VANETs to create and maintain trust among various nodes in

the network. Nevertheless, conventional methods of establishing
trust may not be applicable when new service types like cloud,
IoT, SDN, etc. are incorporated. This calls for fresh approaches
to managing trust and reputation. Establishing confidence in
VANET while using 5G networking becomes more challenging
due to the huge quantity and heterogeneity of information
sources. Several studies and proposals for cryptographic solu-
tions have addressed the issue of secure data transfer over 5G-
enabled VANET [98]–[100]. As an example, a system model for
secure video transmission in 5G-enabled VANET was proposed
by Eiza et al. [98]. But it’s not easy to build trust across
entities, and old methods like social proof, recommendations,
and others may not cut it. Because various application contexts
may have different security requirements, context is also crucial
in establishing trust (entity trust and content trust). Conse-
quently, 5G-enabled VANETs require efficient and adaptable
trust mechanisms.

K. Versatility, Efficientness, and Quickness

The security solutions implemented for VANET applications
using 5G networking need to be adaptable and efficient. The
storage and computation demands of cryptographic methods are
often high, which has a negative impact on VANET applications
in terms of efficiency. One of the many difficulties that will
arise from incorporating additional enabling technologies is the
requirement for optimised security solutions in devices with
limited resources [101]. Because every application and service
has unique security needs, it’s crucial to be able to adapt
to meet those needs with ease. Vastly expanded opportunities
for innovative VANET services are presented by the ultra-low
latency promised by 5G. While guaranteeing promised security
is important, achieving the ultra-low latency aim also requires
appropriately built and optimised security solutions. In 5G, low-
ering the signalling overhead could be a solution [102], [103].
That is why this field need further study. While 5G is a good fit
for safety-critical VANET applications because to its ultra-low
latency requirements, meet those requirements with efficient
and lightweight cryptographic solutions [91]. Redesigning the
control plane such that it is located close to the centre of gravity
could be one way to increase efficiency. Provisioning of security
resources, from an agility perspective, would be application-
and context-specific. So, security management systems need to
be flexible to accommodate the needs of various applications
and services. Further research is necessary regarding this matter.

L. Cognitive Cloud

Particularly at level 5 VANET, cognitive AI and algorithms
would allow us to mimic human-level performance. To meet
the requirements of the level 5 VANET—which include precise
decision-making, object-detection, and localization—in unpre-
dictable environments like heavy rain, thick fog, or complete
darkness—is no easy feat. To get near human-like performance
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in areas like object detection and decision-making, cognitive
computing improves the accuracy of the models. Cognitive
computing’s incorporation into VANET enhances both preci-
sion and security. With the help of the Cognitive Internet of
Vehicles, autonomous vehicles can learn what, how, and where
to compute in a way that mimics the human brain.

M. Management of Flash Traffic

The connectivity between vehicular nodes, other cars, and
the infrastructure in their immediate vicinity causes massive
volumes of data to be generated. Personal information, control
information, mobility traces, and more are all part of this
data set. The rapidity and volume of this data makes big data
methods ideal for making VANET applications a reality. One
example is the millisecond-scale intervals between cooperative
awareness messages exchanged by each VANET vehicle. Con-
sequently, nearby nodes would produce a deluge of data in
the event of heavy traffic. Internet of Things (IoT), electronic
health records (e-health), traffic management, and other similar
applications could potentially make use of this data as well.
Access control, access rights, integrity, privacy, and similar
security needs must be satisfied for each user in a 5G-enabled
VANET in order to manage and process such massive amounts
of data efficiently. In addition, for various applications’ quality
of service needs to be satisfied, these mechanisms need to
be efficient. To manage the massive amounts of network data
created, optimised big data approaches and in-network caching
could be employed. But in the future, additional studies will be
required in this field.

VII. RESULTS AND ANALYSIS

This section discusses abcomparative analysis of recent AI-
based and security-enriched architectures for 5G-VANET sce-
narios. As illustrated in Fig. 10, we emphasize the three most
important performance measures: detection accuracy, latency,
and overall security robustness. The proposed mechanisms–
itselfbdrawn from recent works–comprise a wide range of
intelligent vehicular communication systems that combine dif-
ferent modalities like AI, blockchain, fog computing, SDN and
machine learning.

Fig. 10. Comparison of AI-Based 5G-VANET Security Techniques

In this group, AI-led anomaly detection models excel in
their accuracy, with detection rates as high as 91% for threats
like spoofing or intrusion attempts. These models also achieve
an average low latency of 12 ms, which makes them suitable
candidates for safety critical applications in VANETs such as
collision avoidance and real time hazard warning. The combi-
nation of deep learning that are being infused into the network
and light weight inference mechanisms for such systems will go
on to react fast without sacrificing content precision especially
when deployed at the edge by means of MEC.

The highest security assessment score (9.5/10) is provided
for blockchain-based trust management schemes, certifying
their capability to maintain data integrity, and traceability
consistency, and decentralized trust with heterogeneous VANET
nodes. But this performance isn’t without compromise, as it also
has a low response time of 18 milliseconds, which means that
time critical vehicle to everything (V2X) communication could
be affected. They are more appropriate for secure identity man-
agement, group authentication and electronic data provenance,
where multiple parties work together.

Whereas fog-edge security implementations, leveraging the
distributed nature of edge devices to perform threat detection
and process vehicular information, provide a balance. With a
detection accuracy of 85%, and a latency of 15 ms, and security
score of 8.5, they excel in applications where centralized
infrastructure connectivity is constrained or intermittent.

SDN-based VANET architectures while less accurate in de-
tection rate and security score (83% and 8.0, respectively) offer
architectural versatility. Their global control can be employed
to support large-scale dynamic network orchestration, spectrum
slicing, and flow-based policy enforcement- in heterogeneous
network scenarios in particular.

Finally, routing algorithms derived from machine learning
perform well in all parameters. They are shown to be applicable
to adaptive path selection, congestion prediction and QoS-
sensitive traffic steering with 87% accuracy at 14 ms latency
and 8.8 security strength. Such techniques greatly benefit from
data-driven reinforcement learning and optimization algorithms
which are tailored to the dynamics of vehicular mobility as well
as environmental conditions.

In general, no model dominated across all performance
measures, highlighting the importance of a hybrid solution
that integrates the predictive strengths of AI with the integrity
of blockchain and the real-time capabilities of edge-based
models. This evidence confirms the hypothesis of this paper:
5G-VANET security designs need to include AI-driven intelli-
gence in order to secure our future transportation systems in a
scalable, secure, and timely fashion.
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VIII. CONCLUSION AND RECOMMENDATION

The integration of Artificial Intelligence (AI) and 5G based
Vehicular Ad Hoc Networks (VANETs) is a vital stepping stone
for intelligent, autonomous and secure transportation systems.
This paper provided a comprehensive survey on AI-based
components in 5G-VANET structures, like random anomaly
detection, cooperative trust-based models, DDoS and distribu-
tive key management system and real-time learning-based state
decision engines. By using AI in combination with the enabling
technologies such as SDN, MEC, and blockchain technologies,
the proposed framework overcomes essential problems such as
latency, security, and scalability in vehicular communications.
Real-world applications such as autonomous platooning and
collaborative message authentication shows practicability of
AI-aided vehicular networks. Yet, there are still many open
issues begging for solution, including the privacy-respecting,
quantum safe communication, and the trust building process in
a dynamic manner. In future, light and context-aware AI models
and cognitive computing must be used to enable 5G-VANETs
to transform into completely autonomous and trustworthy trans-
portation systems.

Due to its many advantages over other cellular generations,
it believes 5G is the best option for Vehicular Ad-hoc Networks
(VANETs):

• Improvements in Communication and Data Exchange: In
order to improve traffic management, encourage coop-
erative driving, and avoid collisions in real-time, ultra-
reliable low-latency communication (URLLC) allows cars
to transmit crucial safety information with minimal delays.
Wide data transfer rates: Allows for the transfer of massive
data sets, including as HD maps, live video streams,
and sensor readings, which are essential for autonomous
driving and advanced driver assistance systems (ADAS).

• Effectiveness and Expandability of the Network: The abil-
ity to connect a large number of vehicles and roadside
units (RSUs) seamlessly is crucial for large-scale smart
transportation system deployments, and massive machine-
type communication (mMTC) provides just that. Network
slicing allows for the development of specialized virtual
networks for use with VANETs, which improves per-
formance and allows for more efficient use of available
resources.

• Enhancement of the User Interface: Safeguarding sensi-
tive data shared within the network against cyberattacks
and illegal access, robust authentication and encryption
measures enhance security. Minimizing delays in data
transfer reduces latency, which in turn improves the user
experience for connected-car services and allows crucial
safety applications to respond faster.

• The combination of 5G-VANET with other new technolo-
gies, such as Multi-access Edge Computing (MEC), also
encourages: Processing and analyzing data in real-time:

Autonomous vehicles can transfer computing activities to
servers at the network’s periphery, allowing for better
traffic flow management and faster decision-making. Sup-
ports connected and autonomous vehicles better by laying
the groundwork for real-time communication, collabora-
tion, and data exchange between vehicles and roadside
infrastructure, which in turn allows for the creation and
implementation of cutting-edge automotive technology.

ACKNOWLEDGMENT

This work was supported by the Deanship of Scientific
Research, Vice Presidency for Graduate Studies and Scientific
Research, King Faisal University, Saudi Arabia (Grant No.
KFU251783).

REFERENCES

[1] J. B. Kenney, “Dedicated Short-Range Communications (DSRC) Stan-
dards in the United States,” in Proceedings of the IEEE, vol. 99, no. 7,
pp. 1162-1182, 2011, doi: 10.1109/JPROC.2011.2132790.

[2] M. A. Al-Shareeda, M. A. Saare, and S. Manickam, “Unmanned aerial
vehicle: a review and future directions,” Indonesian Journal of Electrical
Engineering and Computer Science, vol. 30, no. 2, pp. 778–786, 2023,
doi: 10.11591/ijeecs.v30.i2.pp778-786.

[3] M. R. Alboalebrah and S. Al-augby, “Unveiling the causes of fatal road
accidents in iraq: An association rule mining approach using the apriori
algorithm,” Journal of Cyber Security and Risk Auditing, vol. 2025, no.
2, pp. 1–11, 2025, doi: 10.63180/jcsra.thestap.2025.2.1.

[4] J. Clancy et al., “Wireless Access for V2X Communications: Re-
search, Challenges and Opportunities,” in IEEE Communications
Surveys & Tutorials, vol. 26, no. 3, pp. 2082-2119, 2024, doi:
10.1109/COMST.2024.3384132.

[5] K. Herman Muraro Gularte et al., “Integrating Cybersecurity in V2X:
A Review of Simulation Environments,” in IEEE Access, vol. 12, pp.
177946-177985, 2024, doi: 10.1109/ACCESS.2024.3504404.

[6] H. Zhong, L. Wang, J. Cui, J. Zhang and I. Bolodurina, “Secure Edge
Computing-Assisted Video Reporting Service in 5G-Enabled Vehicular
Networks,” in IEEE Transactions on Information Forensics and Security,
vol. 18, pp. 3774-3786, 2023, doi: 10.1109/TIFS.2023.3287731.

[7] M. A. Al-Shareeda, A. M. Ali, M. A. Hammoud, Z. H. M. Kazem,
and M. A. Hussein, “Secure iot-based real-time water level monitoring
system using esp32 for critical infrastructure,” Journal of Cyber Security
and Risk Auditing, vol. 2025, no. 2, pp. 43–52, 2025, doi: 10.63180/jc-
sra.thestap.2025.2.4.

[8] B. N. Alhasnawi, S. M. M. Almutoki, F. F. K. Hussain, A. Harrison,
B. Bazooyar, M. Zanker, and V. Bureš, “A new methodology for
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