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Abstract—Secure, scalable, and compliant solutions are be-
coming a requirement for healthcare systems handling sensi-
tive medical data. Blockchain presents unique opportunities to
create transparency and trust that is decentralized, yet has
inherent challenges posed by scalability, sustainability and reg-
ulation. This study presents CA-HBCA, a Cognitive and Adap-
tive Software Engineering Framework for intelligent healthcare
blockchain applications. The novel contribution of the research
is the combination of four sledging modules, such as an AI-
based cognitive security layer that triggers real-time anomaly
detection, an adaptive sustainability engine that optimises energy-
performance, a DevSecOps-based continuous delivery pipline, and
a HL7/FHIR-compliant interoperability and consent management
layer. Methodologically, the FEACAN was realized with Solidity,
TensorFlow, and Ethereum/Hyperledger testnets, and tested by
simulating healthcare scenarios such as EHR exchange, and ad-
versary search. We obtained 93.2% precision of anomaly detection,
17.6% reduction of energy consumption, 42 transactions per
second throughput in Hyperledger, and 98.7% of success rate of
HL7-FHIR transformation, etc. The framework also demonstrated
100% smart contract–based consent compliance under test cases.
The results indicate that CA-HBCA can be employed for the
establishment of secure, sustainable and regulation-compliant
blockchains in digital health infrastructures. In the future, we will
also carry out validation with clinical real data sets and investigate
the scalability in a variety of healthcare settings.

Keywords—Software Engineering; Blockchain in Healthcare;
FHIR Interoperability; Smart Contracts; Energy Optimization;
Anomaly Detection

I. INTRODUCTION

The EHR safe use and of I envisage core components of all
of it foundation the strong and interconnected, secure and an

exchange of health data management in the new digitized world
of the health care [1]–[4]. Patient data integrity, availability and
confidentiality underpin EHR, remote diagnostics, telemedicine,
and clinical trials [5], [6]. The increasing complexity and
volume of health data alongside growing privacy concerns and
worldwide compliance regulations (including GDPR, HIPAA,
and HL7) show a rising complexity challenge to conventional
systems of healthcare information [7].

Blockchain technology provides a promising answer to many
of these problems [8], [9]. Its key properties — immutability,
decentralization, auditability, and distributed trust — meet well
the most critical needs of health care. Some of the blockchain
applications in healthcare space are EHR management, supply
chain transparency, enabling access control, enforcing consent,
and upholding clinical research integrity [10]–[12]. MedRec,
OmniPHR and Hyperledger Healthchain are examples of proof-
of-concept models. But these systems are used to work in
outdated architectures, with limited adaptiveness as they do not
include real-time intelligence or sustainability-aware operations
[13]–[15].

Software engineering frameworks for healthcare software on
top of blockchain have been mainly concentrated on modular
design and static requirements engineering in the past. As
an example, S3EF-HBCAs proposed [16] a reusable secure
methodology for software development applied through smart
contracts and BC-SQUARE model. Though working well for
modeling and preliminary planning purposes, S3EF-HBCAs
lacks dynamic adaptability, online anomaly detection, and con-
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tinuous delivery capabilities vital for modern scale and health
infrastructure that is mission-critical [17]–[19].

Beyond a few protocol-level energy optimizations, the sus-
tainability of blockchain based systems remains largely un-
charted territory [20]–[22]. In real-world healthcare settings,
there is a need for sustainability mechanisms at the application
layer for health management applications that can react to
dynamic resource requirements, while offering guarantees about
patient data privacy and regulatory compliance [23], [24].
Software engineering models with cognitive intelligence and
automation across the DevSecOps lifecycles are needed now
more than before, to facilitate compliance beyond static code
[25], [26].

Blockchain technologies are progressively emerging as ba-
sically promising information base answer for improve trust,
security and traceability between TRA and IHC, yet a current
programming designing system doesn’t appear to bolster the
versatility of stewardship systems in the applications, which
includes real-time responsiveness, psychological security and
manageability of applications in TRA and IHC [27]–[29]. Ex-
isting attempts at this task such as S3EF-HBCAs are based on
static designing skills and do not address artificial intelligence
in terms of threat detection or dynamic energy optimization or
continuous delivery pipelines [30]–[32]. Additionally, interop-
erability with some state-of-the-art healthcare standards (HL7s
and FHIRs) is either weak or missing from conceptual models,
creating implementation issues after deployment [33], [34]. In
summary, these constraints together limit the scalability, agility,
and compliance of blockchain-based solutions for real world
clinical applications [35]–[37].

These pieces cooperate with each other to establish a secure,
scalable, regulation-aware, and performance-efficient healthcare
blockchain network in dynamic clinical practice. The novelty
of the research is in calibrating and testing CA-HBCA with
simulated EHRs and altered adversarial anomaly injections via
EHR workflows, and CAHBCA deployment on Ethereum and
Hyperledger blockchains. Compared with existing frameworks,
the proposed architecture achieves considerable improvements
in accuracy of security detection, energy efficiency, throughput,
and validation of compliance in devices. Overall, it seeks to im-
prove the responsiveness, reliability, and regulatory compliance
of blockchain-enabled digital health infrastructures. The main
contributions of this paper are:

• Proposed architecture (CA-HBCA) based on cognitive
security, adaptive sustainability, DevSecOps and healthcare
interoperability.

• Data accession with privacy protection using FHIR-
compatible smart contracts.

• Leveraging AI-based anomaly detection & sustainability
metrics in the smart contract life cycle

• A case study demonstrating empirical validation through
a healthcare case study with security, performance, main-

tainability, and compliance metrics evaluation.
The rest of this paper is organized as follows: Background

and related work is discussed in Section II. Section III shows
background of this paper. Section IV presents the CA-HBCA
framework along with its fundamental constituents. Section V
describes the methodology and experiments. Section VI shows
the comparison between CA-HBCA and S3EF-HBCAs, and
Section VII concludes the paper with future work directions.

II. RELATED WORK

Analysis of healthcare blockchain implementations identified
some promising directions; however, most implementations
suffer from a lack of adaptability, sustainability and continuous
security integration. In this section, we review the evolution of
blockchain-enabled healthcare solutions and discuss the existing
voids that the CA-HBCA framework satisfies.

Use of blockchain systems for EHRs, consent management
and clinical trials has only gained momentum [38]. MedRec
[39] was one of the earliest to suggest the concept of using
Ethereum for decentralized patient-controlled health records.
But it does not include adaptive threat response or dynamic
consent revocation. Some recent studies have explored more
secure and sustainable models [40]–[43]. Similarly, a recent
framework for blockchain-enabled medical records proposed by
Agrawal and Patil [44] improved data integrity and sustainable
processing but did not leverage integrated AI-deep learning
threat analytics, which would allow data and system insights,
or DevSecOps delivery pipelines [45]–[48]. Baniya et al. [49]
proposed a blockchain authentication schema for IoMT in
Industry 5.0 environments. This focus would be infrastructure-
level protection not application-layer adaptability and software
engineering principles [50]–[53].

Ramachandran et al. [16] are the authors of the S3EF-
HBCAs Initiatives model established a foundational body of
work on security-focused blockchain software engineering. This
included reusable smart contracts and threat modeling through
BC-SQUARE [54], [55]. But it does not include cognitive
AI layers for real-time anomaly detection, risk scoring, and
DevSecOps automation — all of which are gaps filled by CA-
HBCA. Knott and Fezzani [56] demonstrated the flexibility of
blockchain software design frameworks to incentivize inclusion
in health access while owning data and enabling usability.
However, their framework does not imply energy profiling,
runtime validation, and adaptive security protocols.

The sustainability of blockchain systems as designed is still
one of the main challenges. Garg et al. (2023) [57]; Kouhala et
al. [58] joint energy aware consensus and system level sustain-
ability using lean block validation and scheduling approaches.
But their models were limited to a network consensus focus,
without extending applicability to smart contract maintainabil-
ity, execution energy profiling, or optimization trade-offs at the
application layer [59], [60].
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In contrast, CA-HBCA captures sustainability concerns dur-
ing the initial software setup stage, enabling developers to
take energy-performance-security trade-offs into account at
runtime. Native development practices such as DevSecOps do
not have sufficient presence in the blockchain space. Reddy et
al. [61], who highlight the necessity of continuous security in
quantum-enhanced blockchain platforms for Industry 6.0, but
only provide implementation strategies or tooling integration
without incorporating healthcare use cases [62].

On the other hand, CA-HBCA is a fully functional protocol
based on S3EF-HBCAs [16], designed with enhanced fea-
tures, including: AI/ML-driven cognitive security capabilities
for sophisticated anomaly detection; an adaptive sustainability
engine that manages energy-performance-security compromise;
and an automated DevSecOps pipeline that enables self-driving
secure smart contract delivery, execution, and monitoring.
CA-HBCA also addresses real-world deployment use cases
(consider sequence of data impacts, FHIR/HL7 interop, Con-
sent aware smart contracts, and compliance automation with
HIPAA/GDPR, etc.) Hence, where S3EF-HBCAs established
the basis for secure and sustainable engineering for such
systems, CA-HBCA extends this vision into a more smart,
scalable, and operationally flexible framework for future-ready
digital health infrastructures.

III. BACKGROUND

So, blockchain in healthcare systems is researched with
intensive attention because blockchain is capable of providing
transparency, immutability, and decentralized trust for the sen-
sitive patient data management [63]–[65]. Its use cases include
EHR exchange, clinical trial integrity, consent management,
and supply chain tracking. Despite this, nearly all existing
blockchain applications for healthcare face challenges in their
potential integration, compliance, and runtime efficiency [66],
[67].

Early efforts like MedRec rely on Ethereum smart contracts
for patient-controlled health data access, although they lack
dynamic threat response, a sustainability focus, and integration
with healthcare standards like HL7 or FHIR. Other models,
including OmniPHR and Hyperledger Healthchain, also in-
vestigated decentralised architectures, but were built on fixed
and static design paradigms that can not effectively meet the
challenges of scaling in heterogeneous clinical environments
[68]–[70].

Initiatives like S3EF-HBCAs targeted modular and reusable
smart contract development, and laid the security modeling
(e.g., BC-SQUARE) in healthcare blockchain engineering [16],
[71], [72]. However, this approach did not utilize artificial intel-
ligence for real-time threat detection and profiling, and did not
support run-time mechanisms to adjust the trade-offs between
performance, security, and energy [73], [74]. Furthermore, the
DevSecOps practices and principles, critical for automated,

secure, and continuous delivery of software, are not embedded
in these frameworks, shielding them from actual production
[75], [76].

Another important limitation in previous work is the less
addressed conflict between blockchain immutability and data
privacy laws such as the GDPR imposition of the “right to era-
sure”. While some models achieve access logging and require
consent enforcement, there are none with support for smart
contract-based consent revocation or with practical calibration
to both HIPAA and GDPR [77]–[79].

In terms of sustainability, the energy inefficiency of
blockchain systems, in the public chains especially, and the
absence of means to monitor and fine-tune resource usage at
the application level are still open challenges. Some energy
optimization research focuses on consensus-level behaviors
while ignoring trade-offs at the application layer between smart
contract complexity, transaction load, and node usage.

To address these gaps, we present in this study CA-HBCA,
which combines knowledge-driven AI for security, flexible
sustainability reasoning, DevSecOps, and HL7/FHIR-compliant
interfaces for interoperability and regulation conformance. This
work extends significantly on previous models by addressing
these disjoint concerns and combining them into a testable and
deployable architecture.

IV. PROPOSED CA-HBCA FRAMEWORK

The Cognitive and Adaptive Healthcare Blockchain Appli-
cation Framework (CA-HBCA) is proposed to overcome the
challenges of static and rigid healthcare blockchain engineering
approaches. It brings together cognitive failable intelligence,
adaptive system components, and DevSecOps automation into
a connected architecture that is scalable, secure, and sustainable,
as shown in Fig. 1. Each of the core components of the
CA-HBCA framework highlighted in the following section
contributes to improved functionality, resilience, and interop-
erability in contemporary healthcare ecosystems.

Fig. 1. Overview of Proposed CA-HBCA Framework
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A. Cognitive Security Layer

The CA-HBCA framework introduces a new cognitive secu-
rity layer that applies AI/ML for (dynamic and self-improving)
threat detection, providing an innovative and cutting-edge ap-
proach to the security of health care blockchain applications,
as shown in Fig. 2. Existing blockchain frameworks utilize
traditional mechanisms, like static rule-based validation or post-
deployment audits, which do not adapt to changing threats or
sophisticated attacks on smart contracts and transaction flows.
Whereas the Cognitive Security Layer is proactive, adaptive,
and capable of continuous learning with the help of historical
and real-time data streams [80]–[83]. Four core capabilities
are introduced in the Cognitive Security Layer that together
significantly improve the system’s capabilities to detect, assess,
and respond to evolving security events in real-time.

Fig. 2. Cognitive Security Layer Architecture in CA-HBCA

• Anomaly Detection for Smart Contracts: This function
uses techniques such as Isolation Forests and Autoencoders
based on unsupervised machine learning to find outliers
in the behaviour of contracts [54], [84]–[86]. Until smart
contracts get a deployed instance on the blockchain, using
execution paths and data flows analysis techniques to de-
tect unknown vulnerabilities or malicious code injections
would find the issues.

• Machine Learning based Behavioral Profiling of
Blockchain Transactions: By maintaining a real-time
view of transaction metrics (like how often a user or
contract transacts, their gas usage, or interactivity with
addresses), the system is able to dynamically build
behavioral profiles [87]–[89]. Alerts for possible fraud,
insider threats, and misuse are triggered by deviations
from established behavioral norms.

• Cognitive Threat Intelligence: Pre-processing the logs, au-
dit trails, and event streams and utilizing Natural Language
Processing (NLP) techniques to extract structured insights
[90]–[92]. This information is then mapped against ex-
ternal threat intelligence data sources to build a richer
security context and give the platform a better view of
complex attack patterns.

• Adaptive Risk Scoring: Multiple factors, such as anomaly
levels, behavioral deviations, and threat intelligence sig-
nals, are factored in to assign each transaction or contract a
real-time risk score. These scores help automate responses,
like blocking a transaction, alerting an administrator, or
changing access controls to take preventive action against
risk.

In a blockchain network of EHRs, if a smart contract starts
interacting with unknown addresses or performs its updates
with an abnormal frequency not in line with the patient access
behaviour, the ML engine raises an alarm by marking it as
anomalous. The contract gets quarantined at the moment, and
the DevSecOps pipeline stops any further deployments for
analysis. This reduces risk exposure in near real time, a critical
need in health care environments, where data breaches can
be catastrophic. The framework consists of various interrelated
architectural components to enable smart threat detection and
response capabilities under the Cognitive Security Layer of
CA-HBCA. Each of these 7 components caters to a different
stage of the application security lifecycle for blockchain, from
code analysis before deployment, to real-time detection and
mitigation of anomalies. Table I represents the key elements
and their responsibilities for setting a proactive and adaptive
security mechanism.

TABLE I. ARCHITECTURE COMPONENTS OF THE
COGNITIVE SECURITY LAYER IN CA-HBCA

Component Description
Smart Contract Ana-
lyzer

Tools for pre-deployment code scanning,
such as Slither and symbolic execution
for detecting vulnerabilities like re-entrancy,
overflows, and access control issues.

ML Engine for Anomaly
Detection

Trained with historical smart contract data
and blockchain logs to identify execution
behavior outliers.

Blockchain Log Parser
& NLP Engine

It extracts meaningful threat indicators from
transaction metadata, logs, and exception
traces.

Cognitive Response Or-
chestrator

Pilots automated/semi-automation mitiga-
tion responses (alerting, policy updating,
invalidation blocking).

B. Adaptive Sustainability Engine

One of the primary architectural innovations of CA-HBCA
is a new concept called the Adaptive Sustainability Engine,
which aims to mitigate the increasing risk of energy usage,
resource consumption, and software maintainability associated
with blockchain-based healthcare systems. This engine per-
forms dynamic optimization of blockchain operations to bal-
ance performance, security, and energy efficiency by constantly
monitoring system metrics, unlike traditional frameworks that
statically define constraints (on energy or sustainability).

1) Core Functions: The engine acts as an intelligent con-
troller that incorporates real-time performance metrics, work-
load statistics, and environmental data into a sustainability
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optimization model. You engineer the behavior of blockchain
components (e.g., consensus protocols, node workloads, con-
tract execution) to adjust based on threshold values for these key
energy-performance indicators, alongside the learned behavior
of the system over time.

• Dynamic Energy Profiling: The engine then profiles
blockchain nodes, smart contracts, and network activity
to identify energy hotspots. Such measurements include
transaction throughput per watt, vs. execution time, vs.
gas cost, vs. storage vs. performance trade-offs, etc. This
knowledge then allows for dynamic throttling or task
offloading onto less energy-intensive nodes or chains.

• Adaptive Resource Allocation: To find the right resource
allocation under current load, SLA constraints, and sus-
tainability goals, the system uses rule-based logic as well
as machine learning models to reallocate computational
and network resources. For example, the system could
downscale non-critical services or adopt energy-efficient
consensus methods during low transaction throughput.

• Monitoring green smart contract design: It identifies the
sustainability of code complexity, reusability, and main-
tainability of the deployed smart contracts. Contracts are
scored using metrics like cyclomatic complexity, func-
tion reuse ratio, and testing coverage, and developers are
guided towards energy-aware software practices.

• Trade-off Optimization Engine: This module optimizes the
trade-off between security, performance, and sustainability
through multi-objective optimization (e.g., Pareto front
analysis). It allows system architects to select operational
modes that best suit the prevailing context, optimizing for
privacy, throughput, or efficient use of energy.

2) Quantifiable Metrics Monitored: To ensure that the Adap-
tive Sustainability Engine operates effectively and aligns with
sustainability goals in real-time, CA-HBCA defines a set of
quantifiable metrics, as shown in Table II. These metrics guide
the system’s decision-making processes for dynamic resource
optimization, performance evaluation, and trade-off analysis.
Each metric provides a measurable indicator of the system’s
operational footprint and its adherence to sustainability-oriented
SLAs.

3) Trade-Off Optimization Engine: CA-HBCA models the
Adaptive Sustainability Engine as a multi-objective optimiza-
tion problem. They will have to find a system configuration
that minimizes energy consumption without compromising the
performance and security while satisfying the healthcare SLA
constraints. The goals may be termed as:

• Objective Function:

Minimize: F (x) = [E(x),−P (x),−S(x)]

Where E(x): Energy consumption (minimize), P (x): Per-
formance (maximize), S(x): Security score (maximize),

x ∈ X : Vector of system configurations (e.g., workload
distribution, consensus mode)

TABLE II. QUANTIFIABLE METRICS MONITORED
BY THE ADAPTIVE SUSTAINABILITY ENGINE

Metric Description
Energy per Transac-
tion (EPT)

Watts consumed per successful blockchain
transaction. This metric helps track the ef-
ficiency of blockchain operations from an
energy perspective.

Smart Contract
Maintainability
Index (MI)

A composite score derived from code struc-
ture, testability, modularity, and reusability
of deployed smart contracts. Used to pro-
mote long-term sustainable software prac-
tices.

Node Utilization Ef-
ficiency

The ratio of actively utilized resources to the
total available computational and network
capacity. Helps identify over-provisioned or
underutilized nodes.

SLA–Sustainability
Deviation

Measures the degree of divergence between
service-level agreement (SLA)-defined
goals and the system’s current sustainability
profile. It reflects how well the system is
adapting to its stated energy-performance
objectives.

• Energy Consumption:

E(x) =

n∑
i=1

(
Ti · Ci

ηi

)
where Ti: Number of transactions at node i, Ci: Energy
cost per transaction, ηi: Efficiency coefficient of node i.

• Performance Function:

P (x) =
1

n

n∑
i=1

(
Ti

Li + δi

)
Where Li: Latency per transaction, δi: Delay from cryp-
tographic operations or network overhead.

• Security Score:

S(x) =

m∑
j=1

(wj · σj(x))

where σj(x): Security score from the jth threat detector,
wj : Weight assigned to the jth security metric, m: Total
number of security analysis modules.

• Pareto Optimality Condition:

X ∗ = {x ∈ X | ∄ x′ ∈ X : F (x′) ≺ F (x)}

Where no x′ dominates x across all objectives, ensuring
optimal trade-offs.

C. DevSecOps Pipeline Integration

The CA-HBCA framework enables a secure pipeline integra-
tion of DevSecOps in healthcare blockchain, thereby empower-
ing the secure automation and scalability of software delivery,
as shown in Fig. 3. In contrast to traditional development
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lifecycles, where security is considered after deployment, De-
vSecOps integrates security controls, validation, and monitoring
into each phase of the software development lifecycle (SDLC).
This combination allows for the fast, compliant delivery of
smart contracts and decentralised applications (DApps), while
continuously assuring security, privacy, and the integrity of the
whole system. The CA-HBCA DevSecOps pipeline is broken
up into the following phases, all with built-in automated checks
and security instrumentation:

Fig. 3. DevSecOps Pipeline Integration In CA-HBCA Framework

• Code Commit & Source Control: Developers deploy
smart contract code and API logic into a secure version-
controlled repository (i.e., GitHub, GitLab). Static Analy-
sis is triggered by commit hooks.

• Automated Security Scanning: Solidity static analysis
tools, Slither, Mythril, SmartCheck are all run to look for
vulnerabilities such as reentrancy, integer overflows, and
broken access controls.

• Test Automation: Frameworks like Truffle, Hardhat, and
Postman (for FHIR API validation) are used to trigger
unit, integration, and behavioral tests. It generates coverage
reports.

• Build and Containerization: The final code after validation
through a CI tool, i.e., Jenkins or GitHub actions, is
containerized through Docker with secure configurations
& environment variables.

• What is Policy Enforcement & Approval Gates: Flow
control to deployment is governed by role-based approvals,
security compliance checks, and anomaly behavior score
from the Cognitive Layer.

• Deployment on Blockchain Network: Identity-
authenticated keys, audit logging, and rollback
mechanisms are enabled to deploy smart contracts and
services to target networks (e.g., Ethereum, Hyperledger
Fabric).

• Monitoring & Feedback Loop: Runtime exceptions cap-
ture anomalies in performance, energy consumption, and
transactions. Alerts get filtered back to the dev team for
triage and patch.

D. Interoperability & Compliance Layer

The CA-HBCA Interoperability and Compliance Layer†
(HL7 FHIR Infrastructure for healthcare systems) facilitates in-
teroperability in controlled healthcare environments, providers,
and vendors that require integrating multiple clinical systems.

Although blockchain offers immutability and traceability of
data, its introduction into healthcare relies on compliance
with standards that include HL7 and FHIR and regulatory
frameworks such as HIPAA and GDPR, as well as techni-
cal capabilities to integrate with Electronic Health Record
(EHR) systems, clinical workflows, and third-party analytics.
This layer provides the necessary architectural interface be-
tween decentralized blockchain infrastructure and centralized
healthcare systems, which is essential so that blockchain-based
applications can be made secure and sustainable, as well as
interoperable, compliant, and clinically usable.

• FHIR-Compliant RESTful APIs: This layer exposes stan-
dardized RESTful APIs following the Fast Healthcare In-
teroperability Resources (FHIR) specification. These APIs
provide healthcare providers, insurers, and patients with
access to and sharing of structured health data, including
patient demographics, lab reports, and treatment plans,
facilitated by blockchain-anchored records.

• HL7 Integration Engine: To ensure compatibility with
legacy systems, the interoperability layer also contains an
HL7 message parser and transformer. It provides support
for HL7 v2 conversion. Z messages and FHIR resources
while being backward compatible with hospital informa-
tion systems and legacy EHR platforms.

• Semantic Ontology Mapping: A native semantic engine
aligns terminology and maps metadata across heteroge-
neous systems. To guarantee that the exchanged data is
not only syntactically correct but also semantically sound
across domains, it utilizes healthcare ontologies such as
SNOMED CT, LOINC, and ICD-10.

• Personalized Cookie Less Tracking Consent Management:
Smart contracts integrate with consent registries that man-
age, validate, and enforce patient rights over data flows.
These contracts enforce expiration, revocation, and condi-
tional sharing logic per the privacy mandates.

• Enforcement of Regulation Compliance: This layer en-
compasses audit trails, access logs, and zero-knowledge
proof (ZKP)-based verification required for GDPR and
HIPAA compliance. Smart contracts can be programmed
to execute the terms of regional data governance measures
automatically (e.g., GDPR Article 17: right to erasure).

With the blockchain-based FHIR interface, a patient re-
ceiving treatment at two different healthcare institutions can
allow the sharing of diagnostic reports. Subsequently, the data
flows through the CA-HBCA interoperability layer, where it is
transformed from the originating HL7 format into FHIR format
as well as validated using semantic matching rules. With all
transactions captured on-chain with corresponding consent, and
control remaining with the patient to revoke access at any time,
compliance, control, and continuity of care.
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V. METHODOLOGY

In this paragraph, we describe how to design, implement, and
adopt the CA-HBCA (Cognitive security, Adapted Sustainabil-
ity, DevSecOps automation, Interoperability layers) framework
that accommodates secure and scalable healthcare blockchain
systems. It involved architectural modelling, simulation, and
experimental verification to ensure practicality and healthcare
fit.

A. Research Design Approach

This research followed a design science research methodol-
ogy (DSRM) comprising iterative cycles of framework design,
prototyping, validation, and refinement. Then, each of the
core layers of CA-HBCA—Cognitive Security, Sustainability
Engine, DevSecOps Pipeline, and Interoperability Layer—was
created as a standalone module and added into a cohesive pro-
totype. The research approach was organised in the following
phases:

• Problem Identification – Based on Drawbacks of Exist-
ing Healthcare Blockchain Systems (Static Architecture,
Missing AI, Non-compliance, etc.).

• Framework Design – BPMN, UML, and layered software
models for architecture.

• Prototype Development – Used real tools and data stan-
dards (FHIR, HL7) to implement smart contracts, AI
models, and pipelines.

• Simulation and Testing – Perform use-case simulation on
EHR workflows using synthetic and benchmark data sets.

• Metrics –The empirical metrics were used to evaluate and
analyse Performance, security, energy, and interoperability.

B. Dataset and Scenario Setup

To mimic a realistic deployment, a synthetic EHR dataset
modeled after patient-provider interactions was utilized. It
contained patient demographics, consent tokens, clinical notes,
and treatment logs in FHIR structures. Two important scenarios
were then modeled:

• Scenario 1: Multiple hospitals’ access control and consent
validation with the FHIR smart contract

• Scenario 2: AI-based anomaly detection on smart contracts
interactions with injected adversarial behaviors.

C. Tools and Technologies Used

To implement the CA-HBCA framework and its four core
layers (Cognitive Security, Adaptive Sustainability, DevSecOps
Pipeline, and Interoperability & Compliance), a combination
of blockchain development tools, AI libraries, and healthcare
integration frameworks was utilized. Table III summarizes the
key technologies employed across each component.

TABLE III. TOOLS AND TECHNOLOGIES USED

Component Tools / Frameworks
Smart Contracts Solidity, Truffle, Hardhat
Security Testing Slither, Mythril, Oyente
AI for Threat Detection Python (Scikit-learn, TensorFlow),

PyOD
Blockchain Platforms Ethereum (Ganache), Hyperledger

Fabric
Interoperability FHIR APIs, HL7 Parsers, Postman
CI/CD Pipelines GitHub Actions, Jenkins, Docker
Monitoring Prometheus, Grafana, ELK Stack

VI. RESULTS AND DISCUSSION

The experimental comparison of CA-HBCA with the state-
of-the-art S3EF-HBCAs framework indicates considerable im-
provements in terms of both functional features and empirical
performance, as shown in Table IV. Although the S3EF-HBCAs
established the preliminary frame for a secure and sustain-
able software engineering framework for healthcare blockchain
applications, it is still largely model-driven and simulation-
centric, with limited operational testing and no live adaptability
methods.

The CA-HBCA framework builds upon these contributions
through the integration of cognitive and adaptive capabilities. In
particular, compromising the biological aspects of the solution
with an AI-powered cognitive security layer gradually increases
the monitoring detection output, reaching precision and recall
above 91% in threat detection. How does this solve the static
threat modeling that S3EF-HBCAs can supply (real risk scoring
or real-time anomaly detection is not possible).

S3EF-HBCAs targets energy efficiency by optimizing smart
contract reuse and modeling domain-specific requirements.
Nevertheless, CA-HBCA employs an energy optimization en-
gine at runtime that adapts the resource allocation based on
workload intensity and SLA constraints. This translates into a
quantifiable 17.6% decrease in energy usage while the system
is running, proving that an adaptive approach to sustainability
is the way to go.

The original framework did not explicitly report performance
metrics such as transaction latency and throughput, while these
metrics are fully benchmarked in CA-HBCA. Latency was
measured at 640 ms on Ethereum and 310 ms on Hyperledger,
while throughput achieved 16–42 TPS, illustrating practical
feasibility around real-world deployment of this model in high-
availability healthcare environments.

Interoperability is another differentiator. Although S3EF-
HBCAs recognizes FHIR and HL7 as standards, CA-HBCA
encompasses complete FHIR–HL7 dual support along with
the proven 98.7% conversion accuracy, preserving the required
compatibility between heritage EHRs and present wellness
information specifications.

Moreover, CA-HBCA is the first to combine a dedicated
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DevSecOps pipeline with a healthcare blockchain engineering
model. That allows for validation of smart contracts against
security best practices, continuous testing, and smart contract
automated deployment, all of which are a must-have in modern
agile delivery environments. In contrast, S3EF-HBCAs have no
CI/CD integration or automated compliance checks.

TABLE IV. COMPARATIVE RESULTS: S3EF-HBCAS VS. CA-HBCA

Metric S3EF-
HBCAs

CA-HBCA
(Proposed)

Improvement/
Advancement

Security Accu-
racy

Static
threat
modeling
via BC-
SQUARE;
no real-
time
detection

AI-driven
anomaly
detection;
93.2%
precision,
91.5% recall

Adds cognitive de-
tection with run-
time risk scoring

Energy
Efficiency

Design-
time
reuse for
sustain-
ability

Runtime energy
adaptation;
17.6%
reduction

Adaptive,
workload-aware
optimization

Latency
(Performance)

Not
quan-
tified;
simulation-
focused

640 ms
(Ethereum),
310 ms
(Hyperledger)

Measured latency
under load

Throughput
(TPS)

100
instance
simula-
tion in
10.45
min

16 TPS
(Ethereum),
42 TPS
(Hyperledger)

Live throughput on
blockchain testnets

Interoperability FHIR/HL7
discussed
concep-
tually

98.7%
HL7–FHIR
transformation
success

Real FHIR API
and middleware
integration

Maintainability
Index

No
maintain-
ability
index
reported

82.4 / 100 aver-
age MI; ¿85%
test coverage

Quantified
software quality

Consent Com-
pliance

Modeled
via
reusable
contracts

100%
validation
using FHIR
smart contracts

On-chain
validation and
audit logging

DevSecOps In-
tegration

Not
included

Full CI/CD
with Slither,
GitHub Actions

Embedded secure
software lifecycle

Evaluation
Method

BPMN
simu-
lation;
effort es-
timation
only

Testnet deploy-
ment, anomaly
injection, met-
ric tracking

Real-world deploy-
ment validation

Lastly, CA-HBCA fully operationalizes consent management
through FHIR-compatible smart contracts, achieving 100% val-
idation and auditability during access tests. This will meet the
requirements of key parts of GDPR and HIPAA, which were
conceptually addressed but not validated in the previous model.

Fig. 4 compares the seven key evaluation metrics of S3EF-
HBCAs with CA-HBCA frameworks visually. This demon-

strates the quantitative benefits of the CA-HBCA model over
other configurations, including operational readiness, security
performance, and sustainability.

Fig. 4. Comparison of Evaluation Metrics: S3EF-HBCAs vs. CA-HBCA

• Security Accuracy: CA-HBCA notes a 93.2% accuracy
score due to the AI framework’s anomaly detection engine,
as this solution does not execute HBCAs at runtime, unlike
S3EF-HBCAs, and consequently has a lower baseline es-
timate. Showing the capability of CA-HBCA to safeguard
patient data proactively in real-life situations.

• Energy Efficiency: Because S3EF-HBCAs does not report
runtime energy optimization, hence, we assumed a baseline
value of 0. Notably, CA-HBCA is 17.6% more energy-
efficient based on its adaptive sustainability engine, es-
tablishing enhanced environmental fitness and operational
efficiency.

• Latency: Latency of CA-HBCA is reported as 310 ms (on
Hyperledger), and S3EF-HBCAs gave no latency measure-
ments. This result highlights CA-HBCA’s deployment ma-
turity and suitability for real-time healthcare applications.

• Throughput (TPS): Compared to only simulation evalua-
tion of S3EF-HBCAs, CA-HBCA yields up to 0.5 TPS
when the throughput is 42 TPS. This demonstrates the
framework’s ability to scale for multi-user clinical envi-
ronments.

• Interoperability Rate: CA-HBCA supports dual
FHIR–HL7 integration of IO in the backend and
achieves a data conversion test success rate of 98.7%,
whereas S3EF-HBCA conceptually supports ENS only.
This endorsement satisfies the necessary requirements for
CA-HBCA to be integrated into real-world applications
with healthcare standards.

• Maintainability Index: While CA-HBCA reports Maintain-
ability Index (MI = 82.4) and shows high software quality
and sustainability in the long run, which is not reported by
S3EF-HBCAs. That is in keeping with modern software
engineering compliance.

• Consent Compliance: The FHIR-based smart contracts
developed at CA-HBCA ensure 100% compliance, unlike
the non-validated model of S3EF-HBCAs. This further
enables robust GDPR/HIPAA compliance and on-chain
auditability.
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A. Component-Level Impact Analysis

The Cognitive Security Layer is especially precise when it
comes to identifying anomalous behaviors; without it, detection
accuracy drops by at least 25%. This shows the effect on
runtime performance efficiency of the Adaptive Sustainability
Engine directly influencing energy optimization. Table V shows
Component-Level Impact Analysis on CA-HBCA Performance.
The DevSecOps Pipeline delivers continuously and handles de-
ployment robustly. Turning it off will slow us down with manual
integration and deployment constraints. Interop & Compliance
Layer for HL7/FHIR compatibility and consent enforcement.
Lack of these two metrics would greatly decrease the two
metrics required in practice due to healthcare.

B. Discussion

Experimental results show that the proposed CA-HBCA
model dominates other blockchain-assisted healthcare engi-
neering models in performance. In particular, the framework
managed to reach 93.2% of anomaly detection precision, 17.6%
of energy consumption reduction, 42 TPS of throughput on the
Hyperledger network, and 98.7% of success when transforming
HL7-FHIR data. Moreover, the Maintainability Index (MI) of
82.4, in combination with 100% smart contract–based consent
compliance, approves the system for secure, scalable, and
regulation-conform healthcare applications.

In contrast to the S3EF-HBCAs, which are based on stati-
cally designed-time optimizations and module code reuse, CA-
HBCA takes up real-time AI-driven threat and threat intelli-
gence, DevSecOps-based continuous delivery, and runtime sus-
tainability optimization. S3EF-HBCAs were not substantiated
by practical validation under realistic conditions, whereas CA-
HBCA was the only one to be tested using synthetic healthcare
workflows and adversarial conditions, providing more empir-
ical support. Moreover, CA-HBCA includes standards-based
interoperability and compliance layers as an integrated concept,
which are developed at the concept level only in the previous
models.

These findings solidify that there is potential for infusing
cognitive AI and sustainability modeling within blockchain
engineering to elevate security and system efficiency without
sacrificing scalability and compliance. The reported throughput
(42 TPS) and latency (310–640 ms) suggest that the framework
is potentially deployable in non-emergency clinical scenarios
(e.g., EHR access, insurance claims, and cross-institutional
record sharing). Data from FHIR-based smart contracts’ success
also adds to the CA-HBCA value as a middleware addressing
the separation of legacy systems and decentralized infrastruc-
tures.
Strengths and Limitations

• The advantages of the framework are as follows:
• AI, DevSecOps, Compliance integration from end-to-end

• Empirical verification through structured clinical work-
flows and adversarial scenarios

• Objective and reproducible criteria in the areas of security,
energy, and interoperability

Limitations include:
• Utilisation of artificially generated datasets that do not

contain the full range of diversity and noise found in real
EHRs

• Performance metrics measured in a controlled testnet set-
ting cannot necessarily be extrapolated to a congested or
multi-tenant deployment

• The existing evaluation does not cover edge-case user
consent scenarios, like emergency overrides or partial data
revocation.

In the future, we plan to deploy CA-HBCA in real hospital
settings and use additional natural language processing (NLP)
pipelines to incorporate unstructured clinical notes, as well as
investigate federated learning to further enforce the privacy-
preserving model updating in a decentralized manner.

VII. CONCLUSION AND FUTURE WORK

We presented in this study, CA-HBCA, a new Cognitive
and Adaptive Software Engineering Framework for healthcare
applications over blockchain. To overcome the shortfalls of
current models like static threat modeling, limited runtime flex-
ibility, and insufficient regulatory compliance, it incorporates
four core elements: a cognitive AI-based security layer, an
adaptive sustainability engine, a DevSecOps-oriented software
delivery pipeline, and HL7/FHIR-compatible interoperability
interfaces. We empirically evaluate the framework through
three representative healthcare simulation scenarios, and the
results show that our framework achieves anomaly detection
precision of 93.2%, energy efficiency gain 17.6%, throughput
42 TPS, interoperability success rate 98.7% and 100% consent
compliance using smart contracts. This proves CA-HBCA can
provide a safe, sustainable, and regulation-adapted blockchain
solution that meets real-life healthcare needs. However, there
are some limitations in our study despite the hopeful results.
First, we only tested our approach on synthetic EHR data, which
might not reflect the full spectrum of diversity and complex-
ity of real clinical records. Second, all the evaluations were
performed on synthetic testnet where large-scale deployment
variances, e.g., network congestions, and node heterogeneity
are not considered. Finally, consent enforcement is provided by
the framework, but diverging rules such as the GDPR’s right
to erasure are technically unresolved and reasoned for via off-
chain mechanisms. These limitations will be addressed in future
work by:

Serving as pilot studies in the hospital for CA-HBCA;
Integration of unstructured data processing using You can also
perform a wide range of text transformations using openNLP
by simply including in the document.
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TABLE V. ABLATION STUDY: COMPONENT-LEVEL IMPACT ANALYSIS ON CA-HBCA PERFORMANCE

Configuration Anomaly
Precision
(%)

Energy Re-
duction (%)

Throughput
(TPS)

FHIR Suc-
cess (%)

Consent
Compliance
(%)

Full CA-HBCA Framework 93.2 17.6 42.0 98.7 100
w/o Cognitive Security Layer 68.5 17.4 42.1 98.7 100
w/o Sustainability Engine 93.0 0.0 42.0 98.7 100
w/o DevSecOps Pipeline 93.2 17.4 33.5 98.7 100
w/o Interop. & Compliance Layer 93.2 17.6 42.0 53.4 27.1

For example: for examples: Genderize a set of citations Being
able to train the tool to recognize whatever categories you throw
at it is very useful. Investigating The Potential Of Federated
Learning For Privacy-preserving Model Training; assisting in
compliance with multi-jurisdictional data governance.
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