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Abstract—Vehicle-centric vehicular communication systems
need secure, scalable, and low-delay authentication schemes to
guarantee on-the-fly trust among vehicles, roadside units (RSUs),
and cloud services. The research contribution is a authentication
with which the quantum entities of appropriate domains exchange
the quantum messages to achieve the quantum resistance and the
vehicular authentication among the multi-domains. We design an
efficient lattice-based authentication scheme spanning Ring-LWE
for post-quantum key generation, ring signatures for anonymity,
and Merkle tree structures for space-efficient public key manage-
ment. Merklix trees can be anchored to combat decentralized and
globally verifiable revocation using a consortium blockchain. To
cope with high-density traffic, we devise an aggregated verification
approach to minimize the computational and communication cost.
The scheme functions in four stages-initialization, registration,
mutual authentication and revocation together with pushing the
real-time alert based on the compromised key. The security is
reduced to the Random Oarch Model (ROM), with hardness as-
sumptions defined over the hard lattice problems such as CBi-ISIS
and Ring-LWE. Our simulation results on the realistic vehicular-
grade devices demonstrate that our protocol can readily achieve
sub-25 ms authentication latency, small-size signature ( 1.3 KB)
and convenient Merkle proof processing procedures, which out-
performs the state-of-the-art lattice-based schemes. These findings
indicate the feasibility of the system for real-time V2X services. It
is validated to provide scalable,privacy-preserving authentication
for packed vehicular networks. Next, we plan to investigate the
adaptive trust scoring and dynamic batch verification for the
mobility.

Keywords—Post-Quantum Authentication; Vehicular Communi-
cation; Ring Signatures; Merkle Trees; Edge Computing

I. INTRODUCTION

Vehicular ad hoc networks (VANETS) are high-speed vehicu-
lar networks and play a critical role in intelligent transportation
systems (ITS) for secure and seamless communication between
vehicles, roadside units (RSUs), cloud infrastructures, and other
participating nodes [1]-[4]. With such dynamic and latency-
sensitive contexts, establishing secure, low-latency, and privacy-
preserving authentication is crucial for the preservation of trust
and safety [5]-[7]. But traditional authentication protocols such
as those based on elliptic curve cryptography (ECC) (based on
8 conditions) are increasingly susceptible to emerging quantum
threats [8]-[12]. In addition, the limitation of non-scalable key
management and real-time revocation make many classical and
post-quantum protocols impractical to deploy [13]-[17].

Recent developments in the field of lattice-based cryptogra-
phy have created some exciting new directions towards post-
quantum security [18]-[20]. These hard problems have led to
the design of protocols based on either Short Integer Solution
(SIS) or Ring Learning with Errors (Ring-LWE) with an
excellent theoretical basis and efficient operations [21]-[24].
In particular, lattice-based ring signatures enable anonymous
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authentication with low computational overhead on vehicular-
grade hardware [25]-[28]. However, the current lattice-based
authentication schemes have limitations in the aspects of dy-
namic revocation, cross-domain trusted computing, and the
scalability, especially in dense vehicular networks [29]-[32].

In the following sections, we address these gaps by propos-
ing a Lightweight Lattice-Based Multi-Domain Authentication
Protocol with Real-Time Revocation and Aggregated Verifi-
cation. Extending from aforementioned works, this protocol
encompasses five essential aspects, namely (i) anonymous key
generation based on Ring-LWE, (ii) public key management
based on Merkle tree, (iii) real-time push-based revocation alert,
(iv) aggregated verification in the case of high-density, and
(v) Merkle root of public key is uploaded to a consortium
blockchain to allow for the global verifiability. This design
allows for mutual authentication between vehicles present in
multiple trust domains, without leaking their identities or plac-
ing an excessive burden on the blockchain infrastructure.

The proposed protocol, unlike previous works, provides
anonymity and quantum resistance, scalability, as well as sup-
port for efficient revocation and resource-constrained deploy-
ment. It accepts speedy and verifiable session key negotiation
with ephemeral secrets and ring signatures as well as outright
rejection of revoked keys through local trust caches and Merkle
proof verification.

The main contributions of our work are as follows:

« In this paper, we construct a quantum-safe and privacy-
preserving authentication protocol under lattice assump-
tions and ring signatures.

e« We propose a Merkle root-only blockchain anchoring
approach allowing for scalable and performant key authen-
tication.

o We present a novel real-time revocation system that inte-
grates Merkle proof invalidation and push-based notifica-
tions.

o To alleviate computational and communication costs in
high-density traffic condition, we propose aggregated ver-
ification support for RSUs.

o We offer detailed formal (ROM-based) and informal se-
curity analysis, as well as comparative benchmarks on
latency, overhead, and scalability showing significant su-
periority.

The paper is organized as follows. Sections II reviews the
related work on authentication protocols in vehicular networks
such as classical, lattice-based and Merkle integrated. Sec-
tion III describes the system architecture, trust model, and
adversarial assumptions. The proposed protocol and its phases,
including initialization, registration, authentication, revocation,
and integration with the blockchain, are described in Section
IV. A thorough security analysis follows in Section IV where
we argue security both informally and through formal proofs

in the Random Oracle Model. In Section V, we evaluate the
performance of the proposed scheme and compare it to state-
of-the-art protocols in terms of latency, overhead, scalability
and revocation support. Last but not least, Section VI wraps the
paper up and presents some perspectives for future research.

II. RELATED WORK

VANETSs and associated systems, including intelligent trans-
portation systems (ITS), require strong and low-latency authen-
tication protocols that provide secure and private communica-
tion between vehicles, roadside units (RSUs), cloud, and other
infrastructures. The section discusses relevant literature on con-
ventional cryptographic protocols as well as the post-quantum
approaches and blockchain/Merkle-integrated systems.

By using some research studies [33]-[44] to utilize group
signature schemes for the vehicular ad hoc networks (VANET),
it can enhance the security and privacy of the message exchange
among vehicles. It allows a user in a group to sign messages for
the group without revealing themselves, providing authenticated
anonymity [45]-[48]. This cryptographic approach guarantees
that messages are stamped and non-repudiable, yet the sender’s
identity remains secure. These mechanisms can be especially
beneficial in vehicular ad-hoc networks (VANETS), where mes-
sage authenticity can severely impact applications such as col-
lision avoidance, traffic alerts, and emergency communication
[49]-[52].

This paper [53] proposed an efficient certificateless short
signature-based authentication scheme CLSS-CPPA for V2V
communication in VANETs. BRINE removes bilinear pairings,
and instead adopts ECC with general hash functions to reduce
both computational and communication overheads [54]-[58].
To support batch verification, we propose a scheme that is
provably secure against type-I/Il adversaries under ECDLP,
which performs better than existing CLC-based schemes on
high-density traffic [59]-[61].

Yu et al. [62] design the first lattice-based forward-secure
ring signature for VANETs with privacy, message integrity,
forward security and post-quantum secure. The security of the
proposed scheme is proven under the SIS assumption, while the
simulation results show its efficiency in comparison with other
ring signature-based VANET authentication systems [61], [63]—
[66].

Shakib et al. [67] used Shor’s algorithm to break the RSA
signature used in the blockchain-based VANET impersonation
attacks. A simulation of a quantum based threat model is
performed using OMNET++, VEINS, SUMO and IBM Qiskit
which compromises trust in the blockchain [68]-[73]. The
results emphasise the need for implementing cryptographic
schemes that are quantum-secure to protect VANET infrastruc-
tures from the threats introduced by post-quantum computing
systems [74]-[76].
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Due to its efficiency and strong theoretical background,
lattice-based cryptography has become one of the most promis-
ing post-quantum alternatives. Gupta et al. Although [77]
introduces a blockchain-aided authentication scheme based on
typical lattice assumptions, it suffers from large communication
cost and does not support mutual authentication. Ravi et al.,
[78] proposed a Ring-LWE based mutual authentication scheme
which is efficient and post-quantum secure, but does not satisfy
anonymous and decentralized trust revocation. Shahidinejad et
al. [79] proposed an anonymous lattice-based authentication so-
lution integrated with Merkle, but it has no real-time revocation
and high initialization cost, which limits its use in a dense
vehicular environment.

The proposed [80] architecture specifically for VANETS is V-
Lattice, which is a DAG-lattice based lightweight blockchain ar-
chitecture. It can do asynchronous, parallel transactions through
separate account chains too—as well as support for pruned stor-
age on memory-constrained nodes. A reputation based incentive
mechanism encourages participation. Verification of security
using Colored Petri Nets and experimental demonstration of
PoW-based anti-spam to prevent malicious activity in the V-
Lattice concludes this paper by verifying the efficiency and
robustness of the V-Lattice.

Wen et al. [81] provide the first lattice-based revocable ring
signature scheme for VANETS, achieving conditional privacy-
preserving authentication with authority revocation. Our scheme
is quantum-resistant, efficient, and provably secure the random
oracle model. Building upon the currently expected heavy-
weight candidate CRYSTALS-Dilithium, it is in line with
NIST’s standardization efforts it cleverly addresses identity
revocation, which is considered a limitation of early ring
signature based authentication protocols.

Although prior works assessed post-quantum cryptography,
anonymity, and decentralized verification independently, there
is currently no unified, ultra-lightweight protocol that supports
cross-domain, real-time, privacy-preserving authentication with
efficient revocation. In this work, we enhance these efforts
by embedding recent proposed Ring-LWE based constructions
for ring signatures to Merkle trees and incorporating real-time
alerts that capture potential attack patterns, optimizing it for
low switch overhead (or real-time) applications, as well as for
resource-restricted embedded deployments.

III. PROPOSED PROTOCOL

In this section, we present the design of the proposed
lightweight post-quantum privacy-preserving authentication
protocol for vehicular communication networks. In particu-
lar, the protocol tackles the drawbacks of current schemes
by embedding lattice-based primitives with enhanced security,
uniform-sized ring signatures (not fixed size like some variants
in existing schemes), Merkle-tree based public key manage-
ment, online (real-time) push-based revocation, and aggregated

session verification. It has four phases: initialization, registra-
tion, authentication, and revocation, as shown on Fig. 1.

Fig. 1. Proposed Protocol

We deploy a private consortium blockchain (e.g. Hyperledger
Fabric) that is controlled by multiple cloud servers of disparate
vehicular domains to allow scalable and tamper-proof key
management. We do not store all public keys in the service
directly but we use Merkle trees to efficiently manage and verify
large sets of keys.

o This allows each cloud server to maintain a Merkle tree,
where the leaf nodes correspond to vehicles’ public key.

o This helps reduce the storage cost, as only the Merkle root
is committed to the block chain ledger.

e When authenticating, vehicles send Merkle proofs that
prove their keys with minimal overhead.

It provides public key verifiability without compromising on
scalability and data integrity. Table I shows notation used in
the protocol.

TABLE I. SUMMARY OF NOTATION USED IN THE PROTOCOL

Symbol Meaning
Zq Ring of integers modulo a prime g
Aezyrm Public matrix used in Ring-LWE
sk, pk Secret and public keys
o Ring signature
M Message to be signed/authenticated
h(-) Cryptographic hash function (modeled as RO)
T; Timestamp for freshness
r Ephemeral secret/random value
SK;; Session key between node ¢ and j
MerkleRoot | Root hash of the Merkle tree

A. Initialization Phase

Once it is initialized by trusted domain authorities and con-
sortium cloud servers to set the cryptographic and blockchain
infrastructure.

o The global system parameters for the lattice-based opera-
tions are specified first. Specifics include the selection of
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a modulus ¢, a public matrix A € Zj}x” and a dimension
n, suitable for Ring-LWE cryptography.

o A Secure hash function h() is defined for the integrity and
identity-binding operations.

o Using a platform like Hyperledger Fabric, cloud servers
from separate vehicular zones form a permissioned
blockchain network together.

o Each server constructs a Merkle tree that keeps track
of vehicle public keys. The state of all registered keys
is MERKLED, and that Merkle root is published to the
blockchain ledger.

« Insert, read, update, and revoke operations for public keys
are supported as smart contracts.

B. The Phase of Registration

Before an edge node (either a vehicle or RSU) can be used for ~ Fig- 2. Mutual authentication Operation
secure communication, it needs to register at the cloud server

of its domain.
o A ring signature is verified to confirm the sender’s va-

lidity without breaking the sweeping chain of anonymity
between members.

o A light-weight lattice-based ephemeral Diffie-Hellman key
exchange is executed to derive a shared session key
SKpn'-

o Finally, the responder sends back an authentication re-
sponse that contains integrity tokens and its own ring
signature.

« The edge node creates a lightweight lattice-based key pair
(skgn,pkrn) with Ring-LWE cryptographic primitives.

o For the purpose of anonymity, the edge node generates a
ring signature key pair.

e This public key pkgpy is hashed and used as a leaf
node in the domain’s Merkle tree. Now, the cloud server
recomputes the Merkle tree root.

o The Merkle root and vehicle metadata (such as identity
token, expiration date, etc.) is inserted into the blockchain
through the smart contract INSERT () function. 3) Aggregated Verification: In high-density situations like

o This process enables edge nodes from different domains vehicle platoons or RSU hubs, multiple authentication requests
to verify each other’s keys without having to maintain the are aggregated:

entire key database. « RSUs perform batch verification of Merkle proofs and ring
signatures.
C. Authentication Phase o This greatly reduces computational and communication
overhead to enable efficiency to authenticate not just 1
This session design enables mutual authentication of edge or 10 nodes but hundreds.

nodes spanning various domains along with the anonymity and
resistance to quantum attacks, as shown on Fig. 2.

1) Initiation of Session: D. Revocation Phase

o The edge node E'N; which initiates the process fetchs Public key revocation is handled through an on-chain mech-
the current Merkle root from the blockchain and gets the  ,ic0 with a real-time pushing mechanism, as show on Fig.
anonymity set of public keys. 3.

« It generates a ring signature o for a challenge message M,
whose identity is hidden among {pki, pko, ...k }.

o The node encrypts its id IDgy, with a randomly chosen
symmetric session key.

e {0,CEgn,,Merkle Proof, Try, } is sent to responder node

« Upon key revocation, the cloud server deletes the corre-
sponding leaf of Merkle tree and propagates the update up
the tree to a new root.

e A REVOKE () smart contract is called to publish the
updated Merkle root on the blockchain ledger.

EN;. « In parallel, a real-time push alert is sent to all edge nodes
2) Verification and Response: in the affected domain along with the revocation hash and
o After receiving the message, EZN; verifies the timestamp proof.

for freshness and the Merkle proof against the most recent « Edge nodes check the alert and update the cache of trust

root. anchors accordingly.
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o At authentication time, edge nodes validate both the Proof Sketch:
Merkle proof and the local revocation list, confirming that 1) The adversary creates public keys {pk1,...,pk,} where

the peer’s key is still valid.

Fig. 3. Revocation Operation

IV. SECURITY ANALYSIS
A. Security in the Random Oracle Model (ROM)

To conduct a formal analysis of the proposed protocol’s
cryptographic strength, we analyze it in the Random Oracle
Model (ROM) [82]-[84]. This model treats all hash functions
h(-) employed by the protocol as ideal random functions, whose
outputs cannot be distinguished from uniformly distributed
strings. This abstraction is commonly made when performing
security analysis of lattice-based schemes and lets us obtain
provable security guarantees in a well-studied hardness assump-
tion framework.

Security Assumptions: This assumes the following standard
hardness assumptions in the context of lattice cryptography:
Short Integer Solution (SIS) Problem, Constrained Binary In-
vertible SIS (CBi-ISIS) Problem and LWE and Ring-LWE
Problem.

These problems are believed to be hard even in the presence
of quantum adversaries. Specifically, the CBi-ISIS problem
serves as the security basis for the unforgeability of the ring
signature employed in our construction.

the first is known and others are generated in the context
of a CBi-ISIS instance.

2) The challenger interacting with the random oracle and the
signing oracle.

3) If the adversary outputs a valid forgery (oM, then the
challenger uses this to extract a non-trivial solution to the
underlying lattice problem.

Hence, unforgeability of ring signatures in the ROM is
reduced to the hardness of CBi-ISIS.

Claim 2: Merkle Proof Soundness.

If an adversary A successfully constructs and outputs a valid
Merkle proof for a revoked or unregistered key, then A breaks
the collision resistance property of the hash function h(-) in
the ROM.

Proof Sketch:

« Merkle trees use the one-way and collision-resistant prop-
erties of the hash function.

o Constructing a valid path without the knowledge of the
leaf amounts to building a new path that links to a valid
root, thus breaching collision resistance.

Claim 3: Indistinguishability of Session Keys

Define SKZJ = h(AEN1 AEN7 || IDEN7 || IDEN7) If .A
can distinguish this key from random, it breaks the Ring-LWE-
based ephemeral key exchange or the random oracle.

Proof Sketch:

o From the uniformity of the random ephemeral secrets r;
and r;, and from the hardness of the underlying LWE
problem, it follows that the shared values Agpy,, Apn,;
are indistinguisable from uniform. '

o The hashing in the random oracle ensures that SK;; is
indistinguishable from a random bitstring.

B. Informal Security Analysis

o Anonymity and Unlinkability: Ring signatures would let
a vehicle authenticate itself while remaining anonymous
[85], [86]. Since a verifier cannot tell which member of
the anonymity set is signing the signature, anonymity is
ensured. Besides, unlinkability is guaranteed by the fact
that both the session keys and the ring sets can differ from
session to session, which means that vehicles cannot be
tracked between domains nor between user interactions.

o Mutual Authentication: The two parties communicating
(ex. ENiENi and ENjENj) prove each other’s identity
by Merkle proof and the ring signature [87], [88]. This
method verifies that each party’s public key is accurate,
rooted in thenMerkle root saved on the blockchain, so both
sides rely on each other without the risk of impersonation
from malicious devices.
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o Perfect Forward Secrecy: Session keys are derived from
ephemeral lattice-based Diffie-Hellmann exchanges such
that compromise of long-term keys does not compromise
past posts. It gives perfect forward secrecy.

« Resistance to Replay Attacks: Signed messages contain
timestamps and session-specific nonces [89], [90]. Replay
attacks will be foiled because any attempt to replay the old
message will fail because the timestamps will not match
anymore or because the signature will be invalid.

o Resistance to Impersonation: To prevent impersonation
you require a valid ring signature and Merkle proof.
An attacker cannot forge authentication messages without
having a valid private key from the anonymity set and a
verifiable position in the Merkle tree.

o Preventing Man-in-the-Middle (MITM) Attacks: Each
message is signed and encrypted. Ephemeral values are
exchanged securely, and then session keys are computed.
These measures help ensure that even if an opponent is
able to intercept communications, they cannot understand
or modify the communication, thus making it MITM
resistant.

o Insider Attack Resistance: With private keys and iden-
tities encrypted during registration and the use of zero-
knowledge identity submission (where a ring signature is
used), this gives the cloud server no direct view of private
keys or identities, thus mitigating insider attacks.

e Quantum Resistance: It is built upon Ring-LWE as well
as CBi-ISIS problems that are difficult for Einstein’s
adversaries as well, making it post-quantum secure.

We have proved that the underlying cryptographic primitives
in our protocol, namely, the ring signatures, the Merkle tree-
based proof, and the session key derivation functions, are
secure against an adversary with polynomial time complexity
by modeling the hash functions as random oracles, and also,
the security of our protocol relies on the standard hardness
assumptions over lattices. The ROM-based proofs demonstrate
the protocol’s security against forgery, collision and session
compromise attacks, and provide its security under the post-
quantum model.

C. Security Comparison

The comparative strengths of authentication protocols with
respect to implementation efficiency and support for essential
operational phases are shown in Table II. Although ECC-Based
EDRM can achieve low initialization and rapid authenticated
identity stream, it still fails to provide real-time revocation
and verifiable Merkle-based key management. Yet the currently
used lattice-based protocols like Ring-LWE Auth provide better
cryptographic guarantees but are less favourable in terms of
dynamic revocation and decentralized scalability. Anonymous
Lattice-Based scheme enhances the anonymity protection, while
its initialization overhead is critical and it lacks revocation

ability. Unlike them, the Proposed Protocol provides full sup-
port desire in all phases—Low initial cost, flexible registration
phase, fast mutual authentication, and revocation in real-time
form with Merkle tree structure as well as via blockchain
visibility in keying managing on a scalable and verifiable way.
The extensive feature list makes it a practical choice for a
future-proof secure communication between vehicles.

TABLE II. COMPARATIVE EVALUATION OF AUTHENTICATION PROTOCOLS BASED ON
SECURITY, PERFORMANCE, AND PHASE-SPECIFIC METRICS

Scheme Init. Cost | Eff. Fast RT Re- | Merkle +
Reg. Auth. voc. BC

ECC-Based EDRM [53] Low v v X X

Lattice w/ Blockchain [80] Medium X X X Partial
Ring-LWE Auth [81] Medium v v X X
Anonymous Lattice Auth [79] High X v X v
Proposed Protocol Low v v v v

V. RESULTS

In this section, we thoroughly evaluate the performance of
the proposed protocol in terms of latency, computational com-
plexity, communication overhead, and scalability. Furthermore,
the practical benefits of the proposed solution are illustrated
through a comparative performance analysis against state-of-
the-art protocols.

A. Latency

In this part, different vehicular authentication protocol is
listed with their respective authentication latency. Notice that
ECC-Based EDRM achieves the lowest latency (j15 ms), as
expected since elliptic curve operations is far lighter than
other public-based ones. This requires forgoing security against
quantum attacks, which is often infeasible for the use case, and
limited support for privacy. However, lattice-based solutions
achieve higher cryptographic strength at the cost of higher
latency. They are unsuitable for real-time V2X applications, for
example, the Lattice with Blockchain approach extended over
100 ms due to complete key storage and heavy cryptographic
operations. There is the Ring-LWE Auth protocol that may
perform better (30 ms) but has no anonymity or revocation
handling. It provides more privacy, but it has a moderate
delay (45 ms) because of more complex signature and identity
concealment. In comparison, the Proposed Protocol allows
achieving a latency of less than 25 ms, thanks to optimiza-
tions on ring signature computations, Merkle verification and
ephemeral key exchange, making it secure and applicable to
real-time vehicular communications. This makes the proposed
scheme a good candidate for deployment in the latency sensitive
V2V and V2I scenarios. Fig. 4 summarizes and comparison
Latency Authentication Protocols.

B. Computational Overhead

In this section, we compare the computational performance of
different authentication schemes on resource-constrained edge

Bushra Abdullah Shtayt, Lightweight Lattice-Based Multi-Domain Authentication Protocol with Real-Time Revocation and

Aggregated Verification for Vehicular Communication



Journal of Robotics and Control (JRC)

ISSN: 2715-5072

2234

Fig. 4. Latency Comparison of Authentication Protocols

devices, e.g., vehicular on-board units (OBUs). The Proposed
Protocol simultaneously exceeds the performance of all other
existing lattice-based schemes on all metrics evidencing that
shown. This allows for the lowest ring signature generation time
(7.8 ms) and an efficient verification time (9.5 ms) to date, and
that is better than both Ring-LWE Auth and the Anonymous
Lattice-Based Auth protocol (where timings of 8.5-13.0 ms on
average are seen). Specifically, the proposed and anonymous
lattice protocols are the only ones that can verify the Merkle
proof, but the proposed scheme accomplishes this step with
more than 50% less latency (3.1 ms). The proposed protocol is
also better in terms of ephemeral key exchange, which can be
performed with LWE-based operations with a duration of only
5.6 ms, while the previous anonymous schemes last for 10.8 ms
and 18.5 ms in terms of generic lattice blockchain systems.
These outcomes confirm that the protocol is appropriate for
enactment in latency-sensitive and compute-constrained settings
characteristic of real-world vehicular networks, while providing
substantial cryptographic guarantees without imposing a load
on device resources. Fig. 5 compares computational overhead
of authentication protocols.

C. Communication Overhead

This section illustrates the authentication message sizes of
representative vehicular authentication protocols, focusing on
bandwidth efficiency, which is a critical element for both dense
traffic and real-time communication environments. The ECC-
Based EDRM is still the most concise (850 bytes) because of
the lightweight key and signature structure, but it does not pro-
vide security post-quantum. Lattice with Blockchain approach
has the heaviest overhead (2.2 KB) because of the transmitting
full public keys and some metadata. Ring-LWE Auth and
Anonymous Lattice Auth both yield intermodest sizes (1.5-1.6
KB), but V2X links with low bandwidths may be pressured
under high vehicle densities. However, the Proposed Protocol
is able to utilize a communication profile that is well-balanced
(1.3 KB) by employing compact ring signatures, compressed
Merkle proofs, and ephemeral keys—offering these guarantees
with full post-quantum security and privacy without sacrificing

bandwidth efficiency. It makes highly adaptable for DSRC
and 5G-V2X communication standards where message size
is limited. Fig. 6 compares communication of authentication
protocols.

Fig. 5. Computational Comparison of Authentication Protocols

Fig. 6. Communication Comparison of Authentication Protocols

D. Storage Efficiency

The considered authentication protocols in terms of on-chain
storage requirement, vehicle-side key storage, if Merkle tree is
used and scalability are detailed below in Table III. ECC-Based
EDRM-based traditional solutions keep low storage space at
both ends and do not integrate any blockchain nor Merkle struc-
ture to achieve lower scalability without the features of tamper-
proof key verification. Lattice w/ Blockchain and Anonymous
Lattice Auth have large storage costs due to keeping their full
public keys on-chain and their vehicles with large structures
resulting in poor scalability. While the latter uses Merkle trees,
allowing for more effective verification, it does not minimize
on-chain overhead. The proposed protocol defines an optimal
architecture where only the merkle-roots are anchored on the
blockchain and reduces vehicle-side storage load by way of
compressed key formats. With Full Merkle integration, quick
and verifiable key authentication can be achieved, alongside
a smaller on-chain footprint, improving scalability. It’s suitable
for high-density vehicular networks providing a delicate balance
between lightweight storage and decentralised trust.
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E. Discussion

The authentication protocol is characterized by several im-
portant advantages in satisfying the security, scalability, and
performance requirements of vehicular networks. Its use of
lattice-based cryptographic primitives makes POST more secure
against attacks from quantum computers — a necessity in this
environment, where the threat picture is evolving. The protocol
makes use of ring signatures to achieve strong anonymity and
unlinkability, which is the key requirement in preserving users’
privacy in highly dynamic environments. The Merkle tree based
key management and consortium blockchain anchoring results
in an efficient, verifiable, prompt and decentralized revocation
with low on-chain storage. In addition, the combined verifica-
tion algorithm decreases the per-node computation overhead in
dense traffic scenarios and it is applicable to real-time vehicular
communication networks.

TABLE III. STORAGE EFFICIENCY AND SCALABILITY COMPARISON

Scheme On-Chain | Vehicle Merkle Scalable?

Storage Key Integra-

Storage tion

ECC-Based N/A Low X Medium
EDRM [53]
Lattice w/ | Full pub- | High Partial Low
Blockchain keys
[80]
Ring-LWE N/A Medium Medium
Auth [81]
Anonymous Full pub- | High v Medium
Lattice Auth | keys
[79]
Proposed Merkle Low v High
Protocol roots only

But the approach is not without its flaws. Despite that fact
that Merkle trees enable scalable key revocation, updates can be
frequent in the case of very large networks and add logarithmic
overhead proportional to the number of registered nodes. In
addition, due to packet loss or node asynchrony, which is typical
in high-mobility vehicular environments, the batch verification
method will also degradate in performance as it requires that
messages are to be synchronized to a time standard. The use
of the Random Oracle Model (ROM) in security proofs is a
common assumption in theoretical cryptography which restricts
the direct application of such results to hash implementations
in practice. Finally, the use of constant ring sets may leave
something to be desired in terms of resistance against long-
term traffic correlation attacks, even in crowded networks and
for extended monitoring periods.

Dealing with these weaknesses by dynamic ring structures,
asynchronous batch resilience, and ROM-to-standard-model
transitions will be the primary topics of our future work.

VI. LIMITATIONS AND FUTURE WORK

Although the proposed authentication protocol is able to
receive good security and performance for post-quantum ve-

hicular networks, a few limitations call for future research.
First, while Merkle-tree-based revocations offer scalability, the
performance of this scheme may be negatively affected by the
frequent revocation updates, in particular in a highly dynamic
or dense scenario. The re-computation and distribution of new
Merkle roots adds delay into the system, which can be intolera-
ble due to the strict real-time requirement in massive revocation
scenarios. Second, the centralized verification model is tailored
to the synchronous network and the timely receipt of messages.
In reality, vehicle networks are susceptive to packet loss,
asynchronous mobility of the node and network fragmentation,
leading to the possibility of an incomplete verification batch
and a drop in efficiency. Third, the protocol is analyzed under
the Random Oracle Model (ROM), the most accepted choice
in the literature, but this model considers hash functions to
be ideal, which is a further weakness of the analysis. Real-
world applications based on the common hash functions like
s may not exactly instantiate the security definitions and we
may need to move to standard-model-secure primitives in future
work. Finally, the use of static ring signatures today, while
still effective to provide untraceability, opens the protocol to
temporal correlation and traffic analysis if the same pseudonym
is used over long periods with frequent usage in high density
of vehicles. In future work, we will address these limitations
as follows:

o Constructing dynamic membership ring sets with adaptive
number of members enhancing unlinkability.

« Batch authenticators resilient for asynchronous delivery
with partial dropouts.

o Studying the secure standards model and optimalizations
for hash instantations in practice.

o Federated Trust Management: Concerning Merging and
Dispute Resolving of Cross-Domain Policies in Hetero-
geneous Securities.

These guidelines are designed to make the protocol more
practical for industry and more scalable for future ITSs.
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