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Abstract—Social engineering is a common method to collect
more information from victim trough socialization. This
method employs human psychology to manipulate other
people. In cyber society today, the attacker could use various
methods to tapping into victim smartphone, and after that the
attacker can get victim persona profiling information. The
attacker can select random victim and then using wireless
localization methods, the attacker could found its victim. After
the random victim has been found the attacker can start social
engineering directly to the victim based on persona profiling
information, to gain trust and more personal information that
can lead inflicting damage to the victim. In this paper, we
demonstrate to localize victim using green obaidat calibrate
Path loss Propagation models and $4 dollar device based on
victim Smartphone RSSI Wi-Fi Signal. With this device we
could localize a person within 15 meter with just only 0.64 dbm
in difference between our RSSI measurement and simulation.

Keywords— wireless localization, RSSI signal, Pathloss
Model

I. INTRODUCTION

In this golden age of information, one of the things that
have a value more than money would be information itself.
Furthermore attackers usually launch not only cyber-attack
but also social engineering to obtain information by
manipulating people [1]. Social engineering is one of most
powerful tool to attack security system [2]. Because people
remain susceptible to manipulation [3], It’s easier to trick
someone into revealing a password than hacking into the
system [4]. Social engineering can defeat the best of the best
security system, even though they have their robust
firewalls, best cryptography methods, best intrusion
detection system, and best antivirus to protect their system
[5]. Social engineering is a common method to collect
information from victim trough socialization. This method
employs human psychology to manipulate people to gain
access to system or other sensitive information [6]. A lot of
social engineering methods such as Trojan, impersonation,
persuasion, bribery, shoulder surfing, dumpster diving [7],
and one of popular is phishing and reverse social
engineering [8].

Today, security problem arises because lot of people
stores their personal information on their trusted device such
as smartphone [9], [10]. Sometimes it not just to store, but

also process organizational data [11]. This persona profiling
such as age, sex, cultural and professional background,
habits, and others that serve as preliminary information [12].
Social engineering methods can be using also whether the
victim or the attacker just meet (incidental), even if attacker
don’t know the face of the victim (random target on attacker
local area). As long as the attacker can get access to its
smartphone such as using exploit in the NFC (Near Field
Communication) [13], Rowhammer attack [14], UI (User
Interface) state inference attack [15], and others, the attacker
could know the position of the victim. This could be done
using gps (Global Positioning System) tracking application
if the victim is on the outdoor area [16], and using wireless
localization if the victim is inside building [17], [18] where
gps signal lost or couldn’t penetrated the building [19].
Even though many companies have started to educate their
employees to prevent social engineering attacks [20], [21],
but when victim is located using wireless localization and
the attacker using preliminary information before as initial
information, the victim didn’t know that they have been
fallen into reverse social engineering methods. Thus with
this the attacker can easily gain more confidential
information such as password, username and even
companies secret.

In this paper we presented indoor and outdoor personal
wireless localization to raise awareness of an attacker if one
of our wireless features on smartphone (such as WiFi, NFC,
and others) is turn on even though we don’t use it. Wireless
localization basically is the process of determining the
device physical coordinate using triangulation, time of
arrival, RSSI (Receive Signal Strength Indicator) signal, and
others [22]. One of the cheap, simple, and easier wireless
localization technique is using RSSI Signal. Table 1 show
Matrix Related Research.
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Researcher Application Mezggvr;r:ent II.  RSSISIGNAL MEASUREMENT

A simulation and real time measurement is carried out to

Tony & Margo[25], | Indoor and  Outdoor {\(/)[iTcrocontmgfde compare the Green-Obaidat Pathloss Propagation Model
[26] measurement Wemos theory with real world for outdoor and indoor application.
We proposed a walk test method, and for each meter we do

RSSI measurement both for outdoor and indoor application.

1I. WIRELESS LOCALIZATION COMPONENT

There are 2 main component for personal wireless
localization which is $4 dollar device and pathloss
propagation model. pathloss propagation model is a function
of a reduction in power density (attenuation) of an
electromagnetic wave signal propagates through space.
Researcher has been develop several pathloss propagation
model with their own respective application. In this paper
we are using 2.4 GHz pathloss propagation model that has
been develop by Green-Obadiat [23].

A. Green-Obaidat Pathloss Propagation Model

This pathloss model develop from free space path loss
model. The merits of this model was to consider the use low
antenna height between 1-2 meter, where people ussually
use their smartphone to call and to texting. Therefore a
fresnel zone will limits the electromagnetic wave
propagation distance with high attentuation [23].

e For distance (d) function develop from free space
model Therefore, the model will be :

40 log,o d 1)

e For frequency (f) function still the same with free
space model, and thus its model was :

20log,, f 2)

e For Antenna Height (H) Gain the equation will
become :

20 log,, Hr Ht 3)

The full pathloss propagation model for low antenna
height develops by green-obadiat become:

40logio d + 201logyq f + 20log,o Hr Ht (4)

Where :

f

Ht Hr = antenna heights for Tx and Rx in meter

frequency in gigahertz (GHz)

d = distance between Tx & Rx in meter

B. Maintaining the Integrity of the Specifications

Wemos is a one of IoT Node that popular because it was
cheap, simple, and easy to use. Basically it was a
microcontroller that has been equipment with WiFi Chipset
[27] therefore allows it to be use in wireless Sensor Network
application. To make it simple to use this device for wireless
localization, we equip with LCD I2C to show the result
RSSI measurement, powered using 9 volt battery, and
placed inside cardboards cube for a better handling [25],
[26]

For outdoor measurement we proposed the use of football
field and for indoor measurement we propose an auditorium
which has non obstacle, also wide, and bigger space. Table
2 and figure 2 shows measurement versus simulation for 15
meter.

Fig 1. Indoor Outdoor Wireless Localization Device

A = Wemos IoT Node

B = Hitachi LCD 16x2 I2C
C =9 Volt Battery

D = Cardboards Cube

TABLE II. RSSIMEASUREMENT VERSUS SIMULATION

Distanc Simulation Qutdoor Indoor
e (m) (dBm) Measuremen | Measurement
t (dBm) (dBm)
1 9.40 -49 -50
2 -2.64 -47 -52
3 -9.68 -57 -59
4 -14.68 -57 -61
5 -18.56 -56 -58
6 -21.73 -58 -63
7 -24.40 -65 -67
8 -26.72 -61 -66
9 -28.77 -60 -68
10 -30.60 -67 =72
11 -32.26 -66 -73
12 -33.77 -68 -75
13 -35.16 -70 -73
14 -36.45 -70 -68
15 -37.64 -71 =72
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Indoor-Outdoor Measurement Versus Simulation
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Fig 2. Indoor Outdoor Localization Measurement Versus Simulation

From figure 2 above and table 2 above we see between
simulation and measurement there is a big gap. From our
previous research we know this is an effect because of
shielding [28]-[30] that cause high attenuation. In this
research the use of cardboards cube for handling simplicity
also caused high attenuation. Therefore we proposed
calibration for additional attenuation caused by cardboards
cube which is 35 dB losses. Table 3 and figure 3 shows
measurement versus calibrated simulation for 15 meter.

TABLE III. RSSIMEASUREMENT VERSUS CALIBRATED SIMULATION

Distance Calibrated Outdoor Indoor
(m) Simulation | Measurement | Measurement
(dBm) (dBm) (dBm)
1 -25.60 -51 -50
2 -37.64 -50 -52
3 -44.68 -52 -59
4 -49.68 -54 -61
5 -53.56 -58 -58
6 -56.73 -61 -63
7 -59.40 -67 -67
8 -61.72 -61 -66
9 -63.77 -68 -68
10 -65.60 -70 -72
11 -67.26 -66 -73
12 -68.77 -74 -75
13 -70.16 -73 -73
14 -71.45 -74 -68
15 -72.64 =72 -72
Indoor-Outdoor Measurement VS Calibrated
Simulation
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Fig 3. Indoor Outdoor Localization Measurement Versus calibrated
Simulation

For personal wireless localization in indoor and outdoor
environment we propose additional attenuation (loss) in
effect of device boxing. Therefore the pathloss propagation
model becomes:

40 logqo d + 20 logy, f + 20log,o Hr Ht +35 (5)

Using this Pathloss Propagation models for measurement
below 4 meter fails to produce accurate result with average
gap at about 16.16 dbm for indoor measurement and gap at
about 12.35 dbm for outdoor measurement. The models
shows accurate result for 5 meter to 15 meter measurement,
with very accurate in 15 meter where the gap only 0.64 dBm
between outdoor measurement and calibrated simulation
and the gap only 0.39 between indoor measurement and
calibrated simulation.

Iv. CONCLUSION

In this paper, we raised awareness for user that using
smartphone to store their persona profiling data. In this
paper we demonstrated how to localize victim using low
cost device. Using green obaidat calibrate Pathloss
Propagation models and $4 dollar device an attacker could
build low cost, simple, but yet powerful enough to perform
personal localization trough victim WiFi or NFC signal.
After victim has been localizing, reverse social engineering
could be performed by the attacker based on their initial
persona profiling data. With these two things we could
localize a person within 15 meter with just only 0.64 dbm in
difference between our measurement and simulation.
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